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This chapter provides an overview of the Active Directory Branch Office Planning and Deployment Guide. It discusses the concepts and procedures necessary to plan and implement a deployment of the Microsoft® Windows Server 2003™ operating system and Microsoft® Windows Server 2003 Active Directory® directory service in a branch office environment. 

The Active Directory Branch Office Planning and Deployment Guide does not provide detailed information about the general functionality of the networking and Active Directory components involved in a branch office deployment. Rather, it discusses the special requirements of a branch office environment and describes how to make special configuration changes to the networking and Active Directory components to accommodate those requirements. This guide presents recommendations on how to deploy Active Directory into a branch office environment. If you need detailed information about the general functionality of the networking or Active Directory components in Windows Server 2003, see the Windows Server 2003 product documentation including the “Microsoft® Windows Server™ 2003 Deployment Kit” on the Web at http://go.microsoft.com/fwlink/?linkID=18370, and the “Microsoft® Windows Server™ 2003 Technical Reference” at http://go.microsoft.com/fwlink/?linkID=26482. 

In terms of this guide, a branch office deployment is one in which numerous branch office locations are connected to a centralized hub location via slow or unreliable links. This type of deployment is referred to as a hub and spoke deployment. In this type of deployment, the slow links connecting the branch offices to the centralized hub represent the spokes of a wheel, while the main office that all the branches connect to represents the central hub.

Chapter Overview

The planning portion of this guide consists of six chapters, one overview chapter and five additional chapters that each explain a specific aspect of planning an Active Directory branch office deployment. Here is a list of the chapters in this guide.
Chapter 1 - Planning for Active Directory Deployment in a Branch Office Environment

This chapter describes the contents of the Active Directory Branch Office Planning and Deployment Guide and provides recommendations for other sources of information.

Chapter 2 - Planning the Logical Structure for the Branch Office Environment

This chapter describes the steps needed to plan the deployment of an Active Directory forest in a branch office environment.

Chapter 3 - Planning the Physical Structure for the Branch Office Environment

This chapter discusses the methods used to determine the number of domain controllers that need to be deployed based on bandwidth and authentication requirements. Customizing the replication topology and performing load balancing across the bridgehead servers is also discussed.

Chapter 4 - Planning a DNS Structure for the Branch Office Environment

DNS is an integral part of any Active Directory deployment. This chapter discusses the changes that need to be made to the DNS environment to support the special requirements of a branch office deployment.

Chapter 5 - Planning a Staging Site for the Branch Office Environment

This chapter describes how to plan the staging site. The staging site is used to build the branch office domain controllers and prepare them for shipment to their branch office locations.

Chapter 6 - Monitoring Active Directory in the Branch Office Environment

This chapter discusses the importance of monitoring your Active Directory environment both during and post deployment, to ensure that everything is functioning as planned. While some organizations will use a dedicated monitoring product such as Microsoft Operations Manager (MOM), other organizations will rely on other tools and utilities to accomplish this task. 
Improvements in Windows Server 2003 Active Directory

Windows Server 2003 delivers a set of new features that are especially useful for branch office deployments. Among them are: 

· Enhanced Knowledge Consistency Checker (KCC) scalability. The KCC will now function in environments with up to 5,000 sites and has been tested using up to 2,800 sites.

· Site replication load balancing. Windows Server 2003 distributes the load for outbound site replication among multiple domain controllers rather than relying on a single domain controller, as was the case with the Windows® 2000 Server operating system.

· Redundancy of connection objects. Windows Server 2003 provides a new mode for the intersite topology generator that reduces the frequency of branch office domain controllers creating new connection objects. This helps keep the replication environment stable and eliminates some of the replication traffic resulting from the creation of new connection objects. Additionally, redundant connections provide a level of fault tolerance for branch domain controllers when bridgehead servers go offline.

· Install Replica From Media (IFM). During domain controller installation it is possible to install the initial copy of the Active Directory database from a backup copy made from an existing domain controller in the same domain. This significantly reduces the amount of replication required during the setup process and reduces the time required for the installation process.

· Linked Value Replication (LVR). Replication of linked, multivalued attributes has been improved to replicate single values rather than the entire attribute. This is especially important for group membership replication, where members within the group might change frequently. This feature reduces replication traffic when changes are made to group membership, removes the 5,000 group membership limit, and eliminates the potential for losing changes when group membership is simultaneously modified on more than one domain controller. 

· Improvements in DNS. DNS zone information is now stored in application directory partitions when Active Directory-integrated zones are used, making it much easier to control where zone data gets replicated. This also reduces the size of the global catalog and replication traffic associated with global catalog servers because they no longer need to store DNS zone information.

· Simplified management of domain controller DNS registration. New Group Policy settings have been added that make it possible to control the type of DNS records registered by domain controllers. These settings, for example, can prevent clients from one branch office being referred to a DNS server in a different branch office instead of a local DNS server or a DNS server in the data center.

· Universal Group Membership Caching. This feature removes the requirement to deploy a global catalog server in every branch office location.

· Improved Distributed File System (DFS): DFS has several scalability improvements as well as integration with the ISTG to provide referrals based on link costs. Some of the scalability enhancements are the root scalability mode (configure to get namespace updates from the closest domain controller) and choice of an alternate target based on lowest connection cost.

· Improved File Replication service (FRS): FRS supports connection priorities, which allow you to control the sequencing of the initial synchronization that occurs when you add a new member to the replica set or when you perform a nonauthoritative restore, which is used to bring a failed replica member back into synchronization with its partners. 

Characteristics of a Branch Office Deployment

The characteristics of a branch office deployment as discussed in this guide include:
· Slow network connectivity to the branch office locations 

· Large number of locations with domain controllers

· Small number of users per location

· Hub and spoke network topology

· Use of a staging site for domain controller deployment

Slow Network Connectivity to Branch Locations

A common scenario in a branch office environment is that locations are often linked to the corporate data center or hub by slow Wide Area Network (WAN) links. For the purpose of this guide, a slow link is defined as a link with bandwidth between 19.2 kilobits and 128 kilobits. A slower connection than this will be considered an inconsistent connection and other means of Active Directory deployment should be investigated. For example, a different model can be used where separate Active Directory domains are created and Simple Mail Transfer Protocol (SMTP) replication is used for the replication protocol. For more information about using SMTP for Active Directory replication, see “Active Directory Replication Technologies” in the Windows Server 2003 Technical Reference at http://go.microsoft.com/fwlink/?linkID=27593.
Such a link could be either a dial-up link or a leased line. To plan the right topology when working over slow links, you should know the following:

What is the bandwidth that is available to Active Directory over a 24-hour period?
What other services are going to use the link, such as Exchange, backup, Systems Network Architecture (SNA), Microsoft SQL Server™, in-house applications, or Internet access?

How reliable is the WAN link with regard to connectivity between the branch office and data center, and what is the likelihood of network outages?
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Note

The content of this guide is also applicable if a line speed greater than 128 kilobits is available.
Large Number of Locations with Domain Controllers

Any deployment that involves a large number of locations connected to one or more data centers and where each location contains one or more domain controllers might be considered a branch office deployment. In this scenario, a large number of locations means that you have at least one data center that is connected to more than 100 locations.

The fact that a deployment has a large number of locations with domain controllers does not necessarily make it a branch office deployment. In the context of this guide, the branch office deployment contains a large number of locations that are connected to the corporate data center via slow WAN links, and each location contains one or more domain controllers to provide authentication for users and services at that location. These domain controllers are necessary because the slow WAN connection might not provide sufficient bandwidth to allow authentication operations (or other services) to be performed reliably at the corporate data center.

In some large deployments, the network might provide reliable, medium- to high-speed network connections that make it possible to authenticate users from the branch offices at the data center using the WAN. In this scenario, a T1 line would be considered a medium-speed connection, while a high-speed connection would be 10 megabits or higher. If a medium or higher-speed connection is provided, a small number of domain controllers could be installed at the data center or hub, with no need for domain controllers in all of the remote locations. This type of data–center–oriented model is less complex and easier to operate and monitor than a model that also deploys domain controllers in all branch sites. The less complex model is preferred, but only if the network can be trusted to handle user logon operations between the branch offices and the data center at all times. For more information about this type of deployment, see Chapter 3, “Designing the Site Topology” in Designing and Deploying Directory and Security Services in the Windows Server 2003 Deployment Kit on the Web at http://go.microsoft.com/fwlink/?linkID=27590.
In the cases where the WAN cannot be trusted for logons 24 hours a day and 7 days a week, planning and deployment require more thought. In most cases, a domain controller must be installed in each of the remote locations to remove the dependency on the WAN being available all the time. 

Small Number of Users Per Location

Another characteristic of the branch office deployment discussed in this guide is that there are a small number of users in each branch location. In the context of this guide, small means between 5 and 50 users of computers and network services. 
Hub and Spoke Network Topology

In a branch office environment the topology usually encompasses one or more hub locations and spokes that extend from the hub or hubs, as indicated in Figure 1.1. 

Figure 1   Hub and Spoke Scenario in a Branch Environment
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The hub and spoke topology shown in Figure 1.1 is used for all discussions in this guide; it shows a single hub with slow links to the branches, acting as spokes. The Planning portion of this guide steps you through the process of planning the environment shown in Figure 1.1. The Deployment section of the guide provides the procedures needed to build the above environment.

Staging Site Used for Domain Controller Deployment
If the environment uses a large number of domain controllers and more than 100 sites, it is recommended that you use a staging site to prepare new domain controllers prior to shipping them to their branch office site and deploying them on the network. 

Using a staging site requires some additional investment because the staging site requires a few additional servers. However, the following advantages bring a return on investment:

· Increased efficiency of the deployment operation

· Ease of control over the deployment process

· Reduced impact on WAN links connecting the branch offices to the data center during the deployment process

Preparing the domain controllers in a staging site prior to deploying them to their actual site reduces the impact on available bandwidth of the WAN link between the branch office and the data center when the domain controller is deployed to its normal site. This is because the bulk of the Active Directory replication required to promote the server to a domain controller, through the Active Directory Installation Wizard process, will take place at the staging site during the installation process. After the new domain controller is brought online at its normal site, it will only need to replicate the most recent changes from its replication partners, rather than performing its entire initial replication from the domain controllers at the headquarters data center.

When a staging site is used, a central administrative group can manage the creation of all new branch office domain controllers. This means that a centralized group of people is in charge of creating all new domain controllers rather than relying on individuals in each branch office. This makes it easier to ensure consistency in the installation process, to ensure that corporate standards are maintained during the installation process, and to troubleshoot any problems that might occur during the installation process.

Using a staging site makes it easier to use a consistent image for the build process. If the build process is centralized, all domain controllers can be built from a consistent library of images maintained by a single administrative group in a centralized location, rather than relying on individual images maintained at each branch office and untrusted administrators in remote locations.
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Note

The physical security of domain controllers in Active Directory is very important. The use of a staging site and shipping staged domain controllers introduces additional security considerations into your deployment process. Unless some type of in-house transportation is used, physical access to the servers will be out of your control during the transportation and delivery of the domain controllers. Use only trusted carriers to transport the staged domain controllers to the branch office locations.

Management Models for Handling Branch Office Scenarios

There are two different management models to consider in a Windows Server 2003 Active Directory deployment scenario: centralized and decentralized. In a centralized management model, the network is managed from the data center by a centralized IT group. When needed, this group makes changes to the directory and those changes get replicated out to the branch offices. In a decentralized model, each branch office has local IT staff who manage the network resources for that branch. When a change is made at a branch, it gets replicated in to the data center and then back out to the other branch offices. 

One of the priorities in a branch office deployment is to carefully manage all replication traffic over the WAN links connecting the branches to the data center. Using a centralized management model reduces the amount of replication traffic required to replicate changes to the branch offices. For this reason, the centralized model is more desirable in a branch office environment. 

Administrative requirements of your organization might make it impossible to use the centralized model. The decentralized model can be used, but it is less desirable. If you use the decentralized model, you will need to consider the extra time required for inbound replication traffic on the bridgehead servers when calculating your bandwidth requirements for the WAN connections to the branch offices. You must also consider the trustworthiness of remote administrators, because they will be responsible for making changes that affect information replicated to all branch offices in the domain.

Take these two models into consideration when determining how you will manage the users and groups and manage Group Policy. Each model has the potential to significantly impact replication traffic and the load on domain controllers. This guide uses the centralized model for the sample deployment used in all examples.
Monitoring of a Branch Office Environment
In order to ensure timely detection of problems and irregularities in your Active Directory deployment so that service levels can be maintained, it is mandatory to plan some type of monitoring solution. This solution should be deployed along with Active Directory and other critical services such as Microsoft Exchange and Microsoft SQL Server™. Microsoft recommends MOM for monitoring these environments.

Monitoring a branch office environment is challenging because the environment is widespread and consists of a complex network topology that utilizes both slow and fast network links. Planning the deployment of Active Directory and MOM at the same time might become too complex. This complexity is compounded by the lack of technical resources at the branch offices, the bandwidth restrictions on the WAN links between the branches and the hub, and the deployment of monitoring agents. Therefore, in branch office environments, additional strategies are needed to satisfy the operating and monitoring requirements. 
In a branch office environment, it is recommended that you use MOM to monitor the domain controllers in the hub, and Branch Office Monitor to monitor the domain controllers in the branch offices. Branch Office Monitor is a monitoring utility included in the self-extracting executable file that accompanies this guide. It uses Active Directory administrative tools to monitor the directory environment and returns the retrieved information back to a monitoring server in the data center. Branch Office Monitor filters the information so that only relevant details are reported. This reduces the amount of information that needs to be sent over the WAN links to the monitoring server.
More information about MOM and Branch Office Monitor can be found in Chapter 6, “Monitoring Active Directory in a Branch Office Environment,” in the Planning section of this guide.

Structure of the Branch Office Deployment Sample Forest

This guide provides examples based on a sample forest that belongs to a fictional corporation called Contoso Pharmaceuticals. The sample forest is designed and deployed using the recommendations put forth in this guide. The examples used in the deployment portion of this guide are also based on deploying this sample forest. Following is a brief description of the domain and site structure used in the sample forest.
Domain Model
In this guide, the sample domain model used for branch office deployments consists of three domains:

· A dedicated forest root domain

· A domain representing the hub or the headquarters

· A domain that represents all of the branch offices

This model is a very popular model used by many Windows 2000 Server branch office deployments. It is not meant to be a general recommendation. For more information about designing your own domain model, see Chapter 2, “Planning the Logical Structure for a Branch Office Deployment” in the Planning portion of this guide.

The user population in a branch office environment can be split into two groups. One group represents the users located at the hub who are hosted by the domain that represents the headquarters. The other group represents the users in the branch offices who are hosted by a domain representing the branch offices. 
The sample forest for Contoso Pharmaceuticals used in this guide follows this type of layout. Please note that this is not a general rule regarding how to design your domain environment. It is more a reflection of how the domain models look in the field when a branch office deployment is used. Figure 1.2 gives a view of this domain structure.

Figure 1.2   Domain Structure of the Branch Office Deployment Guide Environment
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Site Structure

This scenario uses multiple sites. The first site represents the hub site, which hosts all machines and services in the data center. The second site is used for staging. The staging site is needed to build new domain controllers for the branches. Finally, each branch office will be represented by its own site. That means there will be n additional sites where n represents the number of branch offices. 

Figure 1.3 shows the site structure for the examples used in this Guide. 

Figure 1.3   Site Structure of the Branch Office Deployment Guide Environment
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Sample Deployment Configuration
These are the assumptions that were used to build the sample branch office environment for Contoso Pharmaceuticals used in this guide:

· A single forest

· Three domains

· DNS infrastructure that is dedicated to Active Directory
· A single domain controller per branch office site
· Use of Automated Deployment Services (ADS), a new feature in Windows Server 2003 for the automated server setup of the branch office domain controllers. Download the “Automated Deployment Services” tool from www.microsoft.com/fwlink/?LinkID=27822.
· Use of Microsoft Operations Manager to monitor all data center domain controllers

· Use of Branch Office Monitor to monitor domain controllers in the branch offices

Additional Information

Resources on the Web

For more information, refer to the following external resources on the Internet at microsoft.com.

Windows Server 2003

· “Windows Server 2003 home page” at http://go.microsoft.com/fwlink/?LinkID=17610.
· “Windows Server 2003 Technical Reference” at http://go.microsoft.com/fwlink/?LinkID=26482.

· “Windows Server 2003 Technical Resources” at http://go.microsoft.com/fwlink/?LinkID=19792.
· “Windows Server 2003 Technical Overviews” at http://go.microsoft.com/fwlink/?LinkID=19793.
· “Windows Server 2003 Active Directory Technical Reference” at http://go.microsoft.com/fwlink/?LinkID=18540.

· “Active Directory Replication Technologies” in the Windows Server 2003 Technical Reference at http://go.microsoft.com/fwlink/?linkID=27593.
· “Windows Server 2003 Support” at http://go.microsoft.com/fwlink/?LinkID=26478.
· “Windows Server 2003 Product Documentation” at http://go.microsoft.com/fwlink/?LinkID=24929.
· “Developing Applications for Windows Server 2003” at http://go.microsoft.com/fwlink/?LinkID=19794.
· “Microsoft Press Books About Microsoft Windows Server 2003” at http://go.microsoft.com/fwlink/?LinkID=19795.
· “Windows Server 2003 Training and Events” at http://go.microsoft.com/fwlink/?LinkID=19796.
· “Technical Overview of Windows Server 2003 Networking and Communications” at http://go.microsoft.com/fwlink/?LinkID=19808.
· “Designing and Deploying File Servers” at http://go.microsoft.com/fwlink/?LinkID=27928.
Windows 2000 Server
· “Windows 2000 Technical Resources” at http://go.microsoft.com/fwlink/?LinkID=19797.

· “Windows 2000 Technologies” at http://go.microsoft.com/fwlink/?LinkID=210.
· “Course 1560: Updating Support Skills from Microsoft Windows NT 4.0 to Microsoft Windows 2000” at http://go.microsoft.com/fwlink/?LinkID=27929.
· “Windows 2000 Training and Events” at http://go.microsoft.com/fwlink/?LinkID=27927.
· “Windows 2000 Domain Name System Overview” at http://go.microsoft.com/fwlink/?LinkID=19809.
· “Windows 2000 DNS White Paper” at http://go.microsoft.com/fwlink/?LinkID=19810.
· “Windows 2000 Directory Services” at http://go.microsoft.com/fwlink/?LinkID=19811.
Publications

· Microsoft Corporation. Microsoft® Windows Server™ 2003 Deployment Kit. Redmond, Microsoft Press, 2003.
· Microsoft Corporation. Microsoft® Windows Server™ 2003 TCP/IP Protocols and Services Technical Reference. Redmond, Microsoft Press, 2003. 

· Microsoft Corporation. Microsoft® Windows® 2000 Server Resource Kit. Redmond, Microsoft Press, 2000.
· Microsoft Consulting Services. Building Enterprise Active Directory Services: Notes from the Field. Redmond, Microsoft Press, 2000.

· Microsoft Consulting Services. Optimizing Network Traffic: Notes from the Field. Redmond: Microsoft Press, 1999. 

