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Chapter 2 

Building the Forest Root Domain and Hub Site

Begin the deployment process in your organization’s data center. Start by creating the forest root domain and building the sites that are needed to support the data center and the branch offices. Make sure that you test the environment as you proceed to ensure that everything is functioning as expected.

After completing the steps presented in this chapter, the forest root domain (Corp.contoso.com) should exist and be functioning properly. The DNS environment should be established and functioning as well. The site that represents the data center should be created. Do not proceed to the next steps in your deployment until you have completed the steps outlined in this chapter and verified that everything is functioning correctly.
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At this point in the deployment process, your Active Directory® directory service branch office architecture planning must be complete. You must have at least two servers that have a version of the Microsoft® Windows Server™ 2003 operating system installed so that they can be used to host the forest root domain. You need to know your DNS domain names and the IP addressing information that the new domain controllers and DNS servers will use. This information should have been documented during the planning process.

During this phase of the deployment you must install Active Directory on the servers that will host the forest root domain and hub site. After you are finished installing Active Directory, you will install the tools and scripts used for operations and maintenance. Then you will complete this segment of your deployment by configuring the DNS environment and creating the hub site.

Figure 2.1 outlines the process used to establish the forest root domain and to configure the first site.

Figure 2.1   Building the Forest Root Domain and Hub Site

[image: image1.png]Deploy the
first domain
contraller in
the farest raot
domain

Deploy the
second domain
contraller in
the farest raot
domain

Configure the
Forest root
domain

Configure
the hub site




What You Will Need

To perform the procedures presented in this section, you will need information or assistance from personnel who fill various planning and administrative roles in your network management infrastructure. The following information briefly describes the personnel who might be involved in this phase of the deployment. It also outlines the hardware and software you need to perform these procedures.

Personnel Requirements
Individuals from the following teams will be required to participate during this phase of the installation:

· Windows Server 2003 Active Directory design team to provide the details of the planning process such as forest name, domain name, and the names of the domain controllers.

· Operations team to perform the procedures.

· A network team representative to provide DNS and other network information.
Hardware Requirements
· Minimum of two servers that meet the minimum hardware requirements for the version of the Windows Server 2003 operating system that you plan to install.
Software Requirements

Table 2.1   Software Requirements

	Software
	Details

	Windows Server 2003, Standard Edition; Windows Server 2003, Enterprise Edition; or Windows Server 2003, Data Center Edition, operating system
	The base operating system installation files might need to be accessible during the installation of the DNS Server service.

	Windows Server 2003 Support Tools
	Updated versions of two Support Tools, Repadmin.exe and Dcdiag.exe, are included with this guide and will need to be copied from their location on a server that has ADBranch03.exe installed to the Support Tools folder on each domain controller that you install.

	ADBranch03.exe
	The self-extracting exe file that accompanies this guide. It contains the scripts, updated tools, and template data files needed to complete the procedures in this guide.


Other Requirements
· Active Directory architecture diagram from your planning sessions.
· Account names and passwords for the service administrator accounts that will be used for these tasks.

· Local administrator user account and passwords for each domain controller.
· Worksheets from your planning sessions that list domain and computer names, IP address assignments for the computers, and site names for the data center and branch sites.
· Static TCP/IP addresses for the domain controllers and their IP subnet addresses.

What You Should Know

These procedures assume that you already understand the process of installing Windows Server 2003 and that you are familiar with the process of installing Active Directory and DNS. The procedures in this chapter focus on the steps necessary to deploy Active Directory in a branch office environment. They do not provide background information about how these technologies work.
Note that many of the tables in this guide are populated with sample data representing the deployment example for Contoso Pharmaceuticals used throughout this guide. In your environment you will have different names and values, such as domain names and IP addresses. When completing the procedures described in this chapter, substitute your own data where appropriate.
Topology Overview
Figure 2.2 shows the portion of the topology that is deployed in this chapter, including the two servers that are used to establish the forest root domain. It also includes the branch office sites and the hub site that represents the organization’s data center.
Keep in mind that the topology in Figure 2.2 is based on the sample deployment of the fictitious company Contoso Pharmaceuticals. It is designed using the recommendations provided in the Planning portion of this guide. Your deployment plan might look slightly different and use different computer, site, and domain names, but the structure should be similar to this example deployment. For this reason, you need to follow the procedures outlined in this chapter to establish your forest root and create your sites. More information about the entire deployment topology is provided in both the Planning and Deployment sections of this guide.
Figure 2.2   Topology Overview — Forest Root Domain and Hub Site
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Deployment Recommendations

The following design recommendations are used to create the topology that is being deployed in this chapter. These recommendations are discussed in detail in the Planning section of this guide.

DNS Design Guidelines

The availability of DNS directly affects the availability of Active Directory. Clients rely on DNS to find a domain controller, and domain controllers rely on DNS to find other domain controllers. Even if you already have DNS servers deployed on your network today, you might need to adjust the number and placement of servers to meet the needs of your Active Directory branch office deployment.

The following are design guidelines for deploying DNS in the branch office scenario:
· As a general rule, place at least one DNS server in every site that has a local domain controller.
· Each domain that has a domain controller in a given site should also have at least one DNS server in the site so that clients do not need to query DNS servers off-site to locate domain controllers that are in the same site as the clients. 

· Use Active Directory-integrated DNS so that all DNS domains are represented in the local site. This helps to minimize WAN traffic to central DNS servers.

· Configure each forest root domain controller to point to itself as the preferred DNS server and one other domain controller in the domain as its alternate.

· Configure domain controllers for domains other than the forest root to use themselves as their preferred DNS server. An alternate DNS server should also be configured.

· Configure all DNS clients with a preferred DNS server and an alternate DNS server.

· The preferred DNS server should be in the same site.

· The alternate should be located in the hub site.

· Implement some type of regular monitoring to check on the health and responsiveness of DNS. 

For more information about best practices for planning the DNS and domain namespace, see Chapter 4, "Planning a DNS Structure for the Branch Office Environment" in the Planning section of this guide.
Reverse Lookup Zones

Reverse lookup zones are used to resolve an IP address to a DNS name. DNS in Windows Server 2003 does not create this zone automatically and the zone is not mandatory for Active Directory operations. However, you can configure and use reverse lookup zones if you have a need for it in your environment. Because Active Directory does not use this feature, planning and deploying reverse lookup zones is outside the scope of this document. 

For more information about reverse lookup zones, forwarding, and delegation, see the “DNS Technical Reference” in the Microsoft® Windows Server™ 2003 Technical Reference at http://go.microsoft.com/fwlink/?linkID=27501.
Secure Dynamic Updates

Each Active Directory-integrated DNS zone should have secure dynamic updates enabled. Without secure dynamic updates enabled, anyone can delete, modify, or create DNS resource records using a generic dynamic update protocol. 

Hub Site Design Guidelines
The following are design guidelines for deploying the hub site in the branch office scenario:
· Create the subnets for the hub site.
· Create the site that represents the hub.
· Create the site links.
· Assign the subnets to the hub site.
· Move all relevant domain controllers into their specific site. 

Forest Root Domain Design Guidelines
The following are design guidelines for deploying your root domain in the branch office scenario.

· Place two domain controllers in the hub site for the root domain. Both must be configured with Active Directory-integrated DNS, and one must be configured as a global catalog server.
· ROOTDC1 will be a global catalog server.

· ROOTDC2 will host the following operations master roles: schema master, domain naming master, relative identifier (RID) master, primary domain controller (PDC) emulator, and infrastructure master.

· Each domain controller should point to itself as the preferred DNS server.
Deploying the First Domain Controller in the Forest Root Domain
Your first step in a branch office deployment is to install Active Directory and build the DNS environment needed to support the directory service. You do this on the server that you are deploying as the first domain controller. In the sample deployment, the first domain controller is named ROOTDC1. Figure 2.3 shows the process for deploying the first domain controller in the forest root domain.
Figure 2.3   Deploying the First Domain Controller in the Forest Root Domain
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After these steps are complete, perform some basic tests to ensure that the forest and new domain are functioning properly. If any issues arise during testing, make sure that you troubleshoot and solve them before proceeding with the rest of the deployment.

In the sample deployment, some procedures are performed on this domain controller to implement forestwide settings. On this domain controller you also create the directory that stores the scripts and utilities that are downloaded with this guide, and copy these files into the directory for later use.

The procedure for deploying the first domain controller assumes you are starting with a server that has the base operating system installed in accordance with the recommendations presented in “Software Requirements” in the Deployment section of this guide (Chapter 1, “Overview of Deploying Active Directory in Branch Office Environments”). 
Configuring the Network Settings

The default settings applied to the network connection during installation of the base operating system are not appropriate for the branch office environment. To ensure that the new server will use the proper TCP/IP and DNS settings, you must customize the network settings before you install Active Directory.
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Note

Network configuration settings can be made during the initial installation of the base operating system. If you configured your network settings when you installed the operating system, make sure that those settings follow the recommendations outlined in this procedure.

You will need:

· Credentials: User name and password for the local administrator account on the new server

· Tools: Network Connections (System Tools)

· Information: Static IP address, subnet mask, and default gateway address for this server
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To configure the TCP/IP settings

1. Log on to ROOTDC1 as the local administrator.
2. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.

3. Right-click the appropriate active network connection and then click Properties.

4. Click Internet Protocol (TCP/IP) and then click Properties.

5. In the Internet Protocol (TCP/IP) Properties dialog box, click Use the following IP address. Then, using the information in the following table as a guide, fill in the network address settings for your organization.
Table 2.2   TCP/IP Properties of ROOTDC1

	Wizard Page or Dialog Box
	Action
	Example

	Obtain an IP address automatically
	None.
	Not selected.

	Use the following IP address
	Click.
	Selected.

	· IP address
	Type the IP address.
	10.0.0.1

	· Subnet mask
	Type the subnet mask.
	255.0.0.0

Note: This mask is used in the example to eliminate the need for routers in the sample deployment. This assumes that you are using a private network while deploying the sample network.

	· Default Gateway
	If there are routers on the subnet, type the IP address of the default gateway.
	No entry. No routers were used in the sample environment. This setting depends entirely on your environment. A representative of the organization’s networking team should be able to provide the proper default gateway address. 

	Obtain DNS server address automatically.
	This option is not available when you have selected Use the following IP address.
	Not selected.

	Use the following DNS server addresses
	This option should be selected.
	Selected.

	· Preferred DNS server
	Leave blank.
	Note: When left blank and DNS is configured automatically when the Active Directory Installation Wizard runs, this address is provided as the IP address of the server that is being installed.

	· Alternate DNS server
	Leave blank.
	No entry.


6. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
You have now configured your network settings so that the first domain controller will use the proper TCP/IP and DNS options. Your next step is to install Active Directory.
Installing Active Directory

After you have installed Windows Server 2003 and correctly configured the TCP/IP addresses, it is time to install Active Directory. Much of the information you will need to install Active Directory should have been collected during the planning phase. One topic, however, merits additional discussion before you perform the Active Directory installation. When you promote the first domain controller in a domain, one configuration setting significantly affects Active Directory security. During the Active Directory installation process, you are asked whether or not you want to enable permissions compatible with operating systems earlier than the Microsoft® Windows® 2000 Server operating system. Permissions compatible with pre–Windows 2000 servers enables backward compatibility for certain applications that need to query the directory by using anonymous access. These applications, such as the Routing and Remote Access service on servers that are running Microsoft® Windows NT® 4.0, run in the security context of the Local System. When they attempt to query Active Directory, they do so as anonymous users. Enabling permissions that are compatible with operating systems earlier than Windows 2000 Server allows anonymous Read access to Active Directory by these applications. 
In Active Directory, the group Pre–Windows 2000 Compatible Access is assigned Read permissions on the domain root and on user, computer, and group objects. In Windows Server 2003 Active Directory, when you enable pre–Windows 2000 compatibility, the special identity Anonymous Logon is added as a member of the group Pre–Windows 2000 Compatible Access. Therefore, applications and services that require anonymous access to Active Directory — basically, any user or service with network access — can read these objects.
Anonymous access to Active Directory is disabled by default when you create a new Windows Server 2003 domain. In this case, the default setting is Permissions compatible only with Windows 2000 or Windows Server 2003 servers. Unless your environment has servers or domain controllers that are running Windows NT 4.0 or earlier versions of Windows, this default setting is the recommended selection. 

Typically, a newer version of the software — for example, Routing and Remote Access in Windows 2000 Server — does not require anonymous access. For more information about pre-Windows 2000 compatibility, see “Best Practice Guide for Securing Windows Server Active Directory Installations” on the Web at http://go.microsoft.com/fwlink/?linkID=28521.
You will need:

· Credentials: User name and password for the local administrator account on the new server

· Files: Windows Server 2003 installation files, either on CD or accessible on the network
· Information:
· DNS name of the forest root domain from your planning documents

· NetBIOS name of the forest root domain
· Complete paths for the storage location used for the directory database and the log files and the complete path for the location of the Windows system volume, SYSVOL
· Security level that your design specifies for the new domain
· Password that will be used by the Administrator account in Directory Services Restore Mode
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Note

The Directory Services Restore Mode password should not be left blank. Depending on the password policies that are set in your environment, you might not be able to log on using a blank password.
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To install Active Directory
7. Log on to ROOTDC1 as the local administrator.
8. Click Start and then click Run.
9. In the Run dialog box, type dcpromo and then click OK. 

10. In the Active Directory Installation Wizard, click Next at the Welcome screen.
11. Use Table 2.3 to complete the Active Directory Installation Wizard for your first domain controller. This table includes examples from the sample deployment. 
Table 2.3   Active Directory Installation Wizard Settings for ROOTDC1

	Wizard Page or Dialog Box
	Action
	Example

	Domain Controller Type
	Select Domain controller for a new domain.
	

	Create New Domain
	Select Domain in a new forest.
	

	Install or Configure DNS
	Select No, just install and configure DNS on this computer.
	

	New Domain Name
	Type the full DNS name of the domain.
	corp.contoso.com

	NetBIOS Domain Name
	Confirm or type the NetBIOS name.
	CORP

	Database and Log Folders
	Type the folder locations specified by your design.
	Database folder: C:\WINDOWS\NTDS

Log folder: C:\WINDOWS\NTDS 

(see the Note following this table)

	Shared System Volume
	Confirm or type the location specified by your design.
	C:\WINDOWS\SYSVOL
(see the Note following this table)

	Permissions
	· Select the security level specified by your design:

· Permissions compatible with pre-Windows 2000 server operating systems
· -Or-
· Permissions compatible only with Windows 2000 or Windows Server 2003 operating systems
	Because Corp.contoso.com currently has no server programs running on Windows NT 4.0 servers, they selected Permissions compatible only with Windows 2000 or Windows Server 2003 operating systems.

	Directory Services Restore Mode Administration Password
	In the Password and Confirm password boxes, type any strong password.
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Note

For more information about choosing the location of the database and log folders, and also about Shared Systems Volume, see Chapter 4, “Planning Domain Controller Capacity” in Designing and Deploying Active Directory and Security Services in the Microsoft® Windows Server™ 2003 Deployment Kit at http://go.microsoft.com/fwlink/?linkID=27592.
12. When you have verified that all of your entries are correct, click Next to proceed with the installation.
13. When the wizard has completed the installation, click Finish to close the wizard.
14. Restart the domain controller.
You have now installed Active Directory. Your next step is to verify that the installation is functioning correctly.
Configuring the DNS Client Settings

Prior to installing Active Directory on the first domain controller, you left the DNS client settings blank in the TCP/IP settings. When DNS is configured automatically when the Active Directory Installation Wizard runs, the wizard adds the IP address of the server that is being installed as the preferred DNS server for its DNS client, but it does not configure an alternate DNS server. Now that Active Directory has been installed and the new domain controller has been configured as a DNS server, add the second domain controller that you will install in the forest root domain, ROOTDC2, as its alternate DNS server.

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Information: The IP address of the second domain controller that is planned for the forest root domain.

[image: image9.wmf]
To configure the DNS client settings

15. Log on to ROOTDC1 as a domain administrator in the forest root domain.
16. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
17. Right-click the appropriate active network connection and then click Properties.
18. Click Internet Protocol (TCP/IP) and then click Properties.
19. In the Internet Protocol (TCP/IP) Properties dialog box, click Use the following DNS server addresses. Then, using the information in Table 2.4 as a guide, fill in the appropriate preferred and alternate DNS server settings.
Table 2.4   DNS Client Settings for ROOTDC1

	Wizard Page or Dialog Box
	Action
	Example

	Use the following DNS server addresses
	Enabled.
	

	· Preferred DNS server
	The domain controller should already point to itself.
	10.0.0.1

	· Alternate DNS server
	Type the IP address that will be used for ROOTDC2.
	10.0.0.2


20. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
Verifying That the First Domain Controller Installation Is Functioning Properly

After the operating system and Active Directory have been installed, you should verify that everything is functioning correctly. If any issues arise during testing, make sure that you troubleshoot and solve them before proceeding with the next procedure. Your testing should verify that:

· DNS server is functioning and name registration is taking place.
· Active Directory installation was successful.

· TCP/IP is configured properly.
· Name resolution is functioning.
You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools: 

· DNS snap-in (Administrative Tools)

· Active Directory Users and Computers (Administrative Tools)

· Dcdiag.exe (Support Tools)
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Note

If you have not already installed Windows Server 2003 Support Tools on RootDC1, do so now. The procedures included in this section do not require the updated version of Dcdiag. After you complete the procedures in “Installing the Branch Office Installation Files” later in this section, you can then overwrite the installed versions of Dcdiag and Repadmin with the updated versions from the C:\ADBranch03\Bin\Tools\x86 folder on RootDC1.

Verifying DNS Server Function and Name Registration
If the DNS server is functioning properly, the zones will have been created during the installation of Active Directory. Checking the properties of the zones will tell you if they are Active Directory-integrated zones. 
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To verify DNS server function and name registration
21. Log on to ROOTDC1 as a domain administrator in the forest root domain.
22. Click Start, point to Administrative Tools, and then click DNS.

23. Click ROOTDC1 and then expand Forward Lookup Zones. 

24. Verify that there is a zone _msdcs.corp.contoso.com. Expand the zone.
25. Click the _msdcs.corp.contoso.com zone and then, in the details pane, verify the Name Server (NS) and the Alias (CNAME) records in the zone.

26. Because the new domain controller is a global catalog server, verify that the Host (A) record for the domain controller is present in the gc folder.
27. Expand the domain zone, corp.contoso.com.
28. Click corp.contoso.com and then, in the details pane, verify the Name Server (NS) records in the zone.
29. Verify that records for the new domain controller are visible in _sites, _tcp, and _udp under the corp.contoso.com forward lookup zone.
30. Right-click the corp.contoso.com and then click Properties.

31. On the General tab, verify that the Type is Active Directory-Integrated.
32. Close the corp.contoso.com Properties dialog box.

33. If any of the specified resource records are not visible in DNS, restart the Net Logon service to initiate the registration of the records.

34. Close the DNS snap-in.
Verifying the Active Directory Installation

Attempt to log on as a service administrator and use some of the administrative tools to verify that the server is now a domain controller. Use Active Directory Users and Computers to verify that the new domain controller has been added to the Domain Controllers OU. This demonstrates that the forest and domain have been created and that the domain controller has been added to the appropriate OU. This would not be possible if the installation had failed. Next, run Dcdiag.exe and make sure that the new domain controller passes the connectivity test.
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To verify the Active Directory installation

35. Click Start, point to Administrative Tools, and then click Active Directory Users and Computers.
36. In Active Directory Users and Computers, expand the forest root domain, corp.contoso.com.
37. Click the Domain Controllers OU and verify that the new domain controller is listed as a member of the OU. This confirms that it is recognized as a domain controller.

38. Click Start and then click Run.

39. In the Run dialog box, type cmd and then click OK.
40. At the command prompt, type dcdiag and then press ENTER. Verify that no errors are listed in the output and confirm that the domain controller passed the connectivity test.
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Note

There might be system event log errors under the systemlog test results. At this point in the deployment process you can disregard these messages. Also, it might take up to an hour for the new domain controller to come on line and error messages to disappear from the Dcdiag test.

Verifying TCP/IP Settings

Next you must verify that TCP/IP is configured properly. Ensure that the proper DNS settings have been made.
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To verify the TCP/IP settings

41. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
42. Right-click the appropriate active network connection and then click Properties.
43. Click Internet Protocol (TCP/IP) and then click Properties.
44. In the Internet Protocol (TCP/IP) Properties dialog box, verify your network settings, using the information in Table 2.5 as a guide.
Table 2.5   Verification of TCP/IP Properties of ROOTDC1

	Wizard Page or Dialog Box
	Action
	Example

	Obtain an IP address automatically
	Verify not selected.
	

	Use the following IP address
	Verify selected.
	

	· IP address
	Verify IP address of ROOTDC1.
	10.0.0.1

	· Subnet mask
	Verify subnet mask.
	255.0.0.0

	Default Gateway
	Verify no entry. 
	

	Obtain DNS server address automatically
	Verify not selected. 
	

	Use the following DNS server address
	Verify selected. 
	

	· Preferred DNS server
	The domain controller should point to itself.
	10.0.0.1

	· Alternate DNS server
	The domain controller should point to ROOTDC2.
	10.0.0.2


45. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click OK to close the active network connection properties window, and then close Network Connections.
Verifying Name Resolution

You should verify that name resolution is working properly in the new environment.
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To verify name resolution

46. Click Start and then click Run.
47. In the Run dialog box, type cmd and then click OK. 
48. Verify that you can communicate with the forest root domain. At the command prompt, type:

ping corp.contoso.com
(using the fully qualified domain name of your forest root domain)
Make sure that the IP address of a domain controller in the forest root domain is returned. At this point in the example scenario, ROOTDC1 is the only domain controller in the forest root domain.

49. Verify that you can resolve the new domain controller’s name. At the command prompt, type:

ping ROOTDC1.corp.contoso.com 
(using the fully qualified domain name of your new domain controller)

Make sure that the IP address of the new domain controller in the forest root domain is returned. In the example scenario, this command returns the IP address of ROOTDC1.

50. Close the command prompt.

Extending the DNS Tombstone Lifetime

You must extend the tombstone lifetime for DNS resource records stored in the directory. This prevents resource records from being removed from the directory while a new branch office domain controller is offline and being shipped to its new location.
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.
You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools: Regedit.exe
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To extend the DNS tombstone lifetime
51. Log on to ROOTDC1 as a domain administrator in the forest root domain.
52. Click Start and then click Run. 

53. In the Run dialog box, type Regedit and then click OK.
54. In the Registry Editor dialog box, navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DNS\Parameters\

55. Right-click Parameters, click New, and then click DWORD Value.
56. Type DsTombstoneInterval as the entry name, and then press ENTER.
57. Double-click DsTombstoneInterval to open the Edit DWORD Value dialog box.

58. Set the value to 15 days (in seconds), as follows: 
a. Under Base, click Decimal.
b. In the Value data box, type 1296000 and then click OK. 

59. Close Regedit.
Raising the Domain Functional Level

To prepare for configuration procedures that you must complete later in the branch office deployment, you must raise the domain functional level to Windows Server 2003.

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools: Active Directory Domains and Trusts (Administrative Tools)
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To raise the domain functional level

60. Log on to ROOTDC1 as a domain administrator in the forest root domain. 
61. Click Start, point to Administrative Tools, and then click Active Directory Domains and Trusts. 

62. In the console tree, right-click corp.contoso.com, and then click Raise Domain Functional Level. 

63. In the Select an available domain functional level box, click Windows Server 2003, and then click Raise.
64. Click OK in the Raise Domain Functional Level dialog box. 

65. Click OK in the confirmation dialog box.
66. Close Active Directory Domains and Trusts.
Raising the Forest Functional Level

Before you can perform certain configuration procedures in your branch office deployment, you must raise the forest functional level to Windows Server 2003. Raising the forest functional level to Windows Server 2003 will also automatically raise the domain functional level of any domain in the forest that has the Windows 2000 native domain functional level. If any domain has a level of Windows 2000 mixed, the forest functional level cannot be raised.
You will need:

· Credentials: User name and password for an Enterprise Admins account in the forest root domain
· Tools: Active Directory Domains and Trusts (Administrative Tools)
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To raise the forest functional level

67. Log on to ROOTDC1 as an enterprise administrator.
68. Click Start, point to Administrative Tools, and then click Active Directory Domains and Trusts.
69. In the console tree, right-click the Active Directory Domains and Trusts node, and then click Raise Forest Functional Level.
70. In Select an available forest functional level, click Windows Server 2003, and then click Raise.

71. Click OK in the Raise Forest Functional Level dialog box.
72. Click OK in the confirmation dialog box.
73. Close Active Directory Domains and Trusts.
Configuring Remote Administration

To manage the domain controller remotely, you must enable Remote Desktop Connections, which allows remote administration by groups that you select.

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
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To enable remote administration

74. Log on to ROOTDC1 domain administrator in the forest root domain. 
75. Click Start, right-click My Computer, and then click Properties. 
76. In the System Properties window, click the Remote tab.

77. On the Remote tab, clear the Remote Assistance check box if it is selected. 

78. Under Remote Desktop, click Allow users to connect remotely to this computer, and then click Select Remote Users.
79. In the Remote Desktop Users dialog box, click Add.

80. In the Select Users or Groups dialog box, click Object Types.

81. In the Object Types dialog box, click Groups, and then click OK.

82. Add any administrative groups who have permission to access this domain controller remotely and perform administrative tasks.

83. After you have finished adding groups, click OK to close the Remote Desktop Users dialog box, and then click OK to close the System Properties dialog box.
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Note

Members of Domain Admins have remote access by default, whether they are listed or not.

Installing the Branch Office Installation Files

This guide uses a variety of scripts and specific versions of some utilities. These files have been included in a self-extracting executable file named ADBranch03.exe that is downloaded with this guide. You need to extract those files onto this domain controller.

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Files: ADBranch03.exe
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To Install the branch office installation files

84. Log on to ROOTDC1 as a domain administrator in the forest domain.
85. Right-click the Start menu and then click Explore.

86. Search to locate the ADBranch03.exe file.
87. Run the executable. When prompted for a folder, type C:\adbranch03 and then press ENTER. The executable creates the directory structure inside C:\adbranch03 and extracts the files for the branch office installation into this directory tree.

88. Click Close to close the Self Extractor dialog box.
Deploying the Second Domain Controller in the Forest Root Domain
The process of deploying the second domain controller in the forest root domain is very similar to deploying the first domain controller. The most significant difference occurs during Active Directory installation. Instead of creating a new domain in a new forest, you will be adding an additional domain controller to an existing domain. In the sample deployment, the second domain controller is named ROOTDC2 and is added to the corp.contoso.com domain.
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Note

If you plan to deploy any applications that require schema extensions, those extensions should be completed before you install and deploy the second domain controller. If you need to extend the schema, it is recommended you do so now before continuing with these procedures.
The process of deploying the second domain controller is shown in Figure 2.4

Figure 2.4   Deploying the Second Domain Controller in the Forest Root Domain
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After you have deployed the second domain controller, it is recommended that once again you perform some basic tests to ensure that the forest is still functioning properly. If any issues arise during testing, make sure that you troubleshoot and solve them before proceeding with the deployment.

The procedure for deploying the second domain controller assumes that you are starting with a server that has the base operating system installed in accordance with the recommendations presented in “Software Requirements” in the Deployment section of this guide (Chapter 1, "Overview of Deploying Active Directory in Branch Office Environments").

Configuring the Network Settings

The default settings applied to the network connection during the installation of the base operating system are not appropriate for the branch office environment. You must customize the network settings before you install Active Directory on the new server so that it will use the proper TCP/IP and DNS settings. 
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Note

Network configuration settings can be made during the initial installation of the base operating system. If you configured your network settings when you installed the operating system, make sure that the settings follow the recommendations outlined in this procedure.

You will need:

· Credentials: User name and password for the local administrator account on the new server

· Information: Static IP address, subnet mask, and default gateway address for this server
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To configure the TCP/IP settings

89. Log on to ROOTDC2 as the local administrator.
90. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.

91. Right-click the appropriate active network connection and then click Properties.

92. Click Internet Protocol (TCP/IP) and then click Properties.
93. In the Internet Protocol (TCP/IP) Properties dialog box, click Use the following IP address. Then, using the information in Table 2.6 as a guide, fill in the appropriate network address settings.

Table 2.6   TCP/IP Properties of ROOTDC2

	Wizard Page or Dialog Box
	Action
	Example

	Obtain an IP address automatically
	None.
	Not selected.

	Use the following IP address
	Click.
	Selected.

	· IP address
	Type the IP address.
	10.0.0.2

	· Subnet mask
	Type the subnet mask.
	255.0.0.0

	· Default Gateway
	If there are routers on the subnet, enter the IP address of the default gateway.
	No entry. In the sample environment no routers were used. This setting depends entirely on your environment. A representative of the organization’s networking team should be able to provide the proper default gateway address.

	Obtain DNS server address automatically
	This option is not available when you have selected Use the following IP address.
	Not selected.

	Use the following DNS server addresses
	This option should be selected.
	Selected.

	· Preferred DNS server
	Type the IP address of the first domain controller in the forest root domain.
	10.0.0.1

	· Alternate DNS server
	Leave blank.
	No entry.


94. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
Verifying Name Resolution on the New Server

Before installing Active Directory, make sure that DNS is functioning and that the new server can contact the first domain controller. If DNS is not functioning properly it is likely that Active Directory will not install properly either. Solve any DNS problems before you install Active Directory.

You will need:

· Credentials: User name and password for the local administrator account on the new server

· Tools: Dcdiag.exe (Support Tool, updated version included with this guide)
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Note

If you have not already installed Windows Server 2003 Support Tools on RootDC2, do so now. By default, Support Tools are installed in C:\Program Files\Support Tools. You also have installed the self-extracting file ADBranch03.exe on RootDC1. Before performing the following procedures, copy the versions of Dcdiag.exe and Repadmin.exe from C:\ADBranch03\Bin\Tools\x86 on RootDC1 to C:\Program Files\Support Tools on RootDC2. Copying these files is required to overwrite the versions of Dcdiag and Repadmin that are installed by Support Tools with the updated versions that are provided by ADBranch03.exe. Repeat this process for each domain controller that you install.
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To verify name resolution on the new server

95. Log on to ROOTDC2 as the local administrator.
96. Click Start and then click Run.
97. In the Run dialog box, type cmd and then click OK.
98. Verify that you can communicate with the forest root domain. At the command prompt, type:

ping corp.contoso.com
(using the fully qualified domain name of your forest root domain)

Make sure that the IP address of the first domain controller in the forest root domain is returned. In the example scenario, ROOTDC1 is the only domain controller in the forest root domain.

99. Verify that you can resolve the name of the first domain controller. At the command prompt, type:

ping ROOTDC1.corp.contoso.com 
(using the fully qualified domain name of your new domain controller)

Make sure that the IP address of the first domain controller in the forest root domain is returned. In the example scenario, ROOTDC1 is the only domain controller in the forest root domain.
If the correct IP address is not returned at each command, then DNS is not functioning properly. You must diagnose and solve any problems with DNS before proceeding with Active Directory installation on the second domain controller.

100. At the command prompt, type: 
dcdiag /test:dcpromo /DnsDomain:corp.contoso.com /ReplicaDC

Look for a message stating that the Active Directory Installation Wizard test was successful.
101. Close the command prompt.

Installing Active Directory

After TCP/IP has been properly configured and you have verified DNS functionality, it is time to install Active Directory.

You will need:

· Credentials: 
· User name and password for the local administrator account on the new server

· User name and password of a Domain Admins account in the forest root domain so that the new domain controller can join the domain
· Files: 
· Windows Server 2003 installation files, either on CD or accessible on the network
· Information:

· DNS name of the forest root domain from your planning documents
· Complete paths for the storage location used for the directory database and the log files and the complete path for the location of the Windows system volume, SYSVOL
· Password that will be used by the Administrator account in Directory Services Restore Mode
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Note

The Directory Services Restore Mode password should not be left blank. Depending on the password policies that are set in your environment, you might not be able to log on using a blank password.
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To install Active Directory

102. Log on to ROOTDC2 as the local administrator.
103. Click Start and then click Run.
104. In the Run dialog box, type dcpromo and then click OK. 

105. In the Active Directory Installation Wizard, click Next at the Welcome screen.

106. Use Table 2.7 to complete the Active Directory Installation Wizard for your second domain controller. This table includes examples from the sample deployment.
Table 2.7   Active Directory Installation Wizard Settings for ROOTDC2

	Wizard Page or Dialog Box
	Action
	Example

	Domain Controller Type
	Select Additional Domain controller for an existing domain.
	

	Network Credentials
	Type the user name and password for a Domain Admins account in the forest root domain. 
	

	DNS Domain Name
	Type the full DNS name of the domain.
	corp.contoso.com

	Database and Log Folders
	Type the folder locations specified by your design.
	Database folder: C:\WINDOWS\NTDS

Log folder: C:\WINDOWS\NTDS 

(see the note following this table)

	Shared System Volume
	Confirm or type the location specified by your design.
	C:\WINDOWS\SYSVOL
(see the note following this table)

	Directory Services Restore Mode Administrator Password
	In the Password and Confirm password boxes, type any strong password.
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Note

For more information about choosing the location of the database and log folders, and also about Shared Systems Volume, see Chapter 4, “Planning Domain Controller Capacity” in Designing and Deploying Active Directory and Security Services in the Windows Server 2003 Deployment Kit at http://go.microsoft.com/fwlink/?linkID=27592.
107. When you have verified that all of your entries are correct, click Next to proceed with the installation. 
108. When the wizard has completed the installation, click Finish to close the wizard.

109. Restart the domain controller.
You have now installed Active Directory. Your next step is to install DNS on the new domain controller.
Installing the DNS Server Service

In the branch office environment, it is recommended that all domain controllers act as DNS servers. After you have installed Active Directory, your next step is to install the DNS Server service.

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools: Windows Server 2003 installation files, either on CD or accessible on the network.
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To install the DNS server service

110. Log on to ROOTDC2 as a domain administrator in the forest root domain.
111. Click Start, point to Control Panel, and then click Add or Remove Programs.
112. Click Add/Remove Windows Components.
113. In the Windows Components Wizard, in the Components box, select Networking Services and then click Details.
114. Click Domain Name System (DNS). 

115. Click OK and then click Next. If prompted, in Copy files from, type the full path to the distribution files and then click OK. The required files will be copied to your hard disk. (You might be prompted for the location of the Windows Server 2003 installation files. If so, type a path to the installation files or insert the Windows Server 2003 installation CD.)
116. Click Finish.

Configuring the DNS Client Settings

After the new domain controller has been configured as a DNS server, change the preferred and alternate DNS server settings so that the DNS client on the new domain controller uses itself as its preferred DNS server and ROOTDC1 as its alternate DNS server.

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools: Network Connections (System Tools)
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To configure the DNS client settings

117. Log on to ROOTDC2 as a domain administrator in the forest root domain.
118. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
119. Right-click the appropriate active network connection and then click Properties.
120. Click Internet Protocol (TCP/IP) and then click Properties.
121. In the Internet Protocol (TCP/IP) Properties dialog box, click Use the following DNS server addresses. Then, using the information in Table 2.8 as a guide, fill in the appropriate preferred and alternate DNS server settings.
Table 2.8   DNS Client Settings for ROOTDC2

	Wizard Page or Dialog Box
	Action
	Example

	Use the following DNS server addresses
	Enabled.
	

	· Preferred DNS server
	Replace the IP address of ROOTDC1 with the IP address of ROOTDC2. 
	10.0.0.2

	· Alternate DNS server
	Type the IP address of ROOTDC1.
	10.0.0.1


122. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
Verifying That the Second Domain Controller Installation is Functioning Properly
After the operating system, Active Directory, and DNS have been installed and configured, you should verify that everything is functioning correctly. If any issues arise during testing, make sure that you troubleshoot and solve them before proceeding with the next procedure. Your testing should verify that:

· DNS name registration is taking place.
· Active Directory installation was successful.
· TCP/IP is configured properly.
· Name resolution is functioning.
You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools:

· DNS snap-in (Administrative Tools)

· Active Directory Users and Computers (Administrative Tools)

· Dcdiag.exe (Support Tool, updated version included with this guide)

Verifying DNS Name Registration

Verify that name registration is working properly. Make sure that the new domain controller has been registered in the DNS zone of the forest root.
[image: image34.wmf]
To verify DNS name registration

123. Log on to ROOTDC2 as a domain administrator in the forest root domain.
124. Click Start, point to Administrative Tools, and then click DNS.
125. Click ROOTDC2 and expand Forward Lookup Zones.
126. Verify that there is a zone _msdcs.corp.contoso.com. Expand the zone.
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Note

_msdcs.corp.contoso.com zone might take several minutes to appear. This delay occurs because the new domain controller needs to enlist in the forestwide application directory partition by contacting the domain naming operations master. The domain naming operations master will not enlist the new domain controller in the application directory partition until it becomes aware of the new domain controller by means of normal Active Directory replication.

127. Click the _msdcs.corp.contoso.com zone and then, in the details pane, verify the Name Server (NS) and the Alias (CNAME) records in the zone.

128. Expand the domain zone, corp.contoso.com.
129. Click corp.contoso.com and then, in the details pane, verify the Name Server (NS) records in the zone.
130. Verify that records for the new domain controller are visible in _sites, _tcp, and _udp, under corp.contoso.com.

131. If any of the specified resource records are not visible in DNS, restart the Net Logon service to initiate the registration of the records.

Verifying the Active Directory Installation
Attempt to log on as a service administrator and use some of the administrative tools to verify that the server is now a domain controller. Use Active Directory Users and Computers to verify that the new domain controller has been added to the Domain Controllers OU. This demonstrates that the domain controller has been added to the appropriate OU. This would not be possible if the installation had failed. Next, run Dcdiag.exe and make sure that the new domain controller passes the connectivity test.
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To verify the Active Directory installation

132. Click Start, point to Administrative Tools, and then click Active Directory Users and Computers.
133. In Active Directory Users and Computers, expand the forest root domain, corp.contoso.com.
134. Click the Domain Controllers OU and verify that the new domain controller is listed as a member of the OU. This confirms that it is recognized as a domain controller.

135. Click Start and then click Run.

136. In the Run dialog box, type cmd and then click OK.
137. At the command prompt, type dcdiag and then press ENTER. Verify that no errors are listed in the output and confirm that the domain controller passed the connectivity test.
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Note

There might be system event log errors under the systemlog test results. At this point in the deployment process you can disregard these messages. Also, it might take up to an hour for the new domain controller to come on line and error messages to disappear from the Dcdiag test.

138. Close the command prompt.

Verifying TCP/IP Settings

Next you must verify that TCP/IP is configured properly. Ensure that the proper DNS settings have been made.
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To verify the TCP/IP settings

139. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
140. Right-click the appropriate active network connection and then click Properties.
141. Click Internet Protocol (TCP/IP) and then click Properties.
142. In the Internet Protocol (TCP/IP) Properties dialog box, verify your network settings, using the information in Table 2.9 as a guide.
Table 2.9   Verification of TCP/IP Properties of ROOTDC2
	Wizard Page or Dialog Box
	Action
	Example

	Obtain an IP address automatically.
	Verify not selected.
	

	Use the following IP address
	Verify selected.
	

	· IP address
	Verify IP address of ROOTDC2.
	10.0.0.2

	· Subnet mask
	Verify subnet mask.
	255.0.0.0

	Default Gateway
	Verify no entry. 
	

	Obtain DNS server address automatically
	Verify not selected. 
	

	Use the following DNS server address
	Verify selected. 
	

	· Preferred DNS server
	The domain controller should point to itself.
	10.0.0.2

	· Alternate DNS server
	The domain controller should point to ROOTDC1.
	10.0.0.1


143. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click OK to close the active network connection properties window, and then close Network Connections.
Verifying Name Resolution

You should verify that name resolution is working properly in the environment.
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To verify name resolution on the new domain controller

144. Click Start and then click Run. 
145. In the Run dialog box, type cmd and then click OK. 
146. Verify that you can communicate with the forest root domain. At the command prompt, type: 
ping corp.contoso.com
(using the fully qualified domain name of your forest root domain) 

Make sure that the IP address of a domain controller in the forest root domain is returned. In this example scenario, two domain controllers are installed in the forest root domain: ROOTDC1 and ROOTDC2.

147. Verify that you can resolve the new domain controller’s name. At the command prompt, type:
ping ROOTDC2.corp.contoso.com
(using the fully qualified domain name of your new domain controller)
Make sure that the IP address of the new domain controller in the forest root domain is returned. In the example scenario, this command returns the IP address of ROOTDC2.

148. Close the command prompt.

Extending the DNS Tombstone Lifetime

You must extend the tombstone lifetime for DNS records stored in the directory. This is done to prevent records from being removed from the directory while a new branch office domain controller is offline and being shipped to its new location. 
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.
You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools: Regedit.exe
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To extend the DNS tombstone lifetime
149. Log on to ROOTDC2 as a domain administrator in the forest root domain.
150. Click Start and then click Run. 

151. In the Run dialog box, type Regedit and then click OK.
152. In the Registry Editor dialog box, navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DNS\Parameters\
153. Right-click Parameters, click New, and then click DWORD Value.
154. Type DsTombstoneInterval as the entry name, and then press ENTER.
155. Double-click DsTombstoneInterval to open the Edit DWORD Value dialog box.

156. Set the value to 15 days (in seconds), as follows: 
c. Under Base, click Decimal.
d. In the Value data box, type 1296000 and then click OK. 
157. Close Regedit. 

Configuring Remote Administration

To manage the domain controller remotely, you must enable Remote Desktop connections, which allows remote administration by groups that you select.

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
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To enable remote administration
158. Log on to ROOTDC2 as a domain administrator in the forest root domain.
159. Click Start, right-click My Computer, and then click Properties. 
160. In the System Properties window, click the Remote tab. 
161. On the Remote tab, clear the Remote Assistance check box if it is selected. 

162. Under Remote Desktop, click Allow users to connect remotely to this computer, and then click Select Remote Users.
163. In the Remote Desktop Users dialog box, click Add.

164. In the Select Users or Groups dialog box, click Object Types.

165. In the Object Types dialog box, click Groups, and then click OK.

166. Add any administrative groups who have permission to access this domain controller remotely and perform administrative tasks.

167. After you have finished adding groups, click OK to close the Remote Desktop Users dialog box, and then click OK to close the System Properties dialog box.

[image: image43.wmf]
Note

Members of Domain Admins have remote access by default, whether they are listed or not.

Configuring the Forest Root Domain

After the first two domain controllers are in place, you can configure the forest root domain to make it easier to maintain. This involves transferring the operations master roles to the second domain controller and making sure that the original domain controller is acting as a global catalog server. You must also modify the default domain controller Group Policy for the forest root domain so that the specialized replication topology used in a branch office environment can function as intended. The process of configuring the forest root domain is shown in Figure 2.5

Figure 2.5   Configuring the Forest Root Domain
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After server roles have been configured and Group Policy settings established, you can set the external time source for the domain. These steps should be followed by some additional tests to ensure that your forest is functioning as expected and that the latest changes have not introduced any problems into your environment.

Transferring the Operations Master Roles

There are five operation master roles in Windows Server 2003. Two of them are forestwide roles, which means that there are only two in the entire forest, and three of them are domainwide roles, which means that these three exist in each domain. The two forestwide roles are the schema master and the domain naming master. The domainwide roles are the infrastructure master, the PDC emulator, and the RID master. 
As in Windows 2000 Server, you do not want the infrastructure master role holder to be located on a global catalog server. This is true for the branch office scenario and it is recommended that not all domain controllers in a branch office scenario be configured as global catalog servers. During Active Directory installation of the first domain controller in the forest, it is automatically assigned the three domainwide roles and is also configured to be a global catalog server. Therefore, you must transfer the infrastructure master role to the second domain controller. Also, to make it easier to back up the forest root domain, you should move the rest of the operations master roles from the first domain controller to the second domain controller.
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Note

These transfers can be performed using various tools. The steps following this note outline the transfer procedures using the command-line tool Ntdsutil.exe. You can also perform the transfers using the appropriate MMC snap-in consoles. For the PDC emulator, the RID master and the infrastructure master roles, you can use Active Directory Users and Computers. For the domain naming master, you can use Active Directory Domains and Trusts. For the schema master, you can use the Active Directory Schema snap-in.

You will need:

· Credentials: User name and password for a service administrator account that is a member of the Schema Administrator’s group in the forest root domain. By default, the only account that is a member of this group is the Administrator account, which also allows you to perform all the other operations master role transfers in the following procedures.
· Tools: Ntdsutil.exe (System Tools)
Transferring the Forestwide Operations Master Roles

First transfer the schema master role and the domain naming master role from ROOTDC1 to ROOTDC2.
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To transfer the schema master role
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Note

To perform operations in ntdsutil, press ENTER after typing each command.

168. Log on to ROOTDC2 as Administrator in the forest root domain.
169. Click Start and then click Run.
170. In the Run dialog box, type cmd and then click OK.
171. At the command prompt, type:

ntdsutil.
172. At the ntdsutil command prompt, type:
roles

173. At the fsmo maintenance command prompt, type:
connection

174. At the server connections command prompt, type:
connect to server ROOTDC2
175. At the server connections command prompt, type:
quit

176. At the fsmo maintenance command prompt, type: 
transfer schema master
177. In the confirmation dialog box, click Yes. Do not quit Ntdsutil.
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To transfer the domain naming master role
178. Make sure that you are still in ntdsutil.
179. At the fsmo maintenance command prompt, type:
transfer domain naming master
180. In the confirmation dialog box, click Yes. Do not quit Ntdsutil.

Transferring the Domainwide Operations Master Roles

Next, transfer the RID master role, PDC emulator master role, and the infrastructure master role from ROOTDC1 to ROOTDC2.
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To transfer the RID master role
181. Make sure that you are still in ntdsutil.
182. At the fsmo maintenance command prompt, type:
transfer RID master
183. In the confirmation dialog box, click Yes. Do not quit Ntdsutil.
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To transfer the PDC emulator master role
184. Make sure that you are still in ntdsutil.
185. At the fsmo maintenance command prompt, type: 
transfer PDC

186. In the confirmation dialog box, click Yes. Do not quit Ntdsutil.
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To transfer the infrastructure master role
187. Make sure that you are still in ntdsutil.
188. At the fsmo maintenance command prompt, type: 
transfer infrastructure master
189. In the confirmation dialog box, click Yes.
190. Type quit twice to exit ntdsutil.
Configuring an External Time Source

Now that you have multiple domain controllers in the forest, you need to make sure that they synchronize their clocks so that replication will function properly. The only system that must be configured with an external time source is the PDC emulator for the forest root domain. Perform this procedure on ROOTDC2.

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
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To set time synchronization

191. Log on to ROOTDC2 as a domain administrator in the forest root domain.
192. Click Start and then click Run.
193. In the Run dialog box, type cmd and then click OK.
194. At the command prompt, type:

w32tm /config /manualpeerlist:time.windows.com /syncfromflags:MANUAL
195. At the next command prompt, type: 
w32tm /config /update
196. Close the command prompt.

Verifying the Global Catalog Server Settings

After the operations master roles have been transferred to the second domain controller, make sure that the original domain controller is configured to be a global catalog server.

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools: Active Directory Sites and Services (Administrative Tools)
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To verify the global catalog server settings

197. Log on to ROOTDC1 as a domain administrator in the forest root domain.
198. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services.
199. In Active Directory Sites and Services, expand Sites, expand Default-First-Site-Name, and then expand Servers.
200. Expand ROOTDC1, right-click NTDS Settings, and then click Properties.
201. On the General tab, make sure that the Global Catalog check box is selected.

202. Click Cancel to close the NTDS Settings Properties dialog box, and then close Active Directory Sites and Services.
Disabling Automated Site Coverage

Later in the deployment process, you will need to take some special steps to control how the replication topology is built in your branch office environment. However, the automatic topology generation performed by Active Directory will overwrite these special configuration options unless you take an additional step now to prevent this from happening. You use Group Policy settings on the forest root domain to disable automated site coverage.

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain

· Tools: Active Directory Users and Computers (Administrative Tools)
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To modify the Default Domain Controllers Group Policy

203. Log on to ROOTDC2 as a domain administrator in the forest root domain.
204. Click Start, point to Administrative Tools, and then click Active Directory Users and Computers. 

205. In Active Directory Users and Computers, expand the domain and then expand the Domain Controllers OU.
206. Right-click the Domain Controllers OU, click Properties, and then click the Group Policy tab.
207. On the Group Policy tab, click Default Domain Controllers Policy and then click Edit.
208. In the Group Policy Object Editor dialog box, expand Computer Configuration, Administrative Templates, System, Net Logon, and then click DC Locator DNS Records.

209. In the details pane, double-click Automated Site Coverage by the DC Locator DNS SRV Records.

210. On the Setting tab, click Disabled.
211. Click OK and then close the Group Policy Object Editor dialog box.
212. Close Active Directory Users and Computers.
Configuring the Hub Site

When the first two domain controllers are in place and configured, create the site that represents the hub. This involves creating the site and then creating subnet objects and assigning them to the site. The process of configuring the hub site is shown in Figure 2.6.
Figure 2.6   Configuring the Hub Site
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After you create the hub site and assign subnet objects to the site, you need to disable site link transitivity. This is necessary to prevent the automated topology generation from overriding the specialized configuration options you will set later to meet the specific requirements of the branch office environment.

Your final step is to move the forest root domain controllers into the newly created hub site.

Creating the Hub Site

Create the site that represents the hub of your branch office deployment. In the sample deployment used in this guide, the hub site is called Data-Center-Site. By default, the server object of the first domain controller in the forest is created in the site named Default-First-Site-Name. This site is the default container for server objects when no subnets have been assigned to other sites. When you create a new site, you associate the site object with a subnet object, which identifies the range of IP addresses for the site. Thereafter, when a domain controller is created, its server object is created in the site to which its IP address maps, according to subnet-site associations. If no subnets have been created, server objects for domain controllers are placed in Default-First-Site-Name. In this scenario, you create a new hub site, associate it with a new subnet object, and move the two existing domain controllers into the new hub site. 
You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools: Active Directory Sites and Services (Administrative Tools)
[image: image56.wmf]
To create the data center site

213. Log on to ROOTDC2 as a domain administrator in the forest root domain.
214. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services. 

215. In Active Directory Sites and Services, expand the Sites container.

216. Right-click Sites and then click New Site.
217. In the New Object - Site dialog box, add the values for Data-Center-Site parameters as shown in Table 2.10:
Table 2.10   Data Center Site Parameters

	Wizard Page or Dialog Box
	Action
	Example

	Name
	Type a site name. 
	Data-Center-Site

	Link Name
	Click a site link.
	DEFAULTIPSITELINK


218. Click OK twice to close the dialog boxes.
Creating and Assigning the Subnet

Create the subnet object that defines the range of IP addresses for domain controllers in the data center site.

You will need:

· Credentials: User name and password for an Domain Admins account in the forest root domain
· Tools: Active Directory Sites and Services (Administrative Tools)
· Information: IP address and subnet mask information for the subnet used by the data center site from your planning documents
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To create and assign the subnet

219. Log on to ROOTDC2 as a domain administrator in the forest root domain.
220. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services. 

221. In Active Directory Sites and Services, expand the Subnets container. 
222. Right-click Subnets and then click New Subnet.
223. In the New Object - Subnet dialog box, add the values for Data-Center-Site subnet parameters as shown in Table 2.11:
Table 2.11   Data-Center-Site Subnet Parameters

	Wizard Page or Dialog Box
	Action
	Example

	Address
	Type a valid IP address. 
	10.0.0.0

	Mask
	Type a valid IP address mask.
	255.255.255.0

	Site Name
	Select the site to which you want to assign the subnet.
	Data-Center-Site


224. Click OK to close the dialog box.

Setting and Verifying the Site Options

After the Data-Center-Site site has been created, you need to enable KCC redundant mode in the site. This replication topology mode prevents the KCC from creating extra connection objects if it detects any failed connections. Redundant mode also helps to distribute the load more evenly among the bridgehead servers as new branch offices are added to the replication topology. 

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools: Repadmin.exe (Support Tool, updated version included with this guide)
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To set the site options to redundant mode
225. Log on to ROOTDC2 as a domain administrator in the forest root domain. 
226. Click Start and then click Run.

227. In the Run dialog box, type cmd and then click OK.
228. At the command prompt, type: 
repadmin /siteoptions /site:Data-Center-Site +is_redundant_server_topology_enabled +is_topl_detect_stale_disabled
and then press ENTER.
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Note

The +is_redundant_server_topology_enabled option enables redundant mode in the site. The +is_topl_detect_stale_disabled option prevents the KCC from creating extra connection objects when failed connections are detected. 

229. Next, at the command prompt, type: 
repadmin /siteoptions /site:Data-Center-Site
and then press ENTER.
230. You should see the following output:
Data-Center-Site

Current Site Options: IS_TOPL_DETECT_STALE_DISABLED IS_REDUNDANT_SERVER_TOPOLOGY_ENABLED

231. Close the command prompt.
Disabling Site Link Transitivity
To prevent the automated topology generation from overriding the customized settings that are used in a branch office scenario, you must disable the built-in transitivity of the site links. This will ensure that clients locate domain controllers in their own site rather than in other branch sites.

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools: Active Directory Sites and Services (Administrative Tools)
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To disable site link transitivity
232. Log on to ROOTDC2 as a domain administrator in the forest root domain.
233. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services. 

234. In Active Directory Sites and Services, expand the Sites container and the Inter-Site Transports container.
235. Right-click the IP container and then click Properties.
236. In the IP Properties dialog box, set parameters as shown in Table 2.12:

Table 2.12   Disable Site Link Transitivity
	Wizard Page or Dialog Box
	Action
	Example

	Ignore Schedules
	Disabled [default] — No action.
	Not selected.

	Bridge all site links
	Click to disable.
	Not selected.


237. Click OK.
Moving the Domain Controllers to the Hub Site
The final step in building the hub site is to move the forest root domain controllers out of the default site and into the newly created hub site. 

You will need:

· Credentials: User name and password for a Domain Admins account in the forest root domain
· Tools: Active Directory Sites and Services (Administrative Tools)
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To move the domain controllers to the data center site

238. Log on to ROOTDC2 as a domain administrator in the forest root domain.
239. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services. 

240. Expand Sites, Default-First-Site-Name, and then Servers.
241. In the Servers container, right-click ROOTDC1 and then click Move.
242. In the Move Server dialog box, select the target site as shown in Table 2.13:
Table 2.13   Move Server to Site

	Wizard Page or Dialog Box
	Action
	Example

	Site Name 
	Click the target site.
	Data-Center-Site


243. Click OK.
244. Repeat steps 4 through 6 for ROOTDC2.

245. When you are finished moving the domain controllers to Data-Center-Site, close Active Directory Sites and Services.
Additional Information

Resources on the Web

These resources contain additional information that is related to this chapter.

· “Microsoft® Windows Server™ 2003 Deployment Kit” at http://go.microsoft.com/fwlink/?linkID=18370.
· “DNS Technical Reference” at http://go.microsoft.com/fwlink/?LinkId=27501.

· “Windows 2000 DNS White Paper” at http://go.microsoft.com/fwlink/?LinkId=19810.
· For more information about topics discussed in this chapter, see the following articles in the Microsoft Knowledge Base on the Web at http://go.microsoft.com/fwlink/?LinkId=4441:

· 241789, “How to Disable the Requirement that a Global Catalog Server Be Available to Validate User Logons”

· 223346, “FSMO Placement and Optimization on Windows 2000 Domain Controllers”

· 240855, “Using Windows NT 4.0 RAS Servers in a Windows 2000 Domain”
· 266712, “SMS: Security Based on Global Groups Fails in Windows 2000 Domains” 
· 257942, “Error Message: Unable to Browse the Selected Domain Because the Following Error Occurred ...”
· 303973, “HOW TO: Add Users to the Pre–Windows 2000-Compatible Access Group”

Publications

· Microsoft Corporation. Microsoft® Windows Server™ 2003 Deployment Kit. Redmond, Microsoft Press, 2003.

· Microsoft Corporation. Microsoft® Windows® 2000 Server Resource Kit. Redmond, Microsoft Press, 2000.
