2-2   Chapter 2   Planning the Logical Structure for a Branch Office Environment
Creating a Forest Design   2-3

Chapter 2 
Planning the Logical Structure for a Branch Office Environment
This chapter focuses on the decision-making process necessary to determine the logical structure for an Active Directory deployment in a branch office environment, including creating a forest design, creating a domain design, and designing the organizational units. This chapter also discusses the benefits of using a single forest, understanding the administrative needs of your organization to help you determine the number of forests you will need, and scalability concerns and requirements.
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Overview of Logical Structure Planning
The first step in deploying the Active Directory® directory service in a branch office environment is designing the forest, domain, and organizational unit structure for the branch office deployment. You begin the process by determining how many forests you will need. Then you must select the proper number of domains and build the domain structure inside your forest. After the forest has been established and domains have been created, you need to design an organizational unit structure so that the administrative needs of the branch offices are met. 
The basic information you need to plan the logical structure can be found in Chapter 2, “Designing the Active Directory Logical Structure” in Designing and Deploying Directory and Security Services in the Microsoft® Windows Server™ 2003 Deployment Kit on the Web at http://go.microsoft.com/fwlink/?linkID=27564.

This planning guide assumes that you have reviewed and are familiar with the fundamentals of designing the Active Directory logical structure. However, there are additional considerations when planning a branch office deployment. These considerations are discussed in this chapter. Figure 2.1 shows the process for planning the logical structure of your deployment.
Figure 2.1   Logical Structure Planning Process
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Creating a Forest Design
Forest planning is the process of determining how many forests you need to meet the demands of your organization. This involves balancing the administrative requirements of the groups involved in the Active Directory deployment with the cost of deploying and maintaining the directory and the infrastructure to support it. Figure 2.2 shows the primary step in creating a forest design.
Figure 2.2   Creating a Forest Design
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Benefits of Using a Single Forest

If possible, try to deploy Active Directory using a single forest. A single forest provides the following benefits:

Single Infrastructure to Manage
Active Directory is hosted on groups of domain controllers. All of the domain controllers need access to a Domain Name System (DNS) namespace in order to function properly. All of the objects that the domain controllers store and manage in the directory are defined by a common schema that is shared among all domain controllers in a forest. All the domains contained in a forest share a common global catalog. The domain controllers in the forest use a common replication topology to replicate this information amongst themselves.
All of these items—the domain controllers, DNS environment, the schema, global catalog, replication topology, and the hardware to support them—represent the infrastructure required to deploy Active Directory. All of these elements must be managed within a forest. If you have a single forest, the management tasks associated with these items need only be performed within that forest. But if you have multiple forests, these tasks will need to be repeated for each forest.
Lower Administrative Overhead

Each forest requires its own Active Directory infrastructure because domain controllers can only be a member of a single domain within a single forest. If your deployment uses multiple forests, each forest requires separate domain controllers. Also, forests rely on DNS for name resolution services. When multiple forests are used, separate DNS environments must be maintained for each forest. Personnel are required to perform the administrative duties necessary to manage and maintain this infrastructure for each forest. The fewer the forests, the less overhead is required.

Easier Management of Information Stored in the Directory

A single-forest design allows easier management of the creation and maintenance of all objects within the directory database. In a multiple-forest environment, additional steps must be taken to manage the relationship of objects between forests and to manage access to those objects. This requires additional metadirectory service software, such as Microsoft Identity Integration Server 2003 (MIIS 2003). But while MIIS 2003 allows multiple forests to interact with one another, it also creates additional management overhead. In an Exchange environment, Exchange uses the Active Directory global catalog to build its global address list (GAL). To make the Exchange GAL accessible to everyone, you either need to deploy a single forest or use metadirectory software to synchronize the global catalogs between forests. For more information about metadirectory services and MIIS 2003, see “Microsoft Identity Integration Server 2003” on the Web at http://go.microsoft.com/fwlink/?linkid=18080. 
Security Boundary at the Forest Level
The forest (not the domain) is the security boundary of Active Directory. A security boundary defines a container for which no administrator external to the container can take control from administrators within the container. For example, administrators from outside the forest cannot control access to information inside the forest unless first given permission to do so by the administrators within the forest. By contrast, a domain is not a security boundary because within a forest it is possible for administrators from one domain to access data in another domain.
When Multiple Forests Are Required
In some environments it might not be possible to use a single forest, due to the administrative requirements or political considerations of the organization that is deploying the forest. Forests act as security boundaries, so in an environment where a group requires complete control over their directory service and the infrastructure it is deployed on, they will be required to deploy their own forest. If multiple groups each have the same requirement for control and autonomy, deploying multiple forests might be the only option. For more information about the requirements for multiple forests, see “Windows 2000/2003 Multiple Forests Considerations White Paper” on the Web at http://go.microsoft.com/fwlink/?LinkId=26406.
Sample Deployment Used in This Guide

The sample deployment used throughout this guide is based on a single forest deployment. But whether you use a single forest or multiple forests in your deployment, the procedures in this guide still apply. If you determine that you must deploy multiple forests, use the procedures outlined in this guide to build each forest. For more information about selecting a forest design, see Chapter 2, “Designing the Active Directory Logical Structure” in Designing and Deploying Directory and Security Services in the Windows Server 2003 Deployment Kit on the Web at http://go.microsoft.com/fwlink/?linkID=27564.
Determining the Number of Forests Required
In order to determine the number of forests required for your deployment, you must first understand the administrative needs of the organization involved in your deployment. In an Active Directory deployment there are two types of administration that must be considered: service administration and data administration. 
Types of Administration

Service administrators manage the infrastructure and the directory service itself. They have access, or can gain access, to any part of the directory or the infrastructure. This means that they can reconfigure domain controllers, alter the DNS environment, and set or change security settings on the directory and information stored in the directory.
Data administrators have access to some, but not all, information stored inside the directory, but they do not have the authority to control the infrastructure or the directory service itself. While data administrators can control which users have access to information inside the directory, they cannot control service administrator access. Data administrators cannot prevent a service administrator from overriding the authority of the data administrators should a service administrator deem it necessary.
Autonomy and Isolation
Determining the number of forests required is based on the isolation and autonomy requirements of the groups deploying Active Directory. Isolation refers to the ability of a group to completely control all access to information in the directory. This includes controlling service administrator access. Because service administrators have full access to the directory and the infrastructure, an organization that needs to completely control all access to the directory (including service administrator access) requires its own forest.
Autonomy refers to the ability of a group to manage their own information inside the directory. They can control which users have access to the data managed by a particular group of data administrators and they can control access to that data by other data administrators. 

In many environments, service administrators belong to a centralized IT department that manages the network infrastructure. They make sure that the network is functioning properly and they maintain services that are used by everyone on the network. Data administrators belong to departments within the organization that maintain their own departmental information on the network, such as a research department that stores project-sensitive data in the directory. For example, data administrators for the research team can control access to their research data, while a service administrator can override their authority at any time and take control of those resources if necessary. In this case, the data administrators have the autonomy to manage their data any way they want; however, they are not isolated on the network, which means that service administrators can also gain access to that data if necessary.
To determine the number of forests that you need for your deployment, first determine the isolation and autonomy requirements of each group involved in the deployment of Active Directory. If any group requires isolation, then they require their own forest. The need for a separate forest includes the responsibility and cost of maintaining the infrastructure to support that forest as well as a share in the cost of cross-forest synchronization. If a group wants the autonomy to maintain their own information but they do not have strict isolation requirements, they could share a forest with other groups in the organization. If none of the groups in your organization require strict isolation, then a single forest can be used for your deployment. For more information about isolation, autonomy, service administration, and data administration, see Chapter 2, “Designing the Active Directory Logical Structure” in Designing and Deploying Directory and Security Services in the Windows Server 2003 Deployment Kit on the Web at http://go.microsoft.com/fwlink/?linkID=27564. 
Scalability in a Single Forest

Scalability should not be an issue in a single-forest model. If you have less than 5,000 branches and less than 100,000 users, you should be able to use a single-forest model, provided it meets your isolation and autonomy requirements. This guide uses a single-forest model to host a 5,000-branch environment. If you have more than 5,000 branches or more than 100,000 users, consider deploying multiple forests. If you decide to deploy a single forest into an environment with more than 5,000 branches or 100,000 users, additional testing is required. You might want to consider hiring an outside consultant who is an expert in Active Directory design and deployment.
For more information about the number of users and domains that can be hosted in a single forest, see Chapter 2, “Designing the Active Directory Logical Structure” in Designing and Deploying Directory and Security Services in the Windows Server 2003 Deployment Kit on the Web at http://go.microsoft.com/fwlink/?linkID=27564.
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Note

The Windows Server 2003 Deployment Kit outlines limitations on the number of users that can be hosted per forest, based on the link speed used to connect domain controllers together within the forest. You will find different limitations on the number of users per forest presented in this guide. Part of the process of deploying Active Directory into a branch office environment involves customizing the replication topology. This customization makes it possible to host more users in a given forest, based on the WAN link speed used to connect portions of the network. For this reason, the limitations presented in this guide are different than those presented in the Windows Server 2003 Deployment Kit. More information about these branch office customizations can be found in Chapter 3, “Planning the Physical Structure for a Branch Office Environment" in the Planning portion of this guide.
Creating a Domain Design
After you have determined the number of forests that you will need, the next stage is domain planning. Domain planning is the process of determining the number of domains required to meet the administrative needs of the branches that will deploy Active Directory. The steps involved in creating a domain design are shown in Figure 2.3
Figure 2.3   Creating a Domain Design
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Fundamental information about planning your domain infrastructure can be found in Chapter 2, “Designing the Active Directory Logical Structure” in Designing and Deploying Directory and Security Services in the Windows Server 2003 Deployment Kit on the Web at http://go.microsoft.com/fwlink/?linkID=27564. 

This planning chapter assumes that you have reviewed and are familiar with the basics of domain design. This chapter has some additional considerations for domain design that are not discussed in the Windows Server 2003 Deployment Kit. These considerations relate to the scalability of the domain model and how to determine the maximum number of users that you should host based on WAN connection speeds in your branch office environment. These considerations are discussed below.
Note that the planning and deployment procedures in this guide cover the deployment of the forest root domain and the domain that is used to represent the data center. The procedures also cover the deployment of a single domain that represents the branch offices in your organization. If you determine that you need multiple branch office domains, follow the planning and deployment steps outlined in this guide for each branch office domain. If you determine that you need multiple forests, follow the entire domain planning and deployment process for each forest. 
Determining Scalability Requirements
Scalability refers to the size of the deployment in terms of the number of user accounts and the number of domain controllers that will be deployed. Branch office deployments typically involve many locations that are connected by WAN links and that support many users. For this reason, the replication topology must be carefully planned to avoid bottlenecks and to maintain available bandwidth for mission-critical applications used in the branch offices. While the Windows Server 2003 Deployment Kit discusses general recommendations for domain planning, the need for customizing the replication topology in a branch office scenario requires special considerations in two areas:

The number of users in the domain relative to the WAN link speeds
Following the recommendations in this guide, if you allocate one percent of the available bandwidth to Active Directory, you can host up to 100,000 users in a domain that uses link speeds as low as 19.2 kilobits per second (Kbps). During the branch office deployment process you will be customizing the replication topology to optimize how Active Directory utilizes available bandwidth over the WAN links between the branch offices and the data center. 
Based on the allocation of one percent of bandwidth to Active Directory, the Windows Server 2003 Deployment Kit does not recommend hosting 100,000 users in a single domain where WAN links will be used for replication, unless the minimum link speed in the domain is at least 1,500 Kbps. However, due to the special configuration changes you will make for a branch office environment, you will have the ability to host a higher number of users per domain than is recommended in the Windows Server 2003 Deployment Kit.
More information about the recommended configuration changes to the replication topology can be found in Chapter 3, “Planning the Physical Structure of a Branch Office Environment” in the Planning portion of this guide.
The number of domain controllers relative to FRS replication 
Domain controllers replicate Group Policies to one another using File Replication service (FRS) replication. Due to the way FRS functions, it is best not to exceed 1,200 domain controllers per domain. This means that if you are planning on placing one domain controller in each branch office location, you should limit the number of domain controllers to less than 1,200 locations per domain. This number—1,200 domain controllers—is not a hard limit in Windows Server 2003. Rather, it is the recommended maximum related to the ability of FRS to recover SYSVOL should the SYSVOL become unavailable.
Make sure that you factor future growth into your plans. Consider the ramifications of adding more branches in the future and adding more users to the existing branches.

The sample deployment used in the examples throughout this guide uses three domains in a single forest:
· A dedicated forest root domain to host the forest’s service administrator accounts and the forest’s DNS environment
· A domain that represents the data center
· A domain that represents the branch offices
Naming the Domain

The name given to the forest root domain provides the name for the forest. Additional domains added to the forest will likely be child domains of the forest root domain and their names will reflect that fact. For example, Contoso Pharmaceuticals decides to use a branch office deployment. First they deploy a dedicated forest root called corp.contoso.com. Then they add two additional domains to their deployment: a domain called hq.corp.contoso.com that will be used by the main office where the data center is located, and a domain called branches.corp.contoso.com that will be used by all the branch offices. For complete information about naming your domains, see Chapter 2, “Designing the Active Directory Logical Structure” in Designing and Deploying Directory and Security Services in the Windows Server 2003 Deployment Kit on the Web at http://go.microsoft.com/fwlink/?linkID=27564. 
Designing Organizational Units
After you have determined your forest design and created your domain structure, the next step in your planning process is to plan the design of your organizational units (OUs), as shown in Figure 2.4

Figure 2.4   Designing Organizational Units
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The OU design makes it possible for you to delegate administrative responsibility for the information stored in the directory. The OU structure also makes it possible for you to assign Group Policies. The OU design can reflect organizational structures, regions, areas of administrative responsibility, or a group of objects that share a common Group Policy, or some combination of all of these items. 
Designing the OU structure is outside the scope of this document and can be implemented at will after the deployment of the directory service is completed. For recommendations and information about OU planning, see Chapter 2, “Designing the Active Directory Logical Structure” in Designing and Deploying Directory and Security Services in the Windows Server 2003 Deployment Kit on the Web at http://go.microsoft.com/fwlink/?linkID=27564. 
Additional Information

Resources on the Web

For more information, refer to the following external resources on the Web at microsoft.com.
· “Microsoft® Windows Server™ 2003 Deployment Kit” at http://go.microsoft.com/fwlink/?linkID=18370.

· “Windows Server 2003 Active Directory” at http://go.microsoft.com/fwlink/?LinkId=19802.

· “Active Directory Technical Reference” in the Microsoft® Windows Server™ 2003 Technical Reference at http://go.microsoft.com/fwlink/?LinkId=18540.
· “Windows 2000/2003 Multiple Forests Considerations White Paper” at http://go.microsoft.com/fwlink/?LinkId=26406.
· “Product Documentation for Windows Server 2003” at http://go.microsoft.com/fwlink/?LinkId=24929.
· “Windows Server 2003 Technical Overviews” at http://go.microsoft.com/fwlink/?LinkId=19793.
· “Windows Server 2003 Support” at http://go.microsoft.com/fwlink/?LinkId=26478.
· “Windows Server 2003 Upgrade Assistance Center” at http://go.microsoft.com/fwlink/?LinkId=26479.
Publications

· Microsoft Corporation. Microsoft® Windows Server™ 2003 Deployment Kit. Redmond, Microsoft Press, 2003.
· Microsoft Consulting Services. Building Enterprise Active Directory Services, Notes from the Field. Redmond, Microsoft Press, 2000.

