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Chapter 4 

Building the Branches Domain

The majority of the special configuration procedures associated with deploying Active Directory® directory service in a branch office environment are concerned with controlling replication between the branch offices and the data center. Your primary goal is to control the amount of traffic created by the directory that flows over the links used to connect the branches to the data center. This involves disabling some of the automatic features in the replication infrastructure and manually configuring other options. This makes it possible for you to customize the replication topology to fit your particular environment.

At this point in your deployment, your forest should be established, the data center site should be functioning, and the headquarters domain should be configured and ready to go. When you have completed the procedures outlined in this chapter, the domain used by the branch office domain controllers will exist and the replication topology will be configured. You will be ready to start deploying the branch office domain controllers.
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Overview of Building the Branches Domain

After the headquarters domain is installed and functioning, install the domain that will be used by the branch offices. Create the first two domain controllers in the branch office domain and configure the operations master roles on those domain controllers. In our example, the branch office domain is called Branches.corp.contoso.com. After you have installed the domain that will be used by the branch offices and verified that it is functioning properly, your next step is to install the additional domain controllers and configure them as bridgehead servers.

The forest root domain and the headquarters domain in your Active Directory branch office architecture must be implemented and functioning properly before you install the branches domain. If you have not completed the procedures in Chapters 2 and 3 of the Deployment section of this guide, you must do so before proceeding with the steps outlined in this chapter. Figure 4.1 shows the process involved in building the Branches domain.
Figure 4.1   Building the Branches Domain
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What You Will Need

To perform the procedures presented in this section, you will need information or assistance from personnel who fill various planning and administrative roles in your network management infrastructure. The following information briefly describes the personnel who might be involved in this phase of the deployment. It also outlines the hardware and software you need to perform these procedures.
Personnel Requirements
Individuals from the following teams will be required to participate during this phase of the installation: 

· Microsoft® Windows Server™ 2003 Active Directory design team
· Operations team

· A network team representative who can provide DNS and other network information

Hardware Requirements
· Minimum of two servers, plus the number of bridgehead servers that you calculated you would need for your design during the planning process.

Software Requirements

Table 4.1   Software Requirements

	Software
	Description

	Windows Server 2003, Standard Edition, operating system
	The base operating system installation files might need to be accessible during the installation of the DNS Server service.

	Windows Server 2003 Support Tools
	Updated versions of two Support Tools, Repadmin.exe and Dcdiag.exe, are included with this guide and will need to be copied from their location on a server that has ADBranch03.exe installed to the Support Tools folder on each domain controller that you install.

	Adbranch03.exe
	The self-extracting exe file that accompanies this guide. It contains the scripts, updated tools, and template data files needed to complete the procedures in this guide.

	ADLB.EXE
	The self-extracting exe file that is included with the download of this guide.


Other Requirements
· TCP/IP configuration information for the domain controllers.
· Administrator account and password for the Branches domain.
· Account names and passwords for the service administrator accounts in the forest.
· Active Directory architecture diagram from your planning sessions.
What You Should Know

This walk-through assumes that you have knowledge of Windows Server 2003, Active Directory, and Domain Name System (DNS). 
Note that many of the tables in this guide are populated with sample data. In your environment you will have different names and variables, such as domain names and IP addresses. When completing the procedures described in this chapter, substitute your own data where appropriate.

Topology Overview

Figure 4.2 shows the structure of the topology for the branch office deployment scenario described in this chapter. Note that the shaded items in the picture are elements that have been discussed in prior chapters and that you should have already completed. The darker components show the topology specific to this chapter. More detailed information about how to create the entire topology is provided in the Planning portion of this guide.

Figure 4.2   Topology Overview — Building the Branches Domain
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Deployment Recommendations

The following design recommendations are used to create the topology being deployed in this chapter. These recommendations are discussed in detail in the Planning portion of this guide.

To proceed with the steps outlined in this chapter, the data center site and the HQ domain must be built and functioning. This means that the procedures in Chapter 2 “Building the Forest Root Domain and Hub Site” and Chapter 3 “Building the HQ Domain” of the Deployment portion of this guide have already been completed and the following are true:

· DNS servers in the Corp.contoso.com are available and reachable.

· Data-Center-Site is implemented. 

Branch Office Domain Design Guidelines
The following is a summary of the design guidelines for the branch office domain in the example branch office scenario. This design includes:
· Two Active Directory domain controllers that are configured for the Branches.corp.contoso.com domain.

· Both domain controllers are configured as DNS servers, with Active Directory-integrated DNS zones.

· HUBDC1 hosts the relative identifier (RID) operations master, primary domain controller (PDC) emulator, and infrastructure master operations master roles.

· HUBDC2 is a global catalog server.
· Both domain controllers are configured to point to themselves for their preferred DNS server. The alternate domain controller is configured to point to another branch domain controller that is located in the hub site. 

· Additional domain controllers are placed in the hub site for the branch office domain and configured as bridgehead servers. This makes it easier to manage replication traffic between the hub site and the branch office sites.

Deploying the First Domain Controller in the Branches Domain

To begin deployment of the Branches domain, build the first two servers and install Active Directory. Build the DNS environment needed to support the Branches domain and add delegations for the new domain to the DNS servers in the forest root zone. Configure the DNS servers in the Branches domain to forward their client DNS queries to the DNS servers in the forest root domain. Figure 4.3 shows the process involved in deploying the first domain controller in the Branches domain.
Figure 4.3   Deploying the First Domain Controller in the Branches Domain
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After you have completed these steps, perform some basic tests to be sure that the new domain is functioning properly. If any issues arise during testing, make sure you troubleshoot and solve any problems before proceeding with the deployment.

The procedures that follow assume that you are starting with a server that has the base operating system installed in accordance with the recommendations presented in “Software Requirements” in the deployment section of this guide (Chapter 1, “Overview of Deploying Active Directory in Branch Office Environments”).
Configuring the Network Settings

The default settings applied to the network connection during installation of the base operating system are not appropriate for the branch office environment. You must customize the network settings before you install Active Directory on the new server so that it will use the proper TCP/IP and DNS settings. 

[image: image4.wmf]
Note

Network configuration settings can be made during the initial installation of the base operating system. If you configured your network settings when you installed the operating system, make sure those settings follow the recommendations outlined in this procedure.

You will need:
· Credentials: User name and password for the local administrator account on the new server

· Information: TCP\IP configuration information for the DNS servers in the Branches domain

[image: image5.wmf]
To configure the network settings
1. Log on to HUBDC1 as the local administrator.
2. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
3. Right-click the appropriate active Network connection and then click Properties.
4. Click Internet Protocol (TCP/IP) and then click Properties. 

5. In the Internet Protocol (TCP/IP) Properties dialog box, click Use the following IP address. Then, using the information in Table 4.2 as a guide, fill in the network address settings for your organization.

Table 4.2   TCP/IP Properties of HUBDC1
	Wizard Page or Dialog Box
	Action
	Example

	Obtain an IP address automatically
	None.
	Not selected.

	Use the following IP address:
	Click.
	Selected.

	· IP address
	Type the IP address.
	10.0.0.10

	· Subnet mask
	Type the subnet mask.
	255.0.0.0

Note: This mask is used in the example to eliminate the need for routers in the sample deployment. This assumes that you are using a private network while deploying the sample network.

	· Default Gateway
	If there are routers on the subnet, type the IP address of the default gateway.
	No entry. In the sample environment no routers were used. This setting depends entirely on your environment. A representative of the organization’s networking team should be able to provide the proper default gateway address. 

	Obtain DNS server address automatically
	This option is not available when you have selected Use the following IP address.
	Not selected.

	Use the following DNS server addresses:
	This option should be selected.
	Selected.

	· Preferred DNS server
	Type the IP address of ROOTDC1.
	10.0.0.1

	· Alternate DNS server
	Type the IP address of ROOTDC2.
	10.0.0.2


6. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
You have now configured your network settings so that the first domain controller will use the proper DNS options. Your next steps are to add a delegation for the zone and verify that the delegations have replicated properly.

Verifying Name Resolution on the New Server

Before installing Active Directory, make sure that DNS is functioning and that the new server can contact domain controllers in the forest root domain. If DNS is not functioning properly, it is likely that Active Directory will not install properly either. Solve any DNS problems before you install Active Directory.

You will need:

· Credentials: User name and password for the local administrator account on the new server

· Tools: Dcdiag.exe (Support Tool, updated version included with this guide)
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To verify name resolution on the new server

7. Log on to HUBDC1 as the local administrator.
8. Click Start and then click Run.
9. In the Run dialog box, type cmd and then click OK.
10. Verify that you can communicate with the forest root domain. At the command prompt, type:

ping corp.contoso.com
(using the fully qualified domain name of your forest root domain)
Make sure that the IP address of a domain controller in the forest root domain is returned. In the example scenario, ROOTDC1 or ROOTDC2 will be returned.
11. Verify that you can resolve the name of a domain controller in the forest root domain. At the command prompt, type:

ping ROOTDC1.corp.contoso.com 
(using the fully qualified domain name of a domain controller in the forest root domain)

Make sure that the IP address of the named domain controller in the forest root domain is returned. In this example, 10.0.0.1 will be returned.
If the correct IP address is not returned at each command, then DNS is not functioning properly. You must diagnose and solve any problems with DNS before proceeding with Active Directory installation on the second domain controller.

12. At the command prompt, type: 
dcdiag /test:dcpromo /DnsDomain:branches.corp.contoso.com /ChildDomain
Look for a message stating that the dcpromo test was successful.
13. Close the command prompt.

Adding a Delegation for the Zone

Because all domain controllers in a forest should be configured as DNS servers and because you want the DNS servers in each domain to be authoritative for their own zones, you need to add delegations for the DNS servers in the Branches domain to the DNS servers in the forest root domain, corp.contoso.com. In this procedure, add a delegation record for the first domain controller in the Branches domain.
You will need:

· Credentials: User name and password for a Domain Admins account for the forest root domain

· Tools: DNS snap-in

· Information: IP address information for the DNS servers in the Branches domain

[image: image7.wmf]
To add a delegation for the new zone 

14. Log on to ROOTDC1 as a domain administrator in the forest root domain. 
15. Click Start, point to Administrative Tools, and then click DNS.
16. Click ROOTDC1, expand Forward Lookup Zones, and then click the DNS name of the forest root domain. In the example scenario, this name is corp.contoso.com.
17. Right-click this domain, click New Delegation and then, in the New Delegation Wizard, click Next. 
18. In the Delegated domain box, type Branches and then click Next.

19. On the Name Servers page, click Add to add the delegation records.
20. In the New Resource Record dialog box, type the fully qualified domain name and IP address for the first domain controller that you plan to install in the Branches domain. Use the information in Table 4.3 as a guide to fill in the appropriate server name and IP address:
Table 4.3   Delegation Record Parameters for the First Branches Domain Controller
	Wizard Page or Dialog Box
	Action
	Example

	Server fully qualified domain name (FQDN)
	Type the server name of the first HQ domain controller.
	HUBDC1.branches.corp.contoso.com

	IP Address 
	Type the IP address of the first Branches domain controller.
	10.0.0.10 


21. Click OK, click Next, and then click Finish.
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Verify that the delegations have replicated to ROOTDC2
22. Log on to ROOTDC2 as a domain administrator. 
23. Click Start, point to Administrative Tools, and then click DNS.
24. Click ROOTDC2, expand Forward Lookup Zones, and then click corp.contoso.com.
If the delegation has replicated, you should see the delegated branches domain in the tree when you expand corp.contoso.com. When you click branches, you should see the Name Server (NS) record for HUBDC1.branches.corp.contoso.com in the details pane.

Installing Active Directory

After Windows Server 2003 has been installed and DNS is functioning properly, it is time to install Active Directory.

You will need:

· Credentials:

· User name and password of the local administrator account on the new server

· User name and password of an Enterprise Admins account in the forest root domain so that the new domain can join the forest

· Files: Windows Server 2003 installation files, either on CD or accessible on the network
· Information:

· DNS name of the domain from your planning documents (this example uses the Branches domain from the sample scenario)

· NetBIOS name of the domain

· Complete paths for the storage location used for the directory database and the log files and the complete path for the location of the Windows system volume, SYSVOL

· Security level that your design specifies for the new domain

· Password that will be used by the Administrator account in Directory Services Restore Mode
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Note

The Directory Services Restore Mode password should not be left blank. Depending on the password policies that are set in your environment, you might not be able to log on using a blank password.
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To install Active Directory

25. Log on to HUBDC1 as the local administrator.
26. Click Start and then click Run.
27. In the Run dialog box, type dcpromo and then click OK. 
28. In the Active Directory Installation Wizard, click Next at the Welcome screen.
29. Use Table 4.4 to complete the Active Directory Installation Wizard for the first domain controller in the Branches domain. This table includes examples from the sample deployment.
Table 4.4   Dcpromo Settings for HUBDC1
	Wizard Page or Dialog Box
	Action
	Example

	Domain Controller Type
	Select Domain controller for a new domain.
	

	Create New Domain
	Select Child domain in an existing domain tree.
	

	Network Credentials
	In the User name box, type a user account that has sufficient rights to add a domain, typically a member of Enterprise Admins.

In the Password box, type the password of the user account.

In the Domain box, type the name of the forest root domain.
	

	Child Domain Installation
	In the Parent domain box, type the full DNS name of the forest root domain. 
In the Child domain box, type branches.
	corp.contoso.com

branches

	NetBIOS Domain Name
	Confirm or type the NetBIOS name.
	BRANCHES

	Database and Log Folders
	Type the folder locations specified by your design.
	Database folder: C:\WINDOWS\NTDS

Log folder: C:\WINDOWS\NTDS 

(see the note following this table)

	Shared System Volume
	Confirm or type the location specified by your design.
	C:\WINDOWS\SYSVOL

	DNS Registration Diagnostics
	A message will indicate that the wizard cannot contact the DNS server with which this domain controller will be registered. This is because the pre-created delegation record points to the local computer and DNS has not been installed on the domain controller at t his point.

Select Install and configure the DNS server on this computer and set this computer to use this DNS server as its preferred DNS server.
	  

	Permissions
	· Select the security level specified by your design:
· Permissions compatible with pre-Windows 2000 server operating systems

· —Or—

· Permissions compatible only with Windows 2000 or Windows Server 2003 operating systems
	Because branches.corp.contoso.com currently has no server programs running on Windows NT® 4.0 operating system–based servers, select Permissions compatible only with Windows 2000 or Windows Server 2003 operating systems. 

	Directory Services Restore Mode Administration Password
	In the Password and Confirm password boxes, type any strong password.
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Note

For more information about choosing the location of the database and log folders, and also about Shared Systems Volume, see Chapter 4, “Planning Domain Controller Capacity” in Designing and Deploying Active Directory and Security Services in the Microsoft® Windows Server™ 2003 Deployment Kit at http://go.microsoft.com/fwlink/?linkID=27592.
30. When you have verified that all of your entries are correct, click Next to proceed with the installation.
31. When the wizard has completed the installation, click Finish to close the wizard and restart the domain controller.
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Important

During this process, the DNS Server service is installed on the new domain controller and the new domain registers with the DNS server. You might need to wait up to one hour for the DNS server to become fully available. 
You have now installed Active Directory. Your next step is to configure the DNS client settings.
Configuring the DNS Client Settings

Change the preferred and alternate DNS server settings so that the DNS client on the new domain controller uses itself as its preferred DNS server and HUBDC2 as its alternate DNS server.

You will need:
· Credentials: User name and password for a Domain Admins account in the Branches domain
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To configure the DNS client settings

32. Log on to HUBDC1 as a domain administrator in the Branches domain.
33. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
34. Right-click the active network connection and then click Properties.
35. Click Internet Protocol (TCP/IP) and then click Properties.
36. In the Internet Protocol (TCP/IP) Properties dialog box, click Use the following DNS server addresses. Then, using the information in Table 4.5 as a guide, fill in the appropriate preferred and alternate DNS server settings.
Table 4.5   DNS Client Settings for HUBDC1

	Wizard Page or Dialog Box
	Action
	Example

	Use the following DNS server addresses
	Enabled
	

	· Preferred DNS server
	Replace the IP address of ROOTDC1 with the IP address of HUBDC1 
	10.0.0.10

	· Alternate DNS server
	Replace the IP address of ROOTDC2 with the IP address of HUBDC2
	10.0.0.11


37. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
Verifying That the First Domain Controller Installation Is Functioning Properly
After the operating system and Active Directory have been installed, verify that everything is functioning correctly. If any issues arise during testing, make sure that you troubleshoot and solve them before proceeding with the next procedure. Your testing should verify that:

· Active Directory installation was successful.

· Network settings are configured properly.

· DNS server and name registration is functioning.

· Name resolution on the new domain controller is functioning properly.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain

· Tools:

· DNS snap-in (Administrative Tools)

· Active Directory Users and Computers (Administrative Tools)

· Dcdiag.exe (Support Tool, updated version included with this guide)

Verifying DNS Server Function and Name Registration

If the DNS server is functioning properly, the zones will have been created during the installation of Active Directory. Checking the properties of the zones will tell you if they are Active Directory-integrated zones.
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To verify DNS server function and name registration
38. Log on to HUBDC1 as a domain administrator in the Branches domain. 
39. Click Start, point to Administrative Tools, and then click DNS.

40. Click HUBDC1 and then expand Forward Lookup Zones.

41. Verify that there is a zone _msdcs.corp.contoso.com. Expand the zone.
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Note

_msdcs.corp.contoso.com zone might take several minutes to appear. This delay occurs because the new domain controller needs to enlist in the forestwide application directory partition by contacting the domain naming operations master. The domain naming operations master will not enlist the new domain controller in the application directory partition until it becomes aware of the new domain controller by means of normal Active Directory replication.

42. Click _msdcs.corp.contoso.com and then, in the details pane, verify that the Name Server (NS) and the Alias (CNAME) records for the new domain controller are present in the zone.
43. Expand the domain zone, branches.corp.contoso.com.
44. Click branches.corp.contoso.com and then, in the details pane, verify that the Name Server (NS) record for the new domain controller is present in the zone.
45. Verify that records for the new domain controller are visible in _sites, _tcp, and _udp under branches.corp.contoso.com.

46. Right-click branches.corp.contoso.com and then click Properties.

47. On the General tab, verify that the Type is Active Directory-Integrated.
48. Close the branches.corp.contoso.com Properties dialog box.

49. If any of the specified resource records are not visible in DNS, restart the Net Logon service to initiate the registration of the records.

50. Close the DNS snap-in.
Verifying the Active Directory Installation

Attempt to log on as a service administrator and use some of the administrative tools to verify that the server is now a domain controller. Use Active Directory Users and Computers to verify that the new domain controller has been added to the Domain Controllers OU. This demonstrates that the domain has been created and that the domain controller has been added to the appropriate OU. This would not be possible if the installation had failed. Next, run Dcdiag.exe and make sure that the new domain controller passes the connectivity test.
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To verify Active Directory installation

51. Click Start, point to Administrative Tools, and then click Active Directory Users and Computers.
52. In Active Directory Users and Computers, expand the domain branches.corp.contoso.com.
53. Click the Domain Controllers OU and verify that the new domain controller is listed as a member of the OU. This confirms that it is recognized as a domain controller.

54. Click Start and then click Run.

55. In the Run dialog box, type cmd and then click OK.
56. At the command prompt, type dcdiag and then press ENTER. Verify that no errors are listed in the output and confirm that the domain controller passed the connectivity test.
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Note

There might be system event log errors under the systemlog test results. At this point you can disregard these messages. Also, it might take up to an hour for the new domain controller to come online and error messages to disappear from the Dcdiag test.

Verifying TCP/IP Settings

Next you must verify that TCP/IP is configured properly. Ensure that the proper DNS settings have been made.
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To verify TCP/IP settings 

57. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
58. Right-click the active network connection and then click Properties.

59. Click Internet Protocol (TCP/IP) and then click Properties.
60. In the Internet Protocol (TCP/IP) Properties dialog box, verify your network settings, using the information in the following table as a guide.

Table 4.6   Verification of TCP/IP Properties of HUBDC1

	Wizard Page or Dialog Box
	Action
	Example

	Obtain an IP address automatically
	Verify not selected.
	

	Use the following IP address
	Verify selected.
	

	IP address
	Verify IP address of HUBDC1.
	10.0.0.10

	· Subnet mask
	Verify subnet mask.
	255.0.0.0

	· Default Gateway
	Verify no entry. 
	

	Obtain DNS server address automatically
	Verify not selected. 
	

	Use the following DNS server addresses
	Verify selected. 
	

	Use the following DNS server address
	Selected. 
	

	· Preferred DNS server
	The domain controller should point to itself.
	10.0.0.10

	· Alternate DNS server
	The domain controller should point to HUBDC2.
	10.0.0.11


61. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click OK to close the active network connection properties window, and then close Network Connections.
Verifying Name Resolution

You should verify that name resolution is working properly in the new environment.
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To verify name resolution 

62. Click Start and then click Run.
63. In the Run dialog box, type cmd and then click OK.

64. Verify that you can communicate with the forest root domain. At the command prompt, type:

ping corp.contoso.com
(using the fully qualified domain name of the forest root domain)
Make sure that the IP address of a domain controller in the forest root domain is returned. In the example scenario, the IP address for ROOTDC1 or ROOTDC2 should be returned.

65. Verify that you can communicate with the new domain. At the command prompt, type:

ping branches.corp.contoso.com
(using the fully qualified domain name of the new domain)

Make sure that the IP address of the first domain controller in the new domain is returned. In the example scenario, HUBDC1 is the only domain controller in the domain.

66. Verify that DNS can resolve the name of the new domain controller. At the command prompt, type:

ping HUBDC1.branches.corp.contoso.com
(using the fully qualified name of the new domain controller.

Make sure that the IP address of the named domain controller in the Branches domain is returned.

67. Close the command prompt.

Extending the DNS Tombstone Lifetime

You must extend the tombstone lifetime for DNS resource records stored in the directory. This is done to prevent records from being removed from the directory while a new branch office domain controller is offline and being shipped to its new location.
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Caution
If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.
You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain

· Tools: Regedit.exe
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To extend the DNS tombstone lifetime
68. Log on to HUBDC1 as a domain administrator in the Branches domain.
69. Click Start and then click Run. 

70. In the Run dialog box, type Regedit and then click OK
71. In the Registry Editor dialog box, navigate to: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DNS\Parameters\
72. Right-click Parameters, click New, and then click DWORD Value.
73. Type DsTombstoneInterval as the entry name, and then press ENTER.
74. Double-click DsTombstoneInterval to open the Edit DWORD Value dialog box.

75. Set the value to 15 days (in seconds), as follows: 

a. Under Base, click Decimal.
b. In the Value data box, type 1296000 and then click OK.

76. Close Regedit.
Configuring the FRS Logging Level

The characteristics of the log files are determined by the values of several registry entries in the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NtFrs\Parameters subkey. Use this procedure to configure how FRS log files are generated and the level of detail they will contain.
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.
You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain.

· Tools: Regedit.exe
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To configure the File Replication service (FRS) logging level

77. Log on to HUBDC1 as a domain administrator in the Branches domain.
78. Click Start and then click Run.

79. In the Run dialog box, type Regedit and then click OK.

80. In the Registry Editor dialog box, navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ntfrs\Parameters\

81. Right-click Parameters, click New, and then click String Value.
82. Type Debug Log File as the entry name, and then press ENTER.

83. Double-click Debug Log File to open the Edit String dialog box.

84. In the Value data box, type c:\frslogs and then click OK.

85. Right-click Parameters, click New, and then click DWORD Value.

86. Type Debug Log Severity as the entry name, and then press ENTER.

87. Double-click Debug Log Severity to open the Edit DWORD Value dialog box.

88.  In the Value data box, type 4 and then click OK.

89. Right-click Parameters, click New, and then click DWORD Value.

90. Type Debug Log Files as the entry name, and then press ENTER.

91. Double-click Debug Log Files to open the Edit DWORD Value dialog box.

92. Set the value as follows: 

c. Under Base, click Decimal.
d. In the Value data box, type 300 and then click OK.

93. Right-click Parameters, click New, and then click DWORD Value.

94. Type Debug Maximum Log Messages as the entry name, and then press ENTER.

95. Set the value as follows: 

e. Under Base, click Decimal.
f. In the Value data box, type 100000 and then click OK.

96. Close Regedit.
Configuring Forwarders

Because the DNS servers in each domain are authoritative for their own zones, you need to configure the DNS servers in the Branches domain to forward requests referring to other domains to the DNS servers in the forest root. Doing so enables clients in the Branches domain to access resources outside their domain.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain

· Tools: DNS snap-in (Administrative Tools)
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To configure forwarders

97. Log on to HUBDC1 as a domain administrator in the Branches domain.
98. Click Start, point to Administrative Tools, and then click DNS. 

99. Right-click HUBDC1, click Properties, and then click the Forwarders tab.
100. On the Forwarders tab, type the following parameters, using Table 4.7 as a guide: 

Table 4.7   DNS Forwarder for HUBDC1
	Wizard Page or Dialog Box
	Action
	Example

	DNS Domain
	Accept the default value.
	All other DNS domains

	Selected domain’s forwarder IP address list
	Type the IP addresses of the DNS servers from the forest root domain corp.contoso.com, clicking Add after each one.
	10.0.0.1
10.0.0.2


101. Click OK.
Configuring Remote Administration

To make it possible to manage the domain controller remotely, you must enable Remote Desktop connections, which allows remote administration by groups that you select.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain
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To configure remote administration

102. Log on to HUBDC1 as a domain administrator in the Branches domain.
103. Click Start, right-click My Computer, and then click Properties.

104. In the System Properties window, click the Remote tab. 
105. On the Remote tab, clear the Remote Assistance check box if it is selected. 

106. Under Remote Desktop, click Allow users to connect remotely to this computer, and then click Select Remote Users.
107. In the Remote Desktop Users dialog box, click Add.

108. In the Select Users or Groups dialog box, click Object Types.

109. In the Object Types dialog box, click Groups, and then click OK.

110. Add any administrative groups who have permission to access this domain controller remotely and perform administrative tasks.

111. After you have finished adding groups, click OK to close the Remote Desktop Users dialog box, and then click OK to close the System Properties dialog box.
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Note

Members of Domain Admins have remote access by default, whether they are listed or not.

Deploying the Second Domain Controller in the Branches Domain
The process of deploying the second domain controller in the Branches domain is very similar to deploying the first domain controller, with the exception that the DNS zone has already been created. After you complete the procedures in this section, perform some basic tests to ensure that the forest is functioning properly. If any issues arise during testing, make sure you troubleshoot and solve the problems before proceeding with the deployment. Figure 4.4 shows the process for deploying the second domain controller in the Branches domain.

Figure 4.4   Deploying the Second Domain Controller in the Branches Domain
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These procedures assumes that you are starting with a server that has the base operating system installed in accordance with the recommendations presented in “Software Requirements” in the deployment section of this guide (Chapter 1, “Overview of Deploying Active Directory in Branch Office Environments”).
Configuring the Network Settings

The default settings applied to the network connection during the installation of the base operating system are not appropriate for the branch office environment. You must customize the network settings before you install Active Directory on the new server so that it will use the proper TCP/IP and DNS settings. 
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Note

Network configuration settings can be made during the initial installation of the base operating system. If you configured your network settings when you installed the operating system, make sure that those settings follow the recommendations outlined in this procedure.

You will need:

· Credentials: User name and password for the local administrator account on HUBDC2

· Information: TCP/IP configuration information for the DNS servers in the Branches domain
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To configure the network settings on the second domain controller
112. Log on to HUBDC2 as the local administrator.
113. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.

114. Right-click the appropriate active network connection and then click Properties.
115. Click Internet Protocol (TCP/IP) and then click Properties.
116. In the Internet Protocol (TCP/IP) Properties dialog box, click Use the following IP address. Then, using the information in Table 4.8 as a guide, fill in the network address settings for your organization.

Table 4.8   TCP/IP Properties of HUBDC2
	Wizard Page or Dialog Box
	Action
	Example

	Obtain an IP address automatically
	None.
	Not selected.

	Use the following IP address:
	Click to select.
	Selected.

	· IP address
	Type the IP address.
	10.0.0.11

	· Subnet mask
	Type the subnet mask.
	255.0.0.0
Note: This mask is used in the example to eliminate the need for routers in the sample deployment. This assumes that you are using a private network while deploying the sample network.

	· Default Gateway
	If there are routers on the subnet, type the IP address of the default gateway.
	No entry. In the sample environment no routers were used. This setting depends entirely on your environment. A representative of the organization’s networking team should be able to provide the proper default gateway address. 

	Obtain DNS server address automatically
	This option is not available when you have selected Use the following IP address.
	Not selected.

	Use the following DNS server addresses:
	This option should be selected.
	Selected.

	· Preferred DNS server
	Type the IP address of the first domain controller in the Branches domain (HUBDC1).
	10.0.0.10

	· Alternate DNS server
	Add the addresses of the forest root domain controllers.
	10.0.0.1

10.0.0.2
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Note

To add multiple alternate DNS servers: 
1. In the Internet Protocol (TCP/IP) Properties dialog box, click Advanced.
2. In the Advanced TCP/IP Settings dialog box, click the DNS tab. 

3. On the DNS tab, click Add.

4. For each additional alternate DNS server, type the IP address and then click Add. 

5. Click OK to accept the advanced settings.

117. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
You have now configured the network settings so that the domain controllers will use the proper DNS options. Your next step is to verify that DNS names resolve correctly.

Verifying Name Resolution on the New Server
Before installing Active Directory, make sure that DNS is functioning and that the new server can contact the first domain controller. If DNS is not functioning properly, then it is likely that Active Directory will not install properly either. Solve any DNS problems before you proceed with the directory service installation.

You will need:

· Credentials: User name and password for the local administrator account on HUBDC2
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To verify name resolution 
118. Log on to HUBDC2 as the local administrator.
119. Click Start and then click Run.
120. In the Run dialog box, type cmd and then click OK.

121. Verify that you can communicate with the forest root domain. At the command prompt, type:

ping corp.contoso.com
(using the fully qualified domain name of the forest root domain)
Make sure that the IP address of a domain controller in the forest root domain is returned. In the example scenario, ROOTDC1 or ROOTDC2 will be returned.
122. Verify that you can communicate with the new domain. At the command prompt, type:

ping branches.corp.contoso.com
(using the fully qualified domain name of the new domain.

Make sure that it returns the IP address of the first domain controller in the Branches domain. In the example scenario, the IP address of HUBDC1 is returned.

123. Verify that DNS can resolve the name of the first domain controller. At the command prompt, type:

ping HUBDC1.branches.corp.contoso.com
(using the fully qualified name of the new domain controller.

Make sure that the IP address of the named domain controller is returned.

If the correct IP address is not returned at each command, then DNS is not functioning properly. You must diagnose and solve any problems with DNS before proceeding with Active Directory installation on the second domain controller.

124. At the command prompt, type: 
dcdiag /test:dcpromo /DnsDomain:branches.corp.contoso.com /ReplicaDC

125. Look for a message stating that the dcpromo test was successful.
126. Close the command prompt.
Installing Active Directory

After the server has Windows Server 2003 installed and DNS is functioning properly, it is time to install Active Directory.

You will need:

· Credentials:

· User name and password of the local administrator account on the new server

· User name and password of a Domain Admins account in the Branches domain so that the new domain controller can join the domain

· Files: Windows Server 2003 installation files, either on CD or accessible on the network

· Information:

· DNS name of the domain from the planning documents

· NetBIOS name of the domain

· Complete paths for the storage location used for the directory database and the log files and the complete path for the location of the Windows system volume, SYSVOL

· Password that will be used by the Administrator account in Directory Services Restore Mode
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Note

The Directory Services Restore Mode password should not be left blank. Depending on the password policies that are set in your environment, you might not be able to log on using a blank password.
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To install Active Directory

127. Log on to HUBDC2 as the local administrator.
128. Click Start and then click Run.

129. In the Run dialog box, type dcpromo and then click OK. 
130. In the Active Directory Installation Wizard, click Next at the Welcome screen.
131. Use Table 4.9 to complete the Active Directory Installation Wizard for the second domain controller in the Branches domain. This table includes examples from the sample deployment.
Table 4.9   Dcpromo Settings for HUBDC2
	Wizard Page or Dialog Box
	Action
	Example

	Domain Controller Type
	Select Additional Domain controller for an existing domain.
	

	Credentials
	Type the user name and password for a Domain Admins account in the Branches domain.
	

	DNS Domain Name
	Type the DNS domain name.
	branches.corp.contoso.com

	Database and Log Folders
	Type the folder locations specified by your design.
	Database folder: C:\WINDOWS\NTDS

Log folder: C:\WINDOWS\NTDS 

(see the note following this table)

	Shared System Volume
	Confirm or type the location specified by your design.
	C:\WINDOWS\SYSVOL

	Directory Services Restore Mode Administration Password
	In the Password and Confirm password boxes, type any strong password.
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Note

For more information about choosing the location of the database and log folders, and also about Shared Systems Volume, see Chapter 4, “Planning Domain Controller Capacity” in Designing and Deploying Active Directory and Security Services in the Windows Server 2003 Deployment Kit at http://go.microsoft.com/fwlink/?linkID=27592.
132. When you have verified that all of your entries are correct, click Next to proceed with the installation.
133. When the wizard has completed the installation, click Finish to close the wizard.

134. Restart the domain controller.
You have now installed Active Directory. Your next step is to install DNS on the new domain controller.
Installing the DNS Server Service

In the branch office environment, it is recommended that all domain controllers act as DNS servers. After the installation of Active Directory is complete, install the DNS Server service.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain
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To install the DNS Server service

135. Log on to HUBDC2 as a domain administrator in the Branches domain.
136. Click Start, point to Control Panel, and then click Add or Remove Programs.
137. Click Add/Remove Windows Components.
138. In the Windows Components Wizard, in the Components box, select Networking Services and then click Details.
139. Click Domain Name System (DNS).
140. Click OK and then click Next. If prompted, in Copy files from, type the full path to the distribution files and then click OK. The required files will be copied to your hard disk. (You might be prompted for the location of the Windows Server 2003 installation files. If so, type a path to the installation files or insert the Windows Server 2003 CD.)
141. Click Finish.

Configuring DNS Client Settings

After the second domain controller has been configured as a DNS server, change the DNS client settings so that the domain controller will use itself as its preferred DNS server and HUBDC1 as its alternate DNS server.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain

[image: image36.wmf]
To configure the DNS client settings

142. Log on to HUBDC2 as a domain administrator in the Branches domain.
143. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
144. Right-click the appropriate active network connection and click Properties.
145. Click Internet protocol (TCP/IP) and then click Properties. 

146. In the Internet Protocol (TCP/IP) Properties dialog box, click Use the following DNS server addresses. Then, using the information in Table 4.10 as a guide, fill in the appropriate preferred and alternate DNS server settings.
Table 4.10   DNS Client Settings for HUBDC2
	Wizard Page or Dialog Box
	Action
	Example

	Use the following DNS server addresses:
	Enabled.
	

	· Preferred DNS server
	Replace the IP address of HUBDC1 with the IP address of HUBDC2 
	10.0.0.11

	· Alternate DNS server
	Replace the IP address of the root domain controllers with the IP address of HUBDC1
	10.0.0.10


147. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
Configuring Forwarders

You must configure your DNS servers to forward DNS client requests for other domains to the DNS servers in the forest root. In our example deployment, the DNS servers in the Branches domain are only authoritative for the branches.corp.contoso.com zone.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain

· Tools: DNS snap-in
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To configure forwarders

148. Log on to HUBDC2 as a domain administrator in the Branches domain.
149. Click Start, point to Administrative Tools, and then click DNS. 

150. Right-click HUBDC2, click Properties, and then click the Forwarders tab.
151. On the Forwarders tab, type the following parameters, using the information in Table 4.11 as a guide. 

Table 4.11   DNS Forwarders for HUBDC2
	Wizard Page or Dialog Box
	Action
	Example

	DNS Domain
	Accept the default value.
	All other DNS domains

	Selected domain’s forwarder IP address list
	Type the IP addresses of the DNS servers from the forest root domain corp.contoso.com, clicking Add after each one.
	10.0.0.1
10.0.0.2


152. Click OK.
153. Close the DNS snap-in.
Verifying That the Second Domain Controller Installation is Functioning Properly

After the operating system and Active Directory have been installed, verify that everything is functioning correctly. Your testing should verify that:

· Active Directory installation was successful.
· DNS server and name registration is functioning.
· Name resolution is functioning.
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Important

If any of the tests in this procedure fail, diagnose and fix the problem before proceeding with any additional procedures.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain
· Tools:

· DNS snap-in (Administrative Tools)

· Active Directory Users and Computers (Administrative Tools)
· Dcdiag.exe (Support Tool, updated version included with this guide)

Verifying DNS Name Registration

Make sure that the settings on the zone are correct and that names can be registered by DNS.
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To verify DNS name registration

154. Log on to HUBDC2 as a domain administrator. 
155. Click Start, point to Administrative Tools, and then click DNS. 
156. Click HUBDC2 and expand Forward Lookup Zones.
157. Verify that there is a zone _msdcs.corp.contoso.com. Expand the zone.
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Note

_msdcs.corp.contoso.com zone might take several minutes to appear. This delay occurs because the new domain controller needs to enlist in the forestwide application directory partition by contacting the domain naming operations master. The domain naming operations master will not enlist the new domain controller in the application directory partition until it becomes aware of the new domain controller by means of normal Active Directory replication. 
158. Click _msdcs.corp.contoso.com and then, in the details pane, verify that the Name Server (NS) and Alias (CNAME) records are present for the new domain controller.

159. Expand the domain zone, branches.corp.contoso.com.
160. Click branches.corp.contoso.com and then, in the details pane, verify that the Name Server (NS) record for the new domain controller is present in the zone.
161. Verify that records for the new domain controller are visible in _sites, _tcp, and _udp under branches.corp.contoso.com.

162. If any of the specified records are not visible in DNS, restart the Net Logon service to initiate the registration of the records.
163. Close the DNS snap-in.
Verifying the Active Directory Installation

Attempt to log on as a service administrator and use some of the administrative tools to verify that the server is now a domain controller. Use Active Directory Users and Computers to verify that the new domain controller has been added to the Domain Controllers OU. This demonstrates that the domain controller has been added to the appropriate OU. This would not be possible if the installation had failed. Next, run Dcdiag.exe and make sure that the new domain controller passes the connectivity test.
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To verify Active Directory installation

164. Click Start, point to Administrative Tools, and then click Active Directory Users and Computers.
165. In Active Directory Users and Computers, expand the domain branches.corp.contoso.com.
166. Click the Domain Controllers OU and verify that the new domain controller is listed as a member of the OU. This confirms that it is recognized as a domain controller.

167. Click Start and then click Run.

168. In the Run dialog box, type cmd and then click OK.
169. At the command prompt, type dcdiag and then press ENTER. Verify that no errors are listed in the output and confirm that the domain controller passed the connectivity test.
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Note

There might be system event log errors under the systemlog test results. At this point you can disregard these messages. Also, it might take up to an hour for the new domain controller to come on line and error messages to disappear from the DCDIAG test.

Verifying TCP/IP Settings

Next you must verify that TCP/IP is configured properly. Ensure that the proper DNS settings have been made.
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To verify TCP/IP settings 

170. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
171. Right-click the active network connection and then click Properties.

172. Click Internet Protocol (TCP/IP) and then click Properties.
173. In the Internet Protocol (TCP/IP) Properties dialog box, verify your network settings, using the information in Table 4.12 as a guide.

Table 4.12   Verification of TCP/IP Properties of HUBDC2
	Wizard Page or Dialog Box
	Action
	Example

	Obtain an IP address automatically
	Verify not selected.
	

	Use the following IP address
	Verify selected.
	

	· IP address
	Verify IP address of HUBDC2.
	10.0.0.11

	· Subnet mask
	Verify subnet mask.
	255.0.0.0

	· Default Gateway
	Verify no entry. 
	

	Obtain DNS server address automatically
	Verify not selected. 
	

	Use the following DNS server addresses
	Verify selected. 
	

	Use the following DNS server address
	Selected. 
	

	· Preferred DNS server
	The domain controller should point to itself.
	10.0.0.11

	· Alternate DNS server
	The domain controller should point to HUBDC1.
	10.0.0.10


174. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click OK to close the active network connection properties window, and then close Network Connections.
Verifying Name Resolution

You should verify that name resolution is working properly in the environment.
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To verify name resolution

175. Click Start and then click Run.
176. In the Run dialog box, type cmd and then click OK.

177. Verify that you can communicate with the forest root domain. At the command prompt, type:

ping corp.contoso.com
(using the fully qualified domain name of the forest root domain.
Make sure that it returns the IP address of a domain controller in the forest root domain. In the example scenario, it would return the IP address of ROOTDC1 or ROOTDC2.

178. Verify that you can communicate with the new domain. At the command prompt, type:

ping branches.corp.contoso.com
(using the fully qualified domain name of the new domain.

Make sure that it returns the IP address of a domain controller in the new domain. In the example scenario, it would return the IP address of HUBDC1 or HUBDC2.

179. Verify that DNS can resolve the name of the new domain controller. At the command prompt, type:

ping HUBDC2.branches.corp.contoso.com
(using the fully qualified name of the new domain controller.

Make sure that it returns the IP address of the new domain controller. In the example scenario, it would return the IP address of HUBDC2.

180. Close the command prompt.
Extending the DNS Tombstone Lifetime

You must extend the tombstone lifetime for DNS records stored in the directory. This is done to prevent records from being removed from the directory while a new branch office domain controller is offline and being shipped to its new location.
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.
You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain

· Tools: Regedit.exe
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To extend the DNS tombstone lifetime
181. Logon to HUBDC2 as a domain administrator from the Branches domain.
182. Click Start and then click Run. 

183. In the Run dialog box, type Regedit and then click OK. 
184. In the Registry Editor dialog box, navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DNS\Parameters\

185. Right-click Parameters, click New, and then click DWORD Value.
186. Type DsTombstoneInterval as the entry name, and then press ENTER.
187. Double-click DsTombstoneInterval to open the Edit DWORD Value dialog box.

188. Set the value to 15 days (in seconds), as follows: 

g. Under Base, click Decimal.
h. In the Value data box, type 1296000 and then click OK.

189. Close Regedit.
Configuring the FRS Logging Level

The characteristics of the log files are determined by the values of several registry entries in the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NtFrs\Parameters subkey. Use this procedure to configure how FRS log files are generated and the level of detail they will contain.
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.
You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain.
· Tools: Regedit.exe
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To configure the FRS logging level

190. Log on as a domain administrator in the Branches domain.
191. Click Start and then click Run.

192. In the Run dialog box, type Regedit and then click OK.

193. In the Registry Editor dialog box, navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ntfrs\Parameters\
194. Right-click Parameters, click New, and then click String Value.
195. Type Debug Log File as the entry name, and then press ENTER.

196. Double-click Debug Log File to open the Edit String dialog box.

197. In the Value data box, type c:\frslogs and then click OK.

198. Right-click Parameters, click New, and then click DWORD Value.

199. Type Debug Log Severity as the entry name, and then press ENTER.

200. Double-click Debug Log Severity to open the Edit DWORD Value dialog box.

201.  In the Value data box, type 4 and then click OK.

202. Right-click Parameters, click New, and then click DWORD Value.

203. Type Debug Log Files as the entry name, and then press ENTER.

204. Double-click Debug Log Files to open the Edit DWORD Value dialog box.

205. Set the value as follows: 

i. Under Base, click Decimal.
j. In the Value data box, type 300 and then click OK.

206. Right-click Parameters, click New, and then click DWORD Value.

207. Type Debug Maximum Log Messages as the entry name, and then press ENTER.

208. Set the value as follows: 

k. Under Base, click Decimal.
l. In the Value data box, type 100000 and then click OK.

209. Close Regedit.
Updating the Delegation for the Zone

Because it is recommended that all domain controllers in a forest be configured as DNS servers and because you want DNS servers in each domain to be authoritative for their own zones, you need to add delegations for the DNS servers in the Branches domain to the DNS servers in the forest root domain, corp.contoso.com. In this procedure, add a delegation record for the second domain controller in the Branches domain.
You will need:

· Credentials: User name and password for a Domain Admins account for the forest root domain
· Tools: DNS snap-in
· Information: IP address information for the DNS servers in your Branches domain

[image: image49.wmf]
To update the delegations for the new zone
210. Log on to ROOTDC1 as a domain administrator in the forest root domain. 
211. Click Start, point to Administrative Tools, and then click DNS.
212. Expand ROOTDC1, Forward Lookup Zones, and corp.contoso.com, and then click branches.
213. In the details pane, right-click the Name Server (NS) record for hubdc1.branches.corp.contoso.com, and then click Properties.
214. In the branches.corp.contoso.com Properties dialog box, click Add.

215. In the New Resource Record dialog box, type the fully qualified domain name and IP address for the second domain controller that you are installing in the Branches domain. Use the information in Table 4.13 as a guide to fill in the appropriate server name and IP address:

Table 4.13   Delegation Record Parameters for the Second Branches Domain Controller

	Wizard Page or Dialog Box
	Action
	Example

	Server fully qualified domain name (FQDN)
	Type the server name of the second Branches server.
	HUBDC2.branches.corp.contoso.com

	IP Address 
	Type the IP address of the second Branches server.
	10.0.0.11 


216. Click OK to close the New Resource Record dialog box, and then click OK to close the branches Properties dialog box.
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To verify that the delegation has replicated to ROOTDC2

217. Log on to ROOTDC2 as an enterprise administrator. 
218. Click Start, point to Administrative Tools, and then click DNS.
219. Expand ROOTDC2, Forward Lookup Zones, corp.contoso.com, and then click branches.
If the delegation update has replicated, you will see the new Name Server (NS) record HUBDC2.branches.corp.contoso.com in the details pane.

Configuring Remote Administration

In order to make it possible to manage the domain controller remotely you must enable Remote Desktop connections.

You will need:

· Credentials: User name and password for a service administrator account in the Branches domain
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To configure remote administration

220. Log on to HUBDC2 as a domain administrator in the Branches domain.
221. Click Start, then click My Computer, right-click Properties, and then select the Remote tab. 

222. In the System Properties dialog box, enable remote administration by setting the appropriate values, as shown in Table 4.14.

Table 4.14   Remote Administration Settings for HUBDC2

	Wizard Page or Dialog Box
	Action
	Example

	Remote Assistance
	This option should be disabled (Default Value).
	

	Remote Desktop
	This option should be enabled. 
	 

	Select Remote Users
	Add any administrative groups to the list who have permission to access this domain controller remotely and perform administrative tasks.
	Note that Domain Admins have access as a default whether they are listed or not.


223. Click OK to close out of the Remote Desktop Users window and click OK to close the System Properties window.
Configuring HUBDC2 as a Global Catalog Server

The second domain controller in the branch office domain needs to be configured as a global catalog server.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain

· Tools: Active Directory Sites and Services (Administrative tools)
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To configure a global catalog server

224. Log on to HUBDC2 as a domain administrator in the Branches domain.
225. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services. 

226. Expand the Sites container, and then expand Data-Center-Site and Servers.
227. Expand HUBDC2, right-click NTDS Settings, and then click Properties.
228. On the General tab, select the Global Catalog check box, and then click OK.

229. Close Active Directory Sites and Services.
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To verify the global catalog server in Event Viewer

230. Click Start, point to Administrative Tools, and then click Event Viewer. 
231. In the Directory Service log, locate Event ID 1119.

232. Double-click the event and view the details.
233. Open the event and examine the Description. Make sure that HUBDC2 is acting as a global catalog server.

Deploying the Bridgehead Server Domain Controllers

Your next step is to add the domain controllers that act as bridgehead servers between the branch offices and the hub. These are all domain controllers in the Branches domain. The following procedures define the process of building a single bridgehead server. This process must be repeated for each bridgehead server you want to build. If you are building an environment like the sample environment, complete these procedures on five different servers: BHDC1, BHDC2, BHDC3, BHDC4 and BHDC5. Figure 4.5 shows the process for deploying the bridgehead server domain controllers in the Branches domain.

Figure 4.5   Deploying the Bridgehead Server Domain Controllers
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This process assumes that you are starting with a server that has the base operating system installed in accordance with the recommendations presented in “Software Requirements” in the deployment section of this guide (Chapter 1, “Overview of Deploying Active Directory in Branch Office Environments”).

Configuring the Network Settings

You must configure the network settings so that the domain controllers will use the proper TCP/IP and DNS options. This procedure outlines the steps necessary to do so.
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Note

Network configuration settings can be made during the initial installation of the base operating system. If you configured your network settings when you installed the operating system, make sure those settings follow the recommendations outlined in this procedure.
You will need:

· Credentials: User name and password for the local administrator on the new server
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To configure the network settings

234. Log on to the new bridgehead server as the local administrator.
235. On the new server, click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
236. Right-click the appropriate active network connection and then click Properties.

237. Click Internet Protocol (TCP/IP) Properties and then click Properties. 
238. In the Internet Properties (TCP/IP) Properties dialog box, click Use the following IP address. Then, using the information in Table 4.15 as a guide, type in the network address settings for your organization.

Table 4.15   Configure TCP/IP Properties of BHDCs

	Wizard Page or Dialog Box
	Action
	Example

	Obtain an IP address automatically
	None.
	Not selected.

	Use the following IP address:
	Click to select.
	Selected.

	· IP address
	Enter the IP address of the bridgehead server you are currently building.
	If you are building 

BHDC1, enter 10.0.0.12

BHDC2, enter 10.0.0.13

BHDC3, enter 10.0.0.14

BHDC4, enter 10.0.0.15

BHDC5, enter 10.0.0.16

	· Subnet mask
	Type the subnet mask.
	255.0.0.0
Note: This mask is used in the example to eliminate the need for routers in the sample deployment. This assumes that you are using a private network while deploying the sample network.

	· Default Gateway
	If there are routers on the subnet, type the IP address of the default gateway.
	No entry. In the sample environment no routers were used. This setting depends entirely on your environment. A representative of the organization’s networking team should be able to provide the proper default gateway address. 

	Obtain DNS server address automatically
	This option is not available when you have selected Use the following IP address.
	Not selected

	Use the following DNS server addresses:
	This option should be selected.
	Selected

	· Preferred DNS server
	Type the IP address of the first domain controller in the Branches domain (HUBDC1).
	10.0.0.10

	· Alternate DNS server
	Add the addresses of the second domain controller in the Branches domain (HUBDC2). Using the Advanced button, add the addresses of the other Bridgehead servers you have already built.
	10.0.0.11
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Note

To add multiple alternate DNS servers: 
6. In the Internet Protocol (TCP/IP) Properties dialog box, click Advanced.

7. In the Advanced TCP/IP Settings dialog box, click the DNS tab. 

8. On the DNS tab, click Add.

9. For each additional alternate DNS server, type the IP address and then click Add. 

10. Click OK to accept the advanced settings.

239. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
You have now configured your network settings so that the server will use the proper DNS options.
Verifying Name Resolution on the New Server
Before installing Active Directory, make sure that DNS is functioning and that the new server can contact the first domain controller. If DNS is not functioning properly, it is likely that Active Directory will not install properly either. Solve any DNS problems before you proceed with the directory service installation.

You will need:

· Credentials: User name and password for the local administrator account on the new server
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To verify name resolution

240. Log on to the new bridgehead server as the local administrator.
241. Click Start and then click Run.
242. In the Run dialog box, type cmd and then click OK.

243. Verify that you can communicate with the forest root domain. At the command prompt, type:

ping corp.contoso.com
(using the fully qualified domain name of the forest root domain)
Make sure that the IP address of a domain controller in the forest root domain is returned. In the example scenario, ROOTDC1 or ROOTDC2 will be returned.
244. Verify that you can communicate with the new domain. At the command prompt, type:

ping branches.corp.contoso.com
(using the fully qualified domain name of the new domain.

Make sure that it returns the IP address of the first domain controller in the Branches domain. In the example scenario, the IP address of HUBDC1 is returned.

245. Verify that DNS can resolve the name of the first domain controller. At the command prompt, type:

ping HUBDC1.branches.corp.contoso.com
(using the fully qualified name of the new domain controller)

Make sure that the IP address of the named domain controller is returned.

If the correct IP address is not returned at each command, then DNS is not functioning properly. You must diagnose and solve any problems with DNS before proceeding with Active Directory installation on the second domain controller.

246. At the command prompt, type: 
dcdiag /test:dcpromo /DnsDomain:branches.corp.contoso.com /ReplicaDC

247. Look for a message stating that the test was successful.
248. Close the command prompt.
Updating the Delegation for the Zone

Because it is recommended that all the domain controllers in a forest be configured as DNS servers and because you want DNS servers in each domain to be authoritative for their own zones, you need to add delegations for the DNS servers in the Branches domain to the DNS servers in the forest root — in this example, corp.contoso.com. 

You will need:

· Credentials: User name and password for a Domain Admins account for the Branches domain
· Tools: DNS snap-in
· Information: IP address information for the DNS servers in the Branches domain
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To update the delegation for the zone
249. Log on to ROOTDC1 as a domain administrator in the Branches domain. 
250. Click Start, point to Administrative Tools, and then click DNS.
251. Click ROOTDC1, expand Forward Lookup Zones, corp.contoso.com, and then click branches.
252. In the details pane, right-click the Name Server (NS) record for HUBDC1.branches.corp.contoso.com and then click Properties.
253. In the branches Properties dialog box, click Add.

254. In the New Resource Record dialog box, type the fully qualified domain name and IP address for the new server that you are installing in the Branches domain. Use the information in Table 4.16 as a guide to fill in the appropriate server name and IP address:

Table 4.16   Delegation Record Parameters for the Bridgehead Server
	Wizard Page or Dialog Box
	Action
	Example

	Server fully qualified domain name (FQDN)
	Type the server name of the new bridgehead server.
	BHDCn.branches.corp.contoso.com

	IP Address 
	Type the IP address of the new bridgehead server and then click Add.
	BHDC1=10.0.0.12 

BHDC2=10.0.0.13 

BHDC3=10.0.0.14 

BHDC4=10.0.0.15 

BHDC5=10.0.0.16 


255. Click OK to close the New Resource Record dialog box, and then click OK to close the branches Properties dialog box.
Installing Active Directory

After the server has Windows Server 2003 installed and DNS is functioning properly, it is time to install Active Directory.

You will need:

· Credentials:

· User name and password of the local administrator account on the new server

· User name and password of a Domain Admins account in the Branches domain so that the new domain controller can join the domain

· Files: Windows Server 2003 installation files, either on CD or accessible on the network
· Information:

· DNS name of the domain from the planning documents
· NetBIOS name of the domain
· Complete paths for the storage location used for the directory database and the log files and the complete path for the location of the Windows system volume, SYSVOL.

· Password that will be used by the Administrator account in Directory Services Restore Mode
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Note

The Directory Services Restore Mode password should not be left blank. Depending on the password policies that are set in your environment, you might not be able to log on using a blank password.
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To install Active Directory

256. Log on to the new bridgehead server as the local administrator.
257. Click Start and then click Run.

258. In the Run dialog box, type dcpromo and then click OK. 
259. In the Active Directory Installation Wizard, click Next at the Welcome screen.
260. Use Table 4.17 to complete the Active Directory Installation Wizard for the second domain controller in the Branches domain. This table includes examples from the sample deployment.
Table 4.17   Active Directory Installation Wizard Settings for the Bridgehead Server
	Wizard Page or Dialog Box
	Action
	Example

	Domain Controller Type
	Select Additional Domain controller for an existing domain.
	

	Credentials
	Type the user name and password for a Domain Admins account in the Branches domain.
	

	DNS Domain Name
	Type the DNS domain name.
	branches.corp.contoso.com

	Database and Log Folders
	Type the folder locations specified by your design.
	Database folder: C:\WINDOWS\NTDS

Log folder: C:\WINDOWS\NTDS 

(see the note following this table)

	Shared System Volume
	Confirm or type the location specified by your design.
	C:\WINDOWS\SYSVOL

	Directory Services Restore Mode Administration Password
	In the Password and Confirm password boxes, type any strong password.
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Note

For more information about choosing the location of the database and log folders, and also about Shared Systems Volume, see Chapter 4, “Planning Domain Controller Capacity” in Designing and Deploying Active Directory and Security Services in the Windows Server 2003 Deployment Kit at http://go.microsoft.com/fwlink/?linkID=27592.
261. When you have verified that all of your entries are correct, click Next to proceed with the installation.
262. When the wizard has completed the installation, click Finish to close the wizard.

263. Restart the domain controller.
You have now installed Active Directory. Your next step is to install DNS on the new domain controller.
Installing the DNS Server Service

In the branch office environment, it is recommended that all domain controllers act as DNS servers. After the installation of Active Directory is complete, install the DNS Server service.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain
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To install the DNS Server service

264. Log on to the new bridgehead server as a domain administrator in the Branches domain.
265. Click Start, point to Control Panel, and then click Add or Remove Programs.
266. Click Add/Remove Windows Components.
267. In the Windows Components Wizard, in the Components box, select Networking Services and then click Details.
268. Click Domain Name System (DNS). 

269. Click OK and then click Next. If prompted, in Copy files from, type the full path to the distribution files and then click OK. The required files will be copied to your hard disk. (You might be prompted for the location of the Windows Server 2003 installation files. If so, type a path to the installation files or insert the Windows Server 2003 CD.)
270. Click Finish.

Configuring the DNS Client Settings

After the bridgehead server has been configured as a DNS server, change the DNS client settings so that the domain controller will use itself as its preferred DNS server and HUBDC2 as its alternate DNS server.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain
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To configure the DNS client settings

271. Log on to the new bridgehead server as a domain administrator in the Branches domain.
272. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
273. Right-click the appropriate active network connection and click Properties.
274. Click Internet protocol (TCP/IP) and then click Properties. 

275. In the Internet Protocol (TCP/IP) Properties dialog box, click Use the following DNS server addresses. Then, using the information in Table 4.18 as a guide, fill in the appropriate preferred and alternate DNS server settings.
Table 4.18   DNS Client Settings for the Bridgehead Server
	Wizard Page or Dialog Box
	Action
	Example

	Use the following DNS server addresses:
	Enabled.
	

	· Preferred DNS server
	Replace the IP address of HUBDC1 with the IP address of the bridgehead server you are building .
	BHDC1 = 10.0.0.12

BHDC2 = 10.0.0.13

BHDC3 = 10.0.0.14

BHDC4 = 10.0.0.15

BHDC5 = 10.0.0.16

	· Alternate DNS server
	Leave the IP address of HUBDC2.
	10.0.0.11
It is recommended that you configure multiple alternate DNS servers. They should all be in the branch office domain and be located in the hub site. In the sample scenario, they are all members of the Branches domain located in Data-Center-Site.
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Note

To add multiple alternate DNS servers: 
11. In the Internet Protocol (TCP/IP) Properties dialog box, click Advanced.

In the Advanced TCP/IP Settings dialog box, click the DNS tab. 

On the DNS tab, click Add.

For each additional alternate DNS server, type the IP address and then click Add. 

Click OK to accept the advanced settings.

276. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
Verifying That the New Domain Controller Installation Is Functioning Properly
After the operating system and Active Directory have been installed, verify that everything is functioning correctly. If any issues arise during testing, make sure that you troubleshoot and solve them before proceeding with the next procedure. Your testing should verify that:

· DNS name registration is functioning.
· Active Directory installation was successful.

· Network settings are configured properly.
· Name resolution on the new domain controller is functioning properly.
You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain
· Tools:
· DNS Snap-in (Administrative Tools)

· Active Directory Users and Computers (Administrative Tools)

· Dcdiag.exe (Support Tool, updated version included with this guide)

Verifying DNS Name Registration

If the DNS server is functioning properly, the zones will have been created during the installation of Active Directory.
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To verify DNS name registration
277. Log on to the new bridgehead server as a domain administrator in the Branches domain. 
278. Click Start, point to Administrative Tools, and then click DNS.

279. Click BHDCn and then expand Forward Lookup Zones. 

280. Verify that there is a zone _msdcs.corp.contoso.com. Expand the zone.
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Note

_msdcs.corp.contoso.com zone might take several minutes to appear. This delay occurs because the new domain controller needs to enlist in the forestwide application directory partition by contacting the domain naming operations master. The domain naming operations master will not enlist the new domain controller in the application directory partition until it becomes aware of the new domain controller by means of normal Active Directory replication. 
281. Click _msdcs.corp.contoso.com and then, in the details pane, verify that the Name Server (NS) and Alias (CNAME) records are present for the new domain controller.

282. Expand the domain zone, branches.corp.contoso.com.
283. Click branches.corp.contoso.com and then, in the details pane, verify that the Name Server (NS) record for the new domain controller is present in the zone.
284. Verify that records for the new domain controller are visible in _sites, _tcp, and _udp under branches.corp.contoso.com.

285. If any of the specified resource records are not visible in DNS, restart the Net Logon service to initiate the registration of the records.
286. Close the DNS snap-in.
Verifying the Active Directory Installation

Attempt to log on as a service administrator and use some of the administrative tools to verify that the server is now a domain controller. Use Active Directory Users and Computers to verify that the new domain controller has been added to the Domain Controllers OU. This demonstrates that the domain controller has been added to the appropriate OU. This would not be possible if the installation had failed. Next, run Dcdiag.exe and make sure that the new domain controller passes the connectivity test.
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To verify Active Directory installation

287. Click Start, point to Administrative Tools, and then click Active Directory Users and Computers.
288. In Active Directory Users and Computers, expand the domain branches.corp.contoso.com.
289. Click the Domain Controllers OU and verify that the new domain controller is listed as a member of the OU. This confirms that it is recognized as a domain controller.

290. Click Start and then click Run.

291. In the Run dialog box, type cmd and then click OK.
292. At the command prompt, type dcdiag and then press ENTER. Each BHDC server must be listed as a domain controller and Dcdiag has to run without reporting any errors. Confirm that the domain controller passed the connectivity test. If this is not the case, diagnose and fix any problems before continuing with any additional procedures.
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Note

There might be system event log errors under the systemlog test results. At this point you can disregard these messages. Also, it might take up to an hour for the new domain controller to come online and error messages to disappear from the Dcdiag test.

293. Close the DNS snap-in.
Verifying TCP/IP Settings

Next you must verify that TCP/IP is configured properly. Ensure that the proper DNS settings have been made.
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To verify TCP/IP settings 

294. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
295. Right-click the active network connection and then click Properties.

296. Click Internet Protocol (TCP/IP) and then click Properties.
297. In the Internet Protocol (TCP/IP) Properties dialog box, verify your network settings, using the information in Table 4.19 as a guide.

Table 4.19   Verification of TCP/IP Properties of the Bridgehead Server
	Wizard Page or Dialog Box
	Action
	Example

	Obtain an IP address automatically
	Verify not selected.
	

	Use the following IP address:
	Verify selected.
	

	· IP address
	Verify IP address of BHDCn.
	BHDC1 = 10.0.0.12

BHDC2 = 10.0.0.13

BHDC3 = 10.0.0.14

BHDC4 = 10.0.0.15

BHDC5 = 10.0.0.16

	· Subnet mask
	Verify subnet mask.
	255.0.0.0

	· Default Gateway
	Verify no entry. 
	

	Obtain DNS server address automatically
	Verify not selected. 
	

	Use the following DNS server addresses
	Verify selected. 
	

	Use the following DNS server address
	Selected. 
	

	· Preferred DNS server
	The domain controller should point to itself.
	BHDC1 = 10.0.0.12

BHDC2 = 10.0.0.13

BHDC3 = 10.0.0.14

BHDC4 = 10.0.0.15

BHDC5 = 10.0.0.16

	· Alternate DNS server
	The domain controller should point to HUBDC2.
	10.0.0.11
It is recommended that you configure multiple alternate DNS servers. They should all be in the branch office domain and be located in the hub site. In the sample scenario they are all members of the Branches domain located in Data-Center-Site.


298. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click OK to close the active network connection properties window, and then close Network Connections.
Verifying Name Resolution

You should verify that name resolution is working properly in the new environment.
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To verify name resolution 

299. Click Start and then click Run.
300. In the Run dialog box, type cmd and then click OK.

301. Verify that you can communicate with the forest root domain. At the command prompt, type:

ping corp.contoso.com
(using the fully qualified domain name of the forest root domain)
Make sure that the IP address of a domain controller in the forest root domain is returned. In the example scenario, the IP address for ROOTDC1 or ROOTDC2 should be returned.

302. Verify that you can communicate with the new domain. At the command prompt, type:

ping branches.corp.contoso.com
(using the fully qualified domain name of the new domain)

Make sure that the IP address of a domain controller in the Branches domain is returned. 

303. Verify that DNS can resolve the name of the new domain controller. At the command prompt, type:

ping BHDCn.branches.corp.contoso.com
(using the fully qualified name of the new domain controller.

Make sure that the IP address of the named domain controller in the Branches domain is returned.

304. Close the command prompt.

Configuring Forwarders

You must configure your DNS servers to forward DNS client requests for other domains to the DNS servers in the forest root. In our example deployment, the DNS servers in the Branches domain are only authoritative for the branches.corp.contoso.com zone.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain
· Tools: DNS snap-in
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To configure forwarders

305. Log on to the new bridgehead server as a domain administrator in the Branches domain.
306. Click Start, point to Administrative Tools, and then click DNS. 

307. Right-click BHDCn, click Properties, and then click the Forwarders tab.
308. On the Forwarders tab, type the following parameters, using the information in Table 4.20 as a guide. 

Table 4.20   DNS Forwarders for the Bridgehead Server
	Wizard Page or Dialog Box
	Action
	Example

	DNS Domain
	Accept the default value.
	All other DNS domains

	Selected domain’s forwarder IP address list
	Type the IP addresses of the DNS servers from the forest root domain corp.contoso.com, clicking Add after each one.
	10.0.0.1
10.0.0.2


309. Click OK.
310. Close the DNS snap-in.
Extending the DNS Tombstone Lifetime

You must extend the tombstone lifetime for DNS records stored in the directory. This is done to prevent records from being removed from the directory while a new branch office domain controller is offline and being shipped to its new location.
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.
You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain

· Tools: Regedit.exe
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To extend the DNS tombstone lifetime
311. Logon to BHDCn as a domain administrator in the Branches domain.
312. Click Start and then click Run. 

313. In the Run dialog box, type Regedit and then click OK. 
314. In the Registry Editor dialog box, navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DNS\Parameters\

315. Right-click Parameters, click New, and then click DWORD Value.
316. Type DsTombstoneInterval as the entry name, and then press ENTER.
317. Double-click DsTombstoneInterval to open the Edit DWORD Value dialog box.

318. Set the value to 15 days (in seconds), as follows: 

m. Under Base, click Decimal.
n. In the Value data box, type 1296000 and then click OK.

319. Close Regedit.
Configuring the FRS Logging Level

The characteristics of the log files are determined by the values of several registry entries in the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NtFrs\Parameters subkey. Use the procedure below to configure how FRS log files are generated and the level of detail they will contain.
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.
You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain.
· Tools: Regedit.exe
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To configure the FRS logging level

320. Log on as a domain administrator in the Branches domain.
321. Click Start and then click Run.

322. In the Run dialog box, type Regedit and then click OK.

323. In the Registry Editor dialog box, navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ntfrs\Parameters\

324. Right-click Parameters, click New, and then click String Value.
325. Type Debug Log File as the entry name, and then press ENTER.

326. Double-click Debug Log File to open the Edit String dialog box.

327. In the Value data box, type c:\frslogs and then click OK.

328. Right-click Parameters, click New, and then click DWORD Value.

329. Type Debug Log Severity as the entry name, and then press ENTER.

330. Double-click Debug Log Severity to open the Edit DWORD Value dialog box.

331.  In the Value data box, type 4 and then click OK.

332. Right-click Parameters, click New, and then click DWORD Value.

333. Type Debug Log Files as the entry name, and then press ENTER.

334. Double-click Debug Log Files to open the Edit DWORD Value dialog box.

335. Set the value as follows: 

o. Under Base, click Decimal.
p. In the Value data box, type 300 and then click OK.

336. Right-click Parameters, click New, and then click DWORD Value.

337. Type Debug Maximum Log Messages as the entry name, and then press ENTER.

338. Set the value as follows: 

q. Under Base, click Decimal.
r. In the Value data box, type 100000 and then click OK.

339. Close Regedit.
Verifying Domain Controller Site Membership

Make sure that the new domain controllers for the Branches.corp.contoso.com domain are in the data center site. If they were not placed there automatically during the setup process you must move them there now.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain
· Tools: Active Directory Sites and Services (Administrative Tools)
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To verify domain controller site membership

340. Log on to HUBDC2 as a domain administrator in the Branches domain.
341. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services.

342. In the console tree, expand the Sites container, click Data-Center-Site, and then click Servers.
343. In the details pane, make sure that all bridgehead servers that are supposed to be in the Data-Center-Site are listed. Based on the sample deployment scenario, the list would contain BHDC1, BHDC2, BHDC3, BHDC4, and BHDC5. Make sure that the first two domain controllers you put in the Branches domain are there also. For the sample deployment, these domain controllers are HUBDC1 and HUBDC2.
344. If you have been following the procedures in this guide, all the bridgehead servers should be properly located in the Data-Center-Site. If they are not listed in the site, you will need to examine the other sites listed in the Sites container. If any of your bridgehead servers are listed in another site, you must move them to Data-Center-Site. Right-click the server object, click Move, click Data-Center-Site, and then click OK. Repeat this for each server listed in Default-First-Site-Name or other site that needs to be moved to Data-Center-Site.
345. Close Active Directory Sites and Services.
Configuring Remote Administration

To manage the domain controller remotely, you must enable Remote Desktop connections.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain
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To configure remote administration

346. Log on to BHDCn as a domain administrator in the Branches domain.
347. Click Start, right-click My Computer, and then click Properties.

348. In the System Properties window, click the Remote tab. 
349. On the Remote tab, clear the Remote Assistance check box if it is selected. 

350. Under Remote Desktop, click Allow users to connect remotely to this computer, and then click Select Remote Users.
351. In the Remote Desktop Users dialog box, click Add.

352. In the Select Users or Groups dialog box, click Object Types.

353. In the Object Types dialog box, click Groups, and then click OK.

354. Add any administrative groups who have permission to access this domain controller remotely and perform administrative tasks.

355. After you have finished adding groups, click OK to close the Remote Desktop Users dialog box, and then click OK to close the System Properties dialog box.
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Note

Members of Domain Admins have remote access by default, whether they are listed or not.

Configuring the Bridgehead Server as a Global Catalog Server

All bridgehead servers in the branch office domain need to be configured as global catalog servers.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain

· Tools: Active Directory Sites and Services (Administrative tools)
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To configure a global catalog server

356. Log on to the new bridgehead server as a domain administrator in the Branches domain.
357. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services.
358. Expand the Sites container, and then expand Data-Center-Site, Servers.
359. Expand BHDCn, right-click NTDS Settings, and then click Properties.
360. On the General tab, select the Global Catalog check box, and then click OK.

361. Close Active Directory Sites and Services.
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To verify that the server is a global catalog server

362. Click Start, point to Administrative Tools, and then click Event Viewer.
363. In the Directory Service log, locate Event ID 1119.

364. Double-click the event and view the details.
365. Open the event and examine the Description. Make sure that BHDCn is acting as a global catalog server.

Configuring the Branches Domain

After you have created the Branches domain, you must identify the preferred bridgehead servers and modify the default domain controller Group Policy to disable automatic site coverage. This makes it possible for you to customize the replication topology configuration so that you can meet the specialized requirements of the branch office environment. You must also make sure that the second domain controller is configured as a global catalog server. The final step is to make sure that the Branches domain controllers are located in the Data-Center-Site and, if they are not, move them there.
Figure 4.6 shows the process involved in configuring the Branches domain.

Figure 4.6   Configuring the Branches Domain
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Configuring the Preferred Bridgehead Servers

The next step is to configure the new domain controllers as preferred bridgehead servers. This makes it possible for administrators to customize the replication environment and control how the replication topology is built.

You will need:

· Credentials: User name and password for an Domain Admins account in the Branches domain
· Tools: Active Directory Sites and Services (Administrative Tools)
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To configure the preferred bridgehead servers

366. Log on to HUBDC2 as a domain administrator in the Branches domain.
367. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services. 

368. Expand Sites, click Data-Center-Site, and then click Servers.
369. Right-click BHDCn, and then click Properties.
370. Under Transports available for inter-site data transfer, click IP.

371. Click Add to add the transport to the preferred bridgehead server list, and then click OK.

372. Repeat steps 4 and 5 for each bridgehead server you need to add to the list. 

373. Close Active Directory Sites and Services.
Disabling Automated Site Coverage

You must take special steps to control how the replication topology is built in your branch office environment. However, the automatic topology generation performed by Active Directory will overwrite these special configuration options unless you take steps at this time to prevent this from happening. You accomplish this by establishing Group Policy settings on the forest root domain that will disable automated site coverage.

You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain
· Tools: Active Directory Users and Computers (Administrative Tools)
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To modify the Default Domain Controllers Group Policy

374. Log on to HUBDC2 as a domain administrator in the Branches domain.
375. Click Start, point to Administrative Tools, and then click Active Directory Users and Computers. 

376. Expand branches.corp.contoso.com and then expand the Domain Controllers OU.
377. Right-click Domain Controllers OU, click Properties, and then click the Group Policy tab.
378. On the Group Policy tab, click Default Domain Controllers Policy and then click Edit.
379. In the Group Policy Object Editor dialog box, expand Computer Configuration, Administrative Templates, System, Net Logon, and then click DC Locator DNS Records.

380. In the details pane, double-click Automated Site Coverage by the DC Locator DNS SRV Records.

381. On the Setting tab, click Disabled.
382. Click OK and then close the Group Policy Object Editor dialog box.

Creating Group Policy

To help control traffic over the WAN links connecting the branch offices to the hub site, steps must be taken to ensure that clients in the hub site are only referred to domain controllers in the hub site when they submit domain controller location queries to DNS. To prevent hub site clients from locating domain controllers in the branch offices, the domain controllers in the branch offices must be prevented from registering their non-site-specific service resource (SRV) locator records in DNS. To prevent these registrations, a new Group Policy must be implemented that restricts SRV locator record registrations. This restriction is configured to apply only to domain controllers in the Branches domain that are located in the branch office sites. To implement this restriction, you must create a Group Policy to prevent all domain controllers from registering SRV locator records. Then you apply a filter to the Group Policy object to specify that the policy applies to all domain controllers except those that are members of the group that contains the hub site domain controllers. With that restriction in place, only hub domain controllers register SRV locator records.
You will need:

· Credentials: User name and password for a Domain Admins account in the Branches domain
· Tools: Active Directory Users and Computers (Administrative Tools)
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To create a security group for the hub site domain controllers
383. Log on to HUBDC2 as a domain administrator in the Branches domain.
384. Click Start, point to Administrative Tools, and then click Active Directory Users and Computers. 

385. Expand branches.corp.contoso.com, and then expand the Domain Controllers OU.

386. Right-click the Domain Controllers OU, point to New, and then click Group. 

387. In the New Object - Group dialog box, type the following parameters, using the information in Table 4.21 as a guide:

Table 4.21   Group Properties — New Object
	Wizard Page or Dialog Box
	Action
	Example

	Group name
	Type the Group Name for the domain controller exclusion group.
	Hub-DCs

	Group name (pre Windows 2000)
	Filled automatically.
	Hub-DCs

	Group scope
	Make sure that scope Global is selected (default).
	Global

	Group type
	Make sure that type Security is selected (default).
	Security


388. Click OK.
389. After creating the group, in the details pane, right-click the Hub-DCs group and then click Properties.
390. In the Description box, type a description using the example shown in Table 4.22:
Table 4.22   Group Properties — Description
	Wizard Page or Dialog Box
	Action
	Example

	Description
	Type a description for this group.
	Contains the DCs in Data-Center-Site that should not have DC Locator policy applied.


391. Click OK.
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To add members to the Hub-DCs security group

392. Click the Domain Controllers OU and then in the details pane, double-click the Hub-DCs group.
393. In the Hub-DCs Properties dialog box, click the members tab.
394. Click Add, click Object Types, select Computers, and then click OK.
395. In the Select Users, Computers, or Groups dialog box, type the names of the domain controllers from the Branches domain that are supposed to be located in Data-Center-Site, separated by semicolons. In the sample scenario used in this guide, the domain controllers are HUBDC1; HUBDC2; BHDC1; BHDC2; BHDC3; BHDC4; BHDC5.

396. Click Check Names.
397. After the names resolve, click OK to add the names to the group.

398. In the Hub-DCs Properties dialog box, verify that all domain controllers are added to the group, and then click OK.

399. To ensure that the new domain controllers recognize their new group membership and are able to apply security settings on the Group Policy object correctly, you need to reboot all the domain controllers in the Hub-DCs group.
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To create the branch office Group Policy on the Domain Controllers OU

400. Right-click the Domain Controllers OU and then click Properties.
401. In the Domain Controllers Properties dialog box, click the Group Policy tab and then click New.

402. Type BranchOfficeGPO as the Group Policy object name and then press ENTER. 
403. With BranchOfficeGPO selected, click Edit.
404. In the BranchOfficeGPO tree, under Computer Configuration, expand Administrative Templates, System, Net Logon, and then click DC Locator DNS Records.
405. In the details pane, double-click DC Locator DNS records not registered by DCs.
406. Click Enabled and then, in the Mnemonics box, type the mnemonics for this policy as shown in Table 4.23:
Table 4.23   DC Locator DNS Records Not Registered by DCs

	Wizard Page or Dialog Box
	Action
	Example

	Mnemonics
	Type each mnemonic that is not to be registered. Separate each mnemonic by a space.
	DcByGuid

LdapIpAddress

Ldap

Gc

GcIPAddress

Kdc

Dc

DnsDcByGuid

Rfc1510Kdc

Rfc1510Kpwd Rfc1510UdpKdc Rfc1510UdpKpwd 

GenericGc


407. Click OK.
408. Double-click Refresh Interval of DC Locator DNS records.

409. Set parameters for this policy as shown in Table 4.24:

Table 4.24   Refresh Interval of DC Locator DNS Records

	Wizard Page or Dialog Box
	Action
	Example

	Status
	Click Enabled.
	Enabled

	Seconds
	Select the default number 1800 and type the number of seconds.
	86400


410. Click OK, close the Group Policy Object Editor, and then click OK to close Domain Controllers Properties.
To ensure that the Group Policy setting excludes the domain controllers that are members of the Hub-DCs group, set permissions on the Group Policy object that prevent the Hub-DCs group from having the Group Policy setting applied.
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To apply a security filter to the BranchOfficeGPO Group Policy

411. Right-click the Domain Controllers OU, click Properties, and then click the Group Policy tab.
412. In the Domain Controllers Properties dialog box, click BranchOfficeGPO and then click Properties.
413. Click the Security tab and then click Add.
414. In the Select Users, Computers, or Groups dialog box, type HUB-DCs, click Check Names, and then click OK.
415. In the Branch Office GPO Properties dialog box, under Group or user names, click the HUB-DCs group.
416. Under Permissions for HUB-DCs, in the Allow column, select Read.

417. In the Deny column, select Apply Group Policy, and then click OK.

418. Click Yes to confirm the settings.

After you have set security on the Group Policy object, your next step is to disable the Group Policy while it replicates to all domain controllers.
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To disable the branch office Group Policy

419. Right-click the Domain Controllers OU, click Properties, and then click the Group Policy tab.
420. In the Domain Controllers Properties dialog box, click BranchOfficeGPO and then click Options.

421. In the BranchOfficeGPO Options dialog box, select Disabled: the Group Policy Object is not applied to this container, and then click Yes to confirm.

422. Click OK twice.

Make sure that the Group Policy object has replicated to all the domain controllers in the Domain Controllers OU before enabling the policy. To verify Group Policy replication, you can use a tool called Gpotool.exe from the Windows 2000 Server Resource Kit. You can download the “Group Policy Verification Tool” on the Web at http://go.microsoft.com/fwlink/?LinkId=26630. The file is a self extracting executable file. After downloading the file, extract the files to a folder on HUBDC2.
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To verify that FRS has replicated the Group policy changes
423. Click Start and then click Run.
424. In the Run dialog box, type cmd and then click OK.

425. Change directory to the folder containing the extracted gpotool.exe file.

426. At the command prompt, type gpotool /gpo:BranchOfficeGPO /verbose and then press ENTER.
If the policy has replicated to all the domain controllers, you will see a Policy OK message. If it has not replicated to all domain controllers, the tool will list the names of the domain controllers who have not yet received a replicated copy of the Group Policy object.

After it has replicated to all domain controllers, enable the policy.
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To enable the branch office Group Policy

427. Right-click the Domain Controllers OU, click Properties, and then click the Group Policy tab.
428. In the Domain Controllers Properties dialog box, click BranchOfficeGPO and then click Options.

429. In the BranchOfficeGPO Options dialog box, select Enabled: the Group Policy Object is applied to this container, and then click OK.

430. Click Close to close the Domain Controllers Properties dialog box.
Installing ADLB and Configuring NS Record Registration

To ensure a balanced load among bridgehead servers in the hub site, use ADLB.exe (included with this guide) to enable load balancing independently of the Knowledge Consistency Checker (KCC). Set up a scheduled task to automatically run ADLB periodically (for example, once daily) to help ensure that the bridgehead load stays balanced while your environment is changing during the deployment process. After you are finished making all of the changes, however, you should stop using ADLB on a daily basis and run it only as needed. For example, during deployment operations, set up a scheduled task to run ADLB once a day. After you have finished the deployment, remove the task from the schedule. 
There are DNS limitations on the maximum amount of NS resource records that can be managed within a single domain. Due to the nature of a branch office deployment, it is possible to exceed these DNS limitations. To avoid this problem, allow NS registration for only a specific set of DNS servers. In our example, only the DNS servers in Data-Center-Site are allowed to register their NS records. This means that all records from the corp.contoso.com domain and hq.corp.contoso.com domain are registered. The branches.corp.contoso.com domain has to be modified to prevent the DNS servers in the branch offices from registering their NS records.
The procedures in this section will ensure that:

· ADLB has been scheduled and runs successfully.

· DNS is configured to allow hub site DNS servers to register NS resource records.

Figure 4.7 shows where installing ADLB and configuring NS record registration fits into the overall deployment process.
Figure 4.7 Installing ADLB and Configuring NS Record Registration
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You will need:

· Credentials: 

· User name and password for a Domain Admins account in the forest root domain
· User name and password for a Domain Admins account in the Branches domain

· Tools: 

· ADLB.EXE

· Dnscmd.exe (Windows Support Tools)

· Information: IP addresses for all Branches domain controllers that are in the hub site
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Important

Make sure that you use the version of ADLB.EXE that shipped with this guide and not the version that is included in Windows Server 2003 Resource Kit Tools.

Installing and Scheduling ADLB

In this procedure, you will schedule a task to automatically run ADLB daily to help ensure that your environment stays balanced during and after the deployment operations.
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To install ADLB and schedule it to run
431. Log on to ROOTDC1 as a domain administrator in the forest root domain.
432. Create a directory c:\ADBranch03\adlb.
433. Copy ADLB.EXE from c:\ADBranch03\Bin\Tools\x86 to the new directory.
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Important

Make sure that you use the version of ADLB.EXE that shipped with this guide and not the version that is included in Windows Server 2003 Resource Kit Tools.
434. Copy the script runadlb.cmd from c:\ADBranch03\Hub to the new directory.
435. Click Start, point to Control Panel, Scheduled Tasks, and then click Add Scheduled Task.
436. In the Scheduled Task Wizard, click Next.
437. Click Browse, navigate to c:\adbranch03\adlb, click runadlb.cmd, and then click Open.
438. For the task name, type ADLB.

439. Under Perform this task, click Daily and then click Next.
440. In the Start time box, set a time (for example, 6:00 p.m.).

441. Under Perform this task, click Every Day, leave the current date as a start date, and then click Next.
442. Type a valid domain administrator account name, type the password and confirm it, and then click Next.
443. Check Open advanced properties for this task when I click Finish, and then click Finish.
On the Task tab, in the Run box, edit the existing path to:C:\ADBranch03\adlb\runadlb.cmd HUBDC1 Data-Center-Site C:\ADBranch03\adlb
444. Click OK to accept the schedule for the task. If prompted, provide the domain administrator account credentials, and then click OK.

445. Run the scheduled task and make sure that it ran successfully by examining the contents of the log files in C:\ADBranch03\adlb. To examine the log files, open a command prompt and run schtasks /RUN /TN ADLB. If the task runs successfully, two log files will be created in C:\ADBranch03\adlb.

Configuring DNS to Allow NS Record Registrations for Hub Site DNS Servers

In the following procedure, you will use Dnscmd.exe to configure the DNS servers in the Branches.corp.contoso.com domain that arelocated in the Data-Center-Site to register NS records.
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To set DNS zone properties
446. Log on to a bridgehead server as a domain administrator in the Branches domain.
447. Click Start and then click Run.
448. In the Run dialog box, type cmd and then click OK.
449. At the command prompt, type the following command, substituting your own domain name where appropriate:

Dnscmd HUBDC1 /config branches.corp.contoso.com /AllowNSRecordsAutoCreation 10.0.0.10 10.0.0.11 10.0.0.12 10.0.0.13 10.0.0.14 10.0.0.15 10.0.0.16
All hub site DNS servers for the Branches domain must be included in the list of the allowed domain controllers. Include the IP addresses of any DNS servers from the Branches domain that are located in Data-Center-Site. 

450. To verify that all DNS servers are included in the list, you can use the following command:

dnscmd HUBDC1 /zoneinfo branches.corp.contoso.com /AllowNSRecordsAutoCreation

The output will be a list of the IP addresses of allowed domain controllers.

Building Branch Office Sites, Subnets, and Site Links

Now it is time to create the sites, subnets, and site link objects for the branch offices. While this can technically be done earlier in the deployment process, doing so creates enough additional replication traffic that it can slow down the rest of the deployment process. Waiting until this point to create these objects is more efficient and helps minimize the impact of replication on the deployment schedule. Figure 4.8 shows the steps involved in building branch office sites, subnets, and site links.

Figure 4.8   Building Branch Office Sites, Subnets, and Site Links
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Building the Site Link Template

The next step is to prepare a site link that is used as a template to create all the other site links in your branch office deployment. One characteristic of a branch office scenario is a large number of branch offices. You need to define a site link for each branch office so that you can control the replication traffic between the branch office and the hub site. Creating all of the required site links can be a time-consuming operation, especially if your deployment involves hundreds or thousands of branch offices.

To help speed up the process, a script has been created that will create the site links for you. The script, which is included in the self-extracting executable file that accompanies this guide, uses an existing site link as a template and makes modified copies of the template for each site specified in an accompanying data file. The next procedure outlines the process of creating the site link that is used as the template.
You will need:

· Credentials: User name and password for an Enterprise Admins account

· Tools: Active Directory Sites and Services (Administrative Tools) 
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To create the site link

451. Log on to ROOTDC1 as an enterprise administrator. 
452. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services.

453. Expand Sites and then expand Inter-Site Transports.

454. Right-click IP and then click New Site Link.
455. In the Name box, type Branch_Model_SiteLink.
456. In the Sites in this site link box, verify that Default-First-Site-Name and Data-Center-Site are in the list, and then click OK.
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To set the site link cost and schedule

457. In the details pane, right-click Branch_Model_SiteLink and then click Properties.
458. On the General tab, set Cost to 100.

459. Set Replicate every to 480 minutes.

460. Click Change Schedule.

461. Set the appropriate schedule and then click OK.

462. Click OK to close the Branch_Model_SiteLink Properties dialog box.

Preparing the Subnet, Site, and Site Link Data

After the site link template has been created, build the data file that the script uses to create the other site links. The name of the file is sites.csv. It contains information that the script uses to generate the new site links, including the site link name, the subnets associated with the site link, and the canonical name of the site link template. 

Before the script is run you must have the canonical name of the site link template object so the script can locate the template in the directory. The script uses the canonical name to locate the site link template, makes a copy of the site link template, and then uses the information in the sites.csv file to modify the duplicate. After the script is finished running, it saves the modified duplicate as a new site link.
You will need:

· Credentials: User name and password for an Enterprise Admins account

· Tools: Active Directory Sites and Services (Administrative Tools) 
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To look up the canonical name of Branch_Model_SiteLink
463. Log on to ROOTDC1 as an enterprise administrator. 
464. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services.

465. In the console tree, expand the Sites container and the Inter-Site Transports container, and then click IP.
466. In the details pane, right-click Branch_Model_SiteLink and then click Properties.
467. In the Branch_Model_SiteLink Properties dialog box, click the Object tab. The canonical name is displayed in the Canonical name of object text box.

468. Using a text editor such as Notepad.exe, modify the sites.csv file that is included in the self-extracting file accompanying this guide. Inside the file you will find instructions regarding the data required and how to properly format the data inside the file. 
469. Follow those instructions and prepare the Sites.csv file based on the site links that you need to create for your deployment.
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Note

Make sure that the sites and subnets that you add in the Sites.csv do not exist in the Sites or in the Subnets containers.

Building Subnets and Sites for the Branch Offices

The creation of subnet and site objects, and their specific configurations, are performed by the script AutoMKSites03.vbs, which is included in the self-extracting file that accompanies this guide. Most of the information required by the script is stored in the file Sites.csv, which you should have already prepared. If you have not yet prepared this file, see “Preparing the Subnet, Site and Site Link Data” earlier in this chapter and perform the procedures outlined there before continuing with the procedures in this section. 
In addition to the information in the Sites.csv file, you also need the canonical name of the site where the global catalog servers for your branch office domain exist. This will most likely be your hub site. In the example used in this guide, it is the site named Data-Center-Site.

The script uses the following command-line parameters: 

AutoMkSites03.vbs <file name> <targetServer> <Canonical Name>

Where <file name> points to the sites.csv input file, <targetServer> is the domain controller to perform the operations against, and <Canonical Name> is the canonical name of the site where the global catalog servers for your branch offices domain are located.

You will need:

· Credentials: User name and password for an Enterprise Admins account in the forest root domain

· Tools:

· Active Directory Sites and Services (Administrative Tools)

· AutoMKSites03.vbs; sites.csv file

· Information: Canonical name of site that has the global catalog server for your branch office domain
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To look up the canonical name of the site containing the global catalog servers

470. Log on to ROOTDC1 as an enterprise administrator.
471. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services.

472. In the console tree, expand the Sites container and then click Data-Center-Site.
473. Right-click Data-Center-Site and then click Properties.
474. In the Data-Center-Site Properties dialog box, click the Object tab. The canonical name is displayed in the Canonical name of object text box.
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To build the subnets and sites for the branch offices

475. Click Start and then click Run.
476. In the Run dialog box, type cmd and then click OK.
477. Change the directory to c:\ADBranch03\hub.

478. At the command prompt, type: 
cscript AutoMKSites03.VBS sites.csv ROOTDC2 <canonical name of the datacenter site>
and then press ENTER.

This starts the script AutoMKSites03.VBS that automatically builds all of the site and subnet objects on the specified domain controller, based on information in the sites.csv file.
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Note

It is recommended that you write the output to a log file to keep track of possible errors. This can be done using standard redirection.

Building Site Links for the Branch Offices

The site links and their specific configuration are created by the script AutoMKSitesLinks03.vbs, which is included in the self-extracting file that accompanies this guide. All the information is stored in the file sites.csv. The format of sites.csv is “<name of the branch>,<ipsubnet>”. 

The script uses the following command-line parameters: 

AutoMkSiteLinks03.vbs <file name> <targetServer> <Canonical Name>

Where <file name> points to the sites.csv input file, <targetServer> is the domain controller to perform the operations against, and <Canonical Name> is the canonical name of the site where the global catalog servers for your branch offices domain are located.

The script copies the properties of the template site link to existing site links and creates new site links if necessary.

You will need:

· Credentials: User name and password for an Enterprise Admins account in the forest root domain
· Tools: Active Directory Sites and Services (Administrative Tools)

· Files:

· AutoMKSites03.vbs

· Sites.csv file
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To look up the canonical name of the site containing the global catalog servers

479. Log on to ROOTDC1 as an enterprise administrator.
480. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services.

481. In the console tree, expand the Sites container and then click Data-Center-Site.
482. Right-click Data-Center-Site and then click Properties.
483. In the Data-Center-Site Properties dialog box, click the Object tab. The canonical name is displayed in the Canonical name of object text box.
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To build the site links for the branch offices

484. Log on to ROOTDC1 as an enterprise administrator.
485. Open Sites.csv using a text editor.

486. Enter the site name and subnet address information following the instructions supplied in the comment text in the Sites.csv file.

487. Save and close the Sites.csv file.

488. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services. 

489. Expand the Sites container and then expand Inter-Site Transports and IP.

490. Click IP and then, in the details pane, make sure that the site links that you added in Sites.csv do not exist in the IP container.

491. Click Start and then click Run.

492. In the Run dialog box, type cmd, and then click OK.

493. In the command prompt window, type
cscript AutoMKSiteLinks03.VBS sites.csv ROOTDC2 <canonical name of the datacenter site>
and then press ENTER.
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Note

It is recommended that you write the output to a log file to keep track of possible errors. This can be done using standard redirection.

Additional Information
The following resources contain additional information that is related to this chapter.
Resources on the Web
· “Microsoft® Windows Server™ 2003 Deployment Kit” at http://go.microsoft.com/fwlink/?linkID=18370.

· “Microsoft® Window® Server 2003 Resource Kit Tools” at http://go.microsoft.com/fwlink/?linkID=20334.

· “Windows 2000 DNS White Paper” at http://go.microsoft.com/fwlink/?LinkId=19810.
· “Group Policy Verification Tool” (Gpotool.exe) can be downloaded at http://go.microsoft.com/fwlink/?LinkId=26630. 

· For more information about Active Directory-integrated zones, see the following articles in the Microsoft Knowledge Base at http://go.microsoft.com/fwlink/?LinkId=4441:

· 286041, “How to Use Dnscmd.exe to Extract Information from Active Directory-Integrated DNS Zones”
· 267855, “Problems with Many Domain Controllers with Active Directory Integrated DNS Zones”

Publications

· Microsoft Corporation. Microsoft® Windows Server™ 2003 Deployment Kit. Redmond, Microsoft Press, 2003.
