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Chapter 4 
Planning a DNS Structure for the Branch Office Environment
When Active Directory is deployed in a branch office environment, you must take special steps when deploying the DNS infrastructure to meet the unique requirements of the branch office scenario. This chapter discusses these steps in detail.
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Overview of DNS Planning
After you have completed the logical structure planning, you need to plan the DNS deployment so that it can support the new logical structure. DNS provides the name resolution service for the Active Directory infrastructure. The main goal of the DNS design in a branch office deployment is to provide clients with reliable access to the Active Directory environment. A good design will also minimize the amount of DNS traffic over the WAN connections between the branch office locations and the data center site.
DNS defines the namespace that is used by Active Directory. Clients use DNS to locate domain controllers that are providing specific services such as authentication and directory information. Domain controllers use DNS to locate other domain controllers so that replication can take place. If the DNS environment is not properly configured, the directory service will not function properly.

Figure 4.1 provides an overview of the DNS planning process.

Figure 4.1   DNS Planning Process
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Active Directory and DNS

When a new domain is created, the first domain controller registers that domain name in DNS and registers itself as a domain controller. It also registers the various services that it can provide such as Lightweight Directory Access Protocol (LDAP), which identifies it as a domain controller and a Key Distribution Center (KDC); Kerberos authentication protocol, which identifies it as a KDC to UNIX clients; and global catalog, which identifies it as a global catalog server. As additional domain controllers are added to the forest, they automatically register themselves and their services in DNS. When clients need to locate a domain controller, they submit a query to their DNS server and it returns the address of a suitable server based on these registrations and the service the client is querying for.
DNS data can be stored in zone files or in Active Directory. The recommended configuration for branch office environments is Active Directory-integrated DNS zones. The following sections provide the rationale for using Active Directory-integrated zones.
For more information about how Active Directory uses DNS, see “DNS Support for Active Directory Technical Reference” in the Microsoft® Windows Server™ 2003 Technical Reference on the Web at http://go.microsoft.com/fwlink/?linkID=27500. For more information about how clients use DNS, see the “DNS Technical Reference” in the Windows Server 2003 Technical Reference on the Web at http://go.microsoft.com/fwlink/?linkID=27501. 
DNS and the Branch Office Environment
The goal of a well-designed DNS infrastructure is to make sure that all clients can locate their intended target. Integrating DNS with Active Directory helps make this easier to accomplish by providing a single efficient replication topology that DNS can take advantage of, rather than maintaining two replication topologies, one for DNS and one for Active Directory.

In an Active Directory environment, clients require DNS to find domain controllers to log on to the domain and to submit directory queries. Domain controllers require DNS to locate other domain controllers to perform Active Directory replication. The default architecture of Microsoft® Windows Server™ 2003 DNS in an Active Directory environment ensures that all domain controllers are registered and that all clients can locate a domain controller. 
DNS registrations include site-specific resource records as well as domain-specific records. When a client queries DNS for a domain controller or a service, the system will respond either with the address of a domain controller that meets the search criteria in the query or with an error message indicating that one cannot be found. The DC Locator mechanism on the client will always try to locate a domain controller that is located in the same site. If one cannot be found, the Locator will try to find a domain controller in the same domain. This way, the Locator uses DNS to attempt to locate a domain controller so that it can keep traffic within a given site if possible.

A branch office environment requires special configuration to keep clients from locating domain controllers in other branch offices when querying for resources or services unless there are no other domain controllers available in the client’s site or in the data center. In order to control traffic flow in a branch office environment, the DNS environment must be configured so that clients in the branch offices will only be referred to domain controllers located in their own branch office or in the data center. Steps must be taken to prevent branch office clients from locating domain controllers located in other branch offices, even though they are in the same domain. This is necessary to manage network traffic over the WAN links used to connect the branch offices to the data center.

The DNS environment that is recommended for branch office deployments in this guide is based on the following configuration options:

· All domain controllers are DNS servers.

· DNS client settings on all domain controllers in the forest are configured to point to themselves as their primary DNS server and at least one other domain controller in the same domain as the alternate DNS server.

· All zones representing Active Directory domains are Active Directory-integrated.
The criteria for using these configuration options are discussed in the sections below, including explanations of differences in how Active Directory-integrated zones are stored and used in Microsoft® Windows® 2000 Server and in Windows Server 2003.
DNS Server on All Domain Controllers

When DNS zone data is Active Directory-integrated, it is replicated differently in Windows 2000 Server deployments and in Windows Server 2003 deployments. The differences are important to clarify so that you understand where DNS data is stored and how it is replicated.

Windows 2000 Server DNS Integration Using Domain Directory Partitions
In Windows 2000 Server forests, Active Directory-integrated DNS is stored in domain directory partitions. Storing DNS data in the domain results in increased replication in the following ways:

· DNS data is replicated to all domain controllers in the domain, regardless of whether they are DNS servers. A recommended practice for Windows 2000 Server deployments is to make every domain controller a DNS server. Although there is no need for domain controllers that are not DNS servers to store DNS data, there is no way to dictate which domain controllers the DNS zones are replicated to when they are Active Directory-integrated.
· Because a partial replica of every domain directory partition is replicated to the global catalog, storing zone data in the domain causes DNS data to be replicated to the global catalog, which results in replication of DNS updates to global catalog servers.

Changes have been made in Windows Server 2003 to eliminate inefficiencies that result in increased replication.
Windows Server 2003 DNS Integration in Application Directory Partitions
Windows Server 2003 DNS integrates more efficiently into Active Directory and makes both Active Directory and DNS easier to deploy. The most significant change is that when DNS data is stored in Active Directory, it uses application directory partitions that have been created specifically for this purpose, rather than storing the data in the domain directory partition. In addition, the _msdcs zone is stored in the forest DNS application directory partition and replicated throughout the forest. This change helps eliminate the “island problem” that can occur in Windows 2000 Server environments.
When the forest is created, two DNS application directory partitions are created, one for forestwide DNS data (ForestDnsZones) and one for domainwide DNS data (DomainDnsZones). The forest-specific application directory partition is replicated to all domain controllers in the forest that are running as DNS servers. The domain-specific data replicates to all domain controllers in the domain that are running as DNS servers.
The new DNS application directory partitions help streamline the replication of DNS data throughout the domains and forest. Using application directory partitions addresses the following replication issues:

· Application directory partitions that store DNS data replicate DNS data only to domain controllers that are acting as DNS servers. Because the data is not replicated to all domain controllers, replication traffic is reduced.

· Because the data is stored in an application directory partition instead of the domain directory partition, DNS data is not replicated to the global catalog, which also helps reduce the amount of replication traffic.

Changes in Windows Server 2003 ensure that the DNS data is replicated to only the domain controllers that need it. Although this improvement includes the ability to reduce replication to domain controllers that are not DNS servers, in a branch office deployment, it is recommended that all domain controllers be configured as DNS servers. When you follow these recommendations, all domain controllers are still receiving replication of DNS zone data. However, Windows Server 2003 branch office deployments do benefit from not having DNS zone data replicated to the global catalog.
DNS Client Settings for Primary DNS Server

In some Windows 2000 Server documentation it was recommended that the domain controllers in the forest root domain use themselves as their primary DNS server and the domain controllers in the other domains use the forest root domain controllers as their primary DNS servers. Using this configuration in Windows 2000 Server could cause the creation of islands under some circumstances. Changes in Windows Server 2003 eliminate the island problem.

The “Island Problem” in Windows 2000 Server

In Windows 2000 Server it is possible to end up with groups of domain controllers functioning within a single forest that can replicate with each other within their group but are unaware of the other domain controllers that exist outside their group, even though they are all in the same forest. 

This problem is caused by domain controllers that are also DNS servers registering their DNS records with themselves and never becoming aware of the other domain controllers. This condition results in failure to establish replication connections with other domain controllers in the same forest. When deploying Active Directory in a branch office environment, it is recommended that all domain controllers be configured as DNS servers. If some domain controllers are configured to use themselves as their own primary DNS server and the remaining domain controllers are configured to use those domain controllers as their primary DNS servers, it is possible to end up with groups of domain controllers that can locate one another within their groups but cannot see any other domain controllers outside of their group. This situation is referred to as the island problem because it creates islands of domain controllers that have replication partners and appear to be functioning properly, when in reality replication is not taking place across the entire forest and the directory is not functioning properly.

Eliminating the Island Problem in Windows Server 2003

In Windows Server 2003, the recommended DNS configuration is to configure the DNS client settings on all DNS servers to use themselves as their own primary DNS server and use a different domain controller in the same domain as their alternate DNS server, preferably another domain controller in the same site. To work around the island problem, make sure that you always configure the DNS client settings to use alternate DNS server addresses in addition to the primary DNS server address.
For more information about the island problem, see Chapter 2, “Structural Planning for Branch Office Environments” in the Planning section of the “Windows 2000 Server Active Directory Branch Office Guide” on the Web at http://go.microsoft.com/fwlink/?linkID=27502.
Active Directory-Integrated Zones
Zone data that is registered by domain controllers includes data that is important for all domain controllers in the forest as well as zone data that is specific to all domain controllers in one domain. Zone data is organized accordingly in Active Directory-integrated zones. The Net Logon service on each domain controller automatically registers resource records into these zones, which are stored in the appropriate application directory partition for forest and domain distribution. 
_Msdcs.<DnsForestName> Forestwide Service Registrations

The _msdcs.<DnsForestName> zone stores service (SRV) resource records that are registered by all domain controllers in the forest. SRV records are used by Active Directory to identify the services running on specific domain controllers. The SRV records that Net Logon registers use “dc” for the domain controllers, “gc” for the global catalog servers, “pdc” for the PDC emulator operations master, and “domains” (which are shown as a GUID) and displayed as prefixes in the _msdcs.<DnsForestName> zone. You cannot delete or change the name of this zone. 

CNAME Registrations

All domain controllers also register canonical name (CNAME) resource records, which identify the domain controller by GUID, directly under the _msdcs.<DnsForestName> zone. These records are used by domain controllers to find replication partners. It is important that all domain controllers in an Active Directory forest are able to resolve the resource records based on the domain controller GUID. These GUIDs are forestwide names that are used by all domain controllers in an Active Directory forest.
Domain Zone Registrations

Domainwide zones are created for each Active Directory domain as <DnsDomainName>.<DnsForestName>. These zones store domain-specific resource records, including SRV records. Domain-specific SRV records are located in “_sites”, which deliver information to specific sites; “_tcp” and “_udp”, which help clients identify and locate domain controllers for Kerberos authentication; and “_ldap”, to identify LDAP servers for querying the directory.
A new zone is created for every domain in the forest. When Active Directory is installed on the first domain controller in a new domain, the new domain is created and added to the forest and the respective DNS zone is created.

For more information about how Active Directory uses DNS, see “DNS Support for Active Directory Technical Reference” in the Windows Server 2003 Technical Reference on the Web at http://go.microsoft.com/fwlink/?linkID=27500. For more information about how clients use DNS, see the “DNS Technical Reference” in the Windows Server 2003 Technical Reference on the Web at http://go.microsoft.com/fwlink/?linkID=27501.
Designing the Namespace

In a branch office environment, the goal is to minimize traffic between branch offices. All traffic should be between the branch offices and the data center. When clients in branch office locations query DNS for domain controllers, they should be referred to domain controllers in their own branch office locations first, if any, and then be referred to domain controllers in the data center. This goal does not change how you plan your namespace design. It means that there are some extra configuration steps you go through during the deployment process to control how domain controllers register their DNS information during the deployment phase. 
The first step in the DNS planning process is to design the DNS namespace, as shown in Figure 4.2

Figure 4.2   Designing the DNS Namespace
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To provide the flexibility needed to control traffic in this manner, the namespace for deploying Active Directory in a branch office environment is represented by three DNS zones. One zone represents the forest root domain, one zone represents the data center, and one zone represents all of the branch offices.

[image: image3.wmf]
Note

Create a single domain that represents all of the branch offices. Do not create a separate domain for each branch office.

For the example used in this discussion, Contoso Pharmaceuticals has three domains, and thus three DNS zones. The forest root zone is named Corp.contoso.com, the data center zone is named Hq.corp.contoso.com, and the branch offices zone is named Branches.corp.contoso.com.

Because of changes in Windows Server 2003, a fourth zone is automatically created on the servers to replicate the forestwide zone data. This zone is used by Active Directory replication and is used to replicate the CNAME records for the domain controllers throughout the forest so that the replication topology can be established correctly. 

In the example used throughout this guide, this design results in four zones being created, one for each Active Directory domain, and one for the forest:

1. Forest root domain — Corp.contoso.com 
2. Data center domain — Hq.corp.contoso.com

3. Branch office domain — Branches.corp.contoso.com

4. Zone created by DNS to replicate forestwide DNS data to all domain controllers — _msdcs.corp.contoso.com.

The domain zones are replicated to domain controllers that are DNS servers in the respective domains by the DomainDnsZones application directory partition in each domain. The forestwide zone is replicated to all domain controllers that are DNS servers in the forest. For more information about how these zones are created, see the Deployment portion of this guide.
Placing DNS Servers
In a branch office environment, it is important that the DNS environment be highly available. DNS servers should be located so that they can be quickly and reliably accessed by clients. Figure 4.3 shows where placing DNS servers fits into the overall DNS planning process. 

Figure 4.3   Placing DNS Servers
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At least one DNS server should be placed in each site that has one or more domain controllers. If you have multiple branch offices in a single site, at least one DNS server should be placed in each branch office. If you follow the recommendations in this guide with regard to configuring all domain controllers as DNS servers, the DNS environment will be configured this way by default. If you place a domain controller in a branch office site, you will also be placing a DNS server. Figure 4.4 shows DNS server placement in the sample branch office deployment.
Figure 4.4   DNS Server Placement in a Branch Office Environment

[image: image5.png]oS Data-Center-Site

= T ons
S =
Staging:site Branch3-0Office-Site
ons
S
Branchi-Office-Site Branchd-0fi
ons

Lo ]
=

Branchz-Office-Site Branch5-0ffice-Site





Configuring DNS Clients
Clients and servers located in the branch offices should be configured with at least two DNS server IP addresses — one for their preferred DNS server and one for their alternate DNS server. The DNS client should be configured to use a preferred DNS server located in the same branch office or at least in the same site. The alternate DNS server should be a DNS server located in the branch office or, if there are no other DNS servers in the branch office, a DNS server in the data center. Figure 4.5 shows where DNS client configuration fits into the overall DNS planning process.
Figure 4.5   DNS Client Configuration
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For more information about configuring the DNS client and designing the DNS namespace, see Chapter 3, “Deploying DNS” in Deploying Network Services in the Microsoft® Windows Server™ 2003 Deployment Kit on the Web at http://go.microsoft.com/fwlink/?linkID=27632.
Figure 4.6 shows the recommended preferred and alternate DNS client configurations for the domain controllers in the data center site and for domain controllers and workstations in the branch sites.
Figure 4.6   Preferred and Alternate DNS Client Configuration
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Configuring DNS Zones
Active Directory allows you to build a hierarchical storage structure to organize the information stored in the directory. DNS uses a hierarchical namespace so you can design your DNS environment to use the same structure as the directory. In this case, you are creating three Active Directory domains: one for the forest, one for the headquarters domain, and one for the branches. Zones corresponding to this domain structure are created when you install Active Directory. To control how DNS information is registered and queried in a branch office environment, you configure the zones with forwarding and delegation to ensure that name resolution works over the complete DNS structure. Figure 4.7 shows where DNS zone configuration fits into the overall DNS planning process.

Figure 4.7   DNS Zone Configuration
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DNS Forwarder

The forward DNS entry is necessary to tell the DNS server where to look if a name cannot be resolved from the local data. For example, a client that is located in branches.corp.contoso.com tries to find a resource from another DNS namespace. In this case the client is trying to locate example.com. The client will submit a query for example.com to its preferred DNS server. Since this DNS server is not authoritative for example.com, the query will be forwarded to the first DNS server in the forwarder list. The forwarder DNS server will either know how to resolve the name or it will use its forwarders or root hints to determine the answer. The forwarder will return the answer to the preferred DNS server, which in turn will return the answer to the client. 

Forwarding has to be configured in the properties of the branch office DNS server. In the branch office environment, all DNS servers in the branch offices should be configured to forward to one or more DNS servers in the data center. DNS servers in the data center domain should be configured to forward to DNS servers in the forest root domain. DNS servers in the forest root domain might be configured to forward to an Internet Service Provider (ISP), use root hints, or host the root domain, depending on your requirements for the resolution of names outside the forest. Do not disable recursion on any DNS servers in the enterprise. If you disable recursion, forwarding will not function as required.
Delegation Entries and NS Registrations

Delegations make it possible for you to split your own DNS database into multiple levels and refer queries to lower levels in the hierarchy. If you are looking for resources in another namespace, forwarding or root hints will take you to the root of the DNS tree. The root stores name server (NS) resource records for delegated zones. Those zones might also contain delegations for zones farther down the hierarchy.

For example, the domain controllers in corp.contoso.com are all DNS servers and they host the zone for corp.contoso.com. If a client in corp.contoso.com needs to locate a resource in hq.corp.contoso.com, there must be some way for the corp.contoso.com DNS server to refer the client to hq.corp.contoso.com. 
If all domains were hosted in a single zone, locating them would not be a problem. In this case, however, two zones are stored on different DNS servers. This is where delegation is used. Add a delegation in the corp.contoso.com zone that refers to hq.corp.contoso.com. This delegation will make it possible for the host of corp.contoso.com to refer the client to the host of hq.corp.contoso.com so that the query can be resolved. The procedure for adding a delegation is described in the Deployment portion of this guide.
Reverse Lookup Zones

Reverse lookup zones are used to resolve an IP address to a DNS name. Windows Server 2003 DNS does not create reverse lookup zones automatically. Reverse lookup zones are not necessary for Active Directory operation. However, you can configure and use this feature if you have a need for it in your environment. Because Active Directory does not use this feature, planning and deploying reverse lookup zones is outside the scope of this document. 
For more information about how DNS works, and about reverse lookup zones, forwarding, and delegation, see the “DNS Technical Reference” in the Windows Server 2003 Technical Reference on the Web at http://go.microsoft.com/fwlink/?linkID=27501.
Configuring DNS Record Registration
Clients search for a nearby domain controller using site-specific domain controller Locator records. Clients will always attempt to locate a domain controller in the same site first. Only if there are no domain controller entries for a client’s site will the client query for and accept other domain controllers. By default, each domain controller publishes site-specific and generic SRV records. Figure 4.8 shows of the process of DNS record registration.
Figure 4.8   Configuring DNS Record Registration
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Finding a Domain Controller in the Data Center
In the branch office scenario, it is important to make sure that clients that cannot find a domain controller in their own site can find a domain controller in their data center site. Clients should only be referred to a domain controller in another site if they cannot locate a domain controller in their own site first. In many deployments, it is not possible for clients from one branch to connect to computers in another branch. Perhaps the network is not fully routed (for example, one-way dial-up lines are used). Even if connectivity is possible, however, it is undesirable to initiate network connections between branch sites. Network traffic should always go through the data center site. It is best to restrict network traffic to branch-to-data center only.
To avoid the situation where clients in one branch contact a domain controller in another branch, the Net Logon service on all branch office domain controllers must be configured to publish only site-specific Locator records and not generic domain controller Locator records. With this configuration, only the data center domain controllers publish generic Locator records, in addition to their site-specific records. If this configuration change is made, branch clients that cannot find a domain controller in their own site will find generic domain controller Locator records for only data center domain controllers. To limit the domain controllers that are found by preventing the registration of generic SRV records, you have to configure Net Logon with the  policies discussed in the next section.
Group Policy Setting for the Domain Controllers

To prevent Net Logon on a domain controller from attempting dynamic updates of certain DNS records, use the Group Policy snap-in to edit the Default Domain Controllers Policy:
Computer Configuration/Administrative Templates/System/NetLogon/DC Locator DNS Record 

DC Locator DNS records not registered by the DCs/VALUE: ENABLED/Mnemonics: LdapIpAddress Ldap Gc GcIPAddress Kdc Dc DcByGuid Rfc1510Kdc Rfc1510Kpwd Rfc1510UdpKdc Rfc1510UdpKpwd GenericGc 

In the Group Policy snap-in, the configuration is as follows:
· Group Policy object: Default Domain Controllers Policy 

· Group Policy snap-in path: Computer Configuration/Administrative Templates/System/NetLogon/DC Locator DNS Record 

· Policy setting to edit: DC Locator DNS records not registered by the DCs
· VALUE: ENABLED
· Mnemonics to select: LdapIpAddress Ldap Gc GcIPAddress Kdc Dc DcByGuid Rfc1510Kdc Rfc1510Kpwd Rfc1510UdpKdc Rfc1510UdpKpwd GenericGc 

In this value, specify the list of mnemonics corresponding to the DNS records that should not be registered by this domain controller. Table 4.1 shows all available mnemonics:

Table 4.1   Mnemonics Available for Customized DNS Configuration
	Mnemonic
	Type
	DNS Record

	Dc
	SRV
	_ldap._tcp.dc._msdcs.<DnsDomainName>

	DcAtSite
	SRV
	_ldap._tcp.<SiteName>._sites.dc._msdcs.<DnsDomainName>

	DcByGuid
	SRV
	_ldap._tcp.<DomainGuid>.domains._msdcs.<DnsForestName>

	Pdc
	SRV
	_ldap._tcp.pdc._msdcs.<DnsDomainName>

	Gc
	SRV
	_ldap._tcp.gc._msdcs.<DnsForestName>

	GcAtSite
	SRV
	_ldap._tcp.<SiteName>._sites.gc._msdcs.<DnsForestName>

	GenericGc
	SRV
	_gc._tcp.<DnsForestName>

	GenericGcAtSite
	SRV
	_gc._tcp.<SiteName>._sites.<DnsForestName>

	GcIpAddress
	A
	_gc._msdcs.<DnsForestName>

	DsaCname
	CNAME
	<DsaGuid>._msdcs.<DnsForestName>

	Kdc
	SRV
	_kerberos._tcp.dc._msdcs.<DnsDomainName>

	KdcAtSite
	SRV
	_kerberos._tcp.dc._msdcs.<SiteName>._sites.<DnsDomainName>

	Ldap
	SRV
	_ldap._tcp.<DnsDomainName>

	LdapAtSite
	SRV
	_ldap._tcp.<SiteName>._sites.<DnsDomainName>

	LdapIpAddress
	A
	<DnsDomainName>

	Rfc1510Kdc
	SRV
	_kerberos._tcp.<DnsDomainName>

	Rfc1510KdcAtSite
	SRV
	_kerberos._tcp.<SiteName>._sites.<DnsDomainName>

	Rfc1510UdpKdc
	SRV
	_kerberos._udp.<DnsDomainName>

	Rfc1510Kpwd
	SRV
	_kpasswd._tcp.<DnsDomainName>

	Rfc1510UdpKpwd
	SRV
	_kpasswd._udp.<DnsDomainName>


The recommended configuration in a branch office deployment is as follows:
· For all branch office domain controllers, add all mnemonic entries that do not have “AtSite” as part of the mnemonic, except do not add DsaCname.
· For data center domain controllers, do not edit the policy setting. Allow the domain controllers to register all records.
DNS Registration Storage Considerations
In addition to the reasons already given for restricting how domain controllers register their SRV records, when Active Directory-integrated DNS zones are used in large deployments, the storage limitations of attributes will come into play. DNS registrations are stored in multivalued attributes. Active Directory has a limitation for nonlinked, multivalued attributes such that approximately 1,200 values can be saved per object. This limit is different from the limit for linked multivalued attributes, such as groups, that can hold many more values. For small deployments, the Net Logon configuration is optional and optimizes service location. For deployments with more than 1,200 domain controllers, this configuration is mandatory because of the storage limitation for nonlinked, multivalued attributes 

If, for example, more than 1,200 domain controllers try to register services for the same domain, this limitation will be reached. If Net Logon is configured correctly (so that branch office domain controllers will register entries only on a per-site level, but not on the domain level), this limitation will be moved from a per-domain level to a per-site level, and thus allows thousands of domain controllers to register services. There is no meaningful configuration that requires more than 1,200 domain controllers in the same site. In fact, DNS servers and clients will function more efficiently with a much smaller set of NS records.
Configuring NS Record Registration

Keep in mind that a branch office scenario with 1,000 branches registers at least 1,000 NS records for the branch offices. There are two ways to configure a DNS server so it will not register its NS record. The first possibility is a registry setting that influences each server directly; the second is a zonewide setting, which affects each server in the zone except the servers that should register their NS records.
To simplify administration, use the zone settings. Configure all DNS servers located in the data center to register their NS records. All DNS servers located in the branch offices should not register their NS records.
Zone Setting
To allow NS resource record creation for specific domain controllers, type: 
dnscmd <ServerName> /Config <ZoneName> /AllowNSRecordsAutoCreation <IpAddresses>
<Server Name> is the name of the domain controller you are configuring. <Zone Name> is the DNS zone that is authoritative for these records. <IpAddresses> are the TCP/IP addresses of the domain controllers that you want to register NS records.
For more information about allowing NS resource record registration, see “Windows Server 2003 Help” on the Web at http://go.microsoft.com/fwlink/?linkID=26936.
Server Setting
To prevent a DNS server from creating an NS resource record in any Active Directory-integrated zones it hosts, type:

dnscmd <ServerName> /Config /DisableNSRecordsAutoCreation 0x1
<Server Name> is the name of the domain controller you are configuring. 0x1 Specifies that the DNS server specified in <Server Name> should not add NS resource records for authoritative zones. 
For more information about disabling NS resource record registration, see “Windows Server 2003 Help” on the Web at http://go.microsoft.com/fwlink/?linkID=26937.
Determining the Effect of the Settings
This is the order of the checks the server performs when either of these properties is set:
5. If the server has the DisableNSRecordsAutoCreation registry entry set (that is, it is present and = 1), then the server will not advertise itself in the NS list for any zone.
6. If the entry is not set or the entry is present and equal to 0, then the server will check the AllowNSRecordsAutoCreation property on the zone. If this property is set, the server will only register itself if its IP address is on the list of allowed servers.

Configuring Automated Site Coverage

Another situation that requires configuration of SRV resource records results from not having a domain controller in a particular site. This might happen because there are no users who require constant logon access, or because replication to the site might be too expensive or too slow. To ensure that a domain controller is located in the site closest to a client computer, if not the same site, Windows Server 2003 automatically attempts to register a domain controller in every site by using an automated site coverage algorithm. The algorithm determines how one site can "cover" a second site when no domain controller exists in the second site. By default, the process uses the replication topology.

The algorithm works as follows: each domain controller checks all sites in the forest and then checks the replication cost matrix. A domain controller advertises itself (registers a site-related SRV record in DNS) in any site that does not have a domain controller for that domain and for which its site has the lowest-cost connections. This process ensures that every site has a domain controller even though its domain controller might not be physically located in that site. The domain controllers that are published in DNS are those from the closest site (as defined by the replication topology).

In a branch office environment, automated site coverage should be disabled. Figure 4.9 shows where this process fits into the overall DNS planning process.

Figure 4.9   Configuring Automated Site Coverage
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In the branch office scenario, computers should not locate domain controllers in any other branch office. A client should always communicate with a local domain controller, and if that is not available, use a domain controller in the data center site. Automated site coverage makes it possible for a situation to occur where a client might be able to locate a domain controller in another branch office. For this reason, automated site coverage should be disabled in a branch office environment. Use the Group Policy snap-in to achieve this:
7. Disable the “Automated Site Coverage by DC Locator DNS SRV Records” Group Policy on all domain controllers, not only in the branches but also in the data center. You can do this by modifying the Default Domain Controllers Group Policy.
8. Do not register generic records, as described in “Finding a Domain Controller in the Data Center” earlier in this chapter.
If both of these configurations are performed, then all clients within a branch office site will discover the local domain controller if it is available or the data center domain controller if no local domain controller is available.

When a site with a domain controller for some domain is closer to another site than to the data center site, the administrator has the ability to configure that domain controller with the specific (“close”) sites to be covered using the following Group Policy settings: 

· Sites Covered by the DC Locator DNS SRV Records

· Sites Covered by the GC Locator DNS SRV Records

· Sites Covered by the Application Directory Partition Locator DNS SRV Records 

However, physical proximity or network performance are not the only criteria. If firewalls or dial-on-demand lines do not allow traffic in this direction, incorrectly applied site coverage will be bad for clients because they will fall back to an unreachable domain controller and not to the data center.

Configuring Group Policy
Group Policy provides the means to effect changes to registry settings on a group of domain controllers, and can be applied at the site, domain, and organizational unit (OU) levels. Because domain controllers are stored in the Domain Controllers OU in the domain, control of how and when domain controllers register resource records is best achieved by configuring Group Policy that applies to the Domain Controllers OU for each domain. Figure 4.10 shows where Group Policy configuration fits into the DNS planning process.

Figure 4.10   Configuring Group Policy
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The following Group Policy settings are required to customize Net Logon functionality in a branch office environment. These settings must be made separately for each domain. For Corp.contoso.com (forest root domain), Hq.corp.contoso.com, and Branches.corp.contoso.com, configure the following Group Policy settings by editing the Default Domain Controllers Policy:
Computer Configuration/Administrative Templates/System/NetLogon/DC Locator DNS Record/Automated Site Coverage by the DC Locator DNS SRV Records/VALUE: DISABLED

In the Group Policy snap-in, the configuration is as follows:
· Group Policy object: Default Domain Controllers Policy
· Group Policy snap-in path: Computer Configuration/Administrative Templates/System/NetLogon/DC Locator DNS Record
· Policy to edit: DC Automated Site Coverage by the DC Locator DNS SRV Records
· VALUE: DISABLED 

The domain controllers of the branch domain, except the domain controllers in the data center site, must not register specific records. To ensure that these registrations do not occur, it is essential to create a new Group Policy object and a new global security group to set a special configuration for only the domain controllers in the branches. The following steps are necessary:

9. Create a new global group named Hub-DCs.
10. Place all domain controllers from the Data-Center-Site in this group.
11. Create a new Group Policy object in the Domain Controllers OU named: BranchOfficeGPO.
12. Modify the security of this policy object so that the Hub-DCs are denied permission to apply the policy, but have read access to the object.
13. Set the values of the following Group Policies:

Computer Configuration/ Administrative Templates/ System/ NetLogon/ DC Locator DNS Record /DC Locator DNS Records not registered by the DCs/VALUE: ENABLED/Mnemonics: LdapIpAddress Ldap Gc GcIPAddress Kdc domain controller Rfc1510Kdc Rfc1510Kpwd Rfc1510UdpKdc Rfc1510UdpKpwd GenericGc 

Computer Configuration/ Administrative Templates/ System/ NetLogon/ DC Locator DNS Record /Refresh Interval of the domain controller Locator DNS Records/ VALUE: 86400
This setting suppresses the branch office domain controller’s ability to communicate with the data center site domain controllers.

After completing these steps, the new settings prevent the Net Logon service from registering SRV records on all domain controllers, except those in the data center site.
Additional Information

Resources on the Web

For more information, refer to the following external resources on the Internet at microsoft.com.
· “Microsoft® Windows Server ™ 2003 Deployment Kit” at http://go.microsoft.com/fwlink/?linkID=18370.
· “Microsoft® Window Server™ 2003 Resource Kit Tools” at http://go.microsoft.com/fwlink/?linkID=20334.

· “Microsoft® Windows® 2000 Server Active Directory Branch Office Guide” at http://go.microsoft.com/fwlink/?linkID=27502.

· “DNS Technical Reference” at http://go.microsoft.com/fwlink/?linkID=27501. 

· “DNS Support for Active Directory Technical Reference” at http://go.microsoft.com/fwlink/?linkID=27500.

· “Windows 2000 DNS Whitepaper” at http://go.microsoft.com/fwlink/?LinkId=19810.
· For more information about using Active Directory-integrated DNS in large deployments, see article 267855, “Problems with Many Domain Controllers with Active Directory Integrated DNS Zones,” in the Microsoft Knowledge Base on the Web at http://go.microsoft.com/fwlink/?LinkId=4441. 

· For information about managing environments that use different versions of BIND, see “Support WebCast: Microsoft Windows 2000 DNS and UNIX BIND DNS Interoperability” on the Web at http://go.microsoft.com/FWLink/?LinkID=19804.
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