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Chapter 5 
Planning a Staging Site for the Branch Office Environment
To build and deploy domain controllers in your branch office environment, you can either build domain controllers at each branch office site or you can build all of the branch office domain controllers at a staging site in a central location. Because of increased speed, efficiency, manageability, and security, the staging site method is recommended. This chapter discusses how to plan a staging site for building your branch office domain controllers.
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Overview of Planning a Staging Site

To build and deploy domain controllers in your branch office environment, you can either:

· Build domain controllers on-site at each branch office location by installing Active Directory and synchronizing the directory through replication with the hub site.

· Build domain controllers at a staging site, where you can synchronize the directory locally and then ship the domain controllers to the branch sites.

Building Domain Controllers at the Branch Offices

If you choose to build the server and install Active Directory on-site at the branch office location, be aware of the impact to your environment during the installation process. During installation, Active Directory needs to copy the directory information from an existing domain controller to the new domain controller. This means that you will need access to another domain controller during the Active Directory installation process. If there are no other domain controllers available in the branch site, you will need access to a domain controller in the data center during the installation process. The new domain controller will replicate the directory information from the data center using the Wide Area Network (WAN) link connecting the branch office to the data center. Based on the amount of information and the speed of the WAN link, this process can impact the traffic flow over that WAN link and take a considerable amount of time. These factors must be considered when planning the installation.

You can use the Install from Media option to reduce the traffic created when transferring directory information over the WAN link during Active Directory installation. Using Install from Media eliminates the need to transfer the entire directory from another domain controller. Instead, the initial copy of directory data is made from a backup copy of the directory that you prepare locally before beginning the installation process. To use this option, you need an on-site administrator who has service administrator credentials and the skill set to install Active Directory. In many branch office environments, there are no service administrators in the branch office locations.

Building Domain Controllers at a Staging Site

Using a staging site is the recommended method for building domain controllers and is the method covered in this guide. Choosing this option means that you create a special site that is not located in a branch office but has good connectivity with the data center. You build the new domain controllers in this site and then ship them to their branch office locations with everything already installed and ready to go.

To create a staging site, you can use an area on the network that is connected to the data center so that domain controllers can replicate during Active Directory installation without using branch office WAN connections. This staging site contains branch office domain controllers that can be used as replication partners for new domain controllers during the directory service installation process and to keep the new domain controllers updated until they are ready to be shipped to their new locations. By keeping their directory databases up-to-date in the staging site, you minimize the amount of replication required when the new domain controllers are shipped to their branch office locations and brought back online. Using the staging site provides the following advantages:

· Reduces the impact of replication traffic on WAN links during the deployment of new domain controllers to branch offices

· Speeds up the installation process when building new domain controllers

· Allows all new domain controller deployments to be managed from a centralized location and to be overseen by a single administrative group

· Ensures that all new domain controllers are built from a single, proven, and consistent image

Using a staging site requires some extra preparation. You must prepare a special staging site and additional domain controllers for use during the installation process. Typical branch office scenarios involve deploying hundreds and even thousands of domain controllers to individual branch office locations. The extra time and resources required to set up the staging site and prepare the extra domain controllers used in the installation process will be more than offset by the savings in time after you start deploying the branch office domain controllers.

You can use a separate site in your data center for the staging site or you can use a company that your organization employs to build new domain controllers to manage the project. Figure 5.1 shows the process for planning a staging site.

Figure 5.1   Planning the Staging Site
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Determining Staging Site Requirements

A staging site must be created on a subnet that is connected to the data center by a normal Local Area Network (LAN) connection or by a WAN link. Figure 5.2 shows the process for determining the staging site requirements.

Figure 5.2   Determining Staging Site Requirements
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To ensure successful builds and deployment of domain controllers, a staging site must have:

· One or more permanent domain controllers for each branch office domain, which can be used as replication sources for new domain controllers. They also have the DNS Server service installed.

· A permanent network connection to the data center. The speed of the connection used to connect the staging site to the data center is less important than the availability of the connection. Regardless of its speed, the connection between the staging site and the data center must be very reliable and be available during the domain controller build process.

· Enough space and capacity and appropriate network connectivity to allow installed domain controllers to remain online until they are shipped to their destination.

Planning for a Replication Source

A domain controller in the staging site should be used by servers to replicate the existing directory information to the new domain controller during the installation of Active Directory. In a branch office environment, it is important to designate which server is used as the replication source, rather than let one be determined automatically. You want to make sure that the replication partner is a domain controller in the staging site rather than one located across a WAN link in a branch office. 

Active Directory installation is performed by the Active Directory Installation Wizard (Dcpromo.exe). Parameters can be used when starting the Active Directory Installation Wizard to designate a source for the replication of the directory database. Whether or not you can use the parameters is based on how you start the wizard. It can be started from a command prompt, it can be started from the Configure Your Server Wizard, and it can be started from a script. If the directory installation process is run by starting Active Directory Installation Wizard without parameters (or by invoking it from the Configure Your Server Wizard), the administrator cannot choose which existing domain controller should be used as the replication source. If the Active Directory Installation Wizard is started in unattended mode, however, the answer file allows the specification of the source domain controller. 

With the Microsoft® Windows Server™ 2003 operating system, the new domain controller can be built using the Install from Media option, where the media is a backup from an existing domain controller. After the installation from media, the new domain controller only needs to replicate changes that have occurred in the directory since the backup image of the original domain controller was made. This speeds up the installation process and reduces the amount of network traffic generated by the installation of Active Directory.
This guide combines these options. Rather than relying only on Active Directory Installation Wizard or Install from Media, this guide uses Install from Media and the Active Directory Installation Wizard in unattended mode to build the new domain controllers. In the example scenario used in this guide, an unattended Dcpromo file is used to set up a new domain controller from media in the staging site. This makes it possible for you to automate the installation process but still retain the ability to designate the replication source, which you do by customizing the unattended Dcpromo file. 

Planning a Connection Between the Staging Site and the Hub Site
The staging site needs a permanent network connection to the hub site for three reasons:

· Every time a new domain controller is installed, the domain controller that is used as the source domain controller creates new entries for the new domain controller. The new entries contain computer account information for the new domain controller, where the computer role is changed from a server to domain controller, as well as information in the Configuration container that is needed for replication. These changes need to be replicated to the bridgehead servers in the hub site before the new domain controller tries to replicate changes from a bridgehead server for the first time.

· After the installation of the directory service has finished, the new domain controller needs to request a relative identifier (RID) pool from the RID pool owner. Therefore, the new domain controller needs to be able to communicate over the WAN with the computer that currently holds the RID master role. If this communication fails, the domain controller will not be able to create any new security principals in the directory, and an event will be logged specifying that the domain controller cannot obtain a RID pool. The installation of the domain controller will succeed, however, because the RID pool is requested after the domain controller has rebooted.

· The new domain controller needs to be able to update its DNS records stored in the _msdcs.<ForestRootDomain> zone. Typically, only root domain controllers are primaries for this domain. For security of the Enterprise Admins accounts and the forestwide operations master roles, a staging site should not host a domain controller from the forest root domain.

The network connection for a staging site does not have to be a high-speed connection. From a planning perspective, network connection speeds for a typical branch office deployment will be adequate for the staging site. You should have determined your branch office requirements in Chapter 2, “Logical Structure Planning for the Branch Office Environment” in the Planning portion of this guide. If your Active Directory deployment has been designed in such a way that a 64-kilobit connection between any branch and the hub is sufficient, then the same applies to the staging site. However, the difference between this connection and the connections used for your branch offices is that the staging site connection must be permanent and the replication schedule must be open at all times.
Ensuring that Domain Controllers Remain Online Until They Are Shipped

After a new domain controller is installed, it is necessary to keep the new server up and running for a period of time prior to shipment to ensure the following:

· The RID pool gets delivered.
· Replication performs a full pass in both directions (from its partners and to its partners).
· File Replication service (FRS) replication succeeds.
· SYSVOL is shared.
· The new domain controller advertises itself in DNS as a domain controller.
· The new domain controller advertises itself in DNS as a global catalog server if it is so configured.
The amount of time it takes for all of these activities to complete successfully depends on the size of the directory. During this period, manual connection objects between each new domain controller and the staging site domain controllers ensure that this replication is successful.
The staging site must have the physical room to house all of the pre-staged domain controllers after the initial phase of the installation process is completed. In addition, to ensure that replication from the staging site domain controller continues right up to the time the domain controller is shipped, the staging site must also have sufficient network infrastructure to allow all of the computers that have been built to remain connected to the network. When you plan your staging site, make sure that the subnets you select have sufficient IP addresses available to host all of the pre-staged domain controllers.
Planning for Staging Site Monitoring

The most important reason to monitor the staging site is to ensure that the staging site is able to replicate properly with the hub site. Monitoring software such as Microsoft Operations Manager (MOM) or Branch Office Monitor should be used to help ensure successful installation and preparation of the domain controllers before your branch office deployment starts. The Deployment portion of this guide covers this process in detail. 

Monitor the staging site to make sure that the connection between the staging site and the hub site is functioning as planned. Make sure that the domain controllers in the staging site are replicating properly with their partners in the hub site. This will help ensure that the pre-staging process for new domain controllers also functions properly. Figure 5.3 shows where planning for monitoring occurs in the overall staging site planning process.
Figure 5.3   Planning for Staging Site Monitoring
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Planning the Replication Topology

When Active Directory is deployed in a branch office environment, you must customize the replication topology to help control how replication traffic impacts the available bandwidth of the branch office WAN links. You also need to customize the replication topology as it applies to the staging site. Figure 5.4 shows where replication topology planning occurs in the overall staging site planning process.

Figure 5.4   Planning Replication Topology for the Staging Site
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Domain controllers communicate with each other to automatically build a replication topology. The Knowledge Consistency Checker (KCC) builds the intrasite topology, the set of replication connections that are used within a site. The KCC runs on each domain controller and uses information in the Configuration container to collectively arrive at a consistent intrasite topology. One KCC in each site, the intersite topology generator (ISTG), creates intersite connections on domain controllers in its site, and the ISTGs from all sites collectively generate the replication topology between sites. 

When the KCC is used to create the intrasite replication topology, it creates connection objects in such a way that the topology forms a bi-directional ring of domain controllers that replicate with one another. The KCC on each domain controller is responsible for creating and maintaining the inbound connection objects. The ring is built as a result of the activities of the KCC on all domain controllers in the site. In the case of a staging site, a ring topology is less than optimal because newly created domain controllers could create incoming connection objects from domain controllers that are about to be shipped. 
Disabling the KCC

As a general rule, it is not wise to disable the ability of the KCC to generate the intrasite replication topology. Usually, little is gained by disabling the KCC, while the risk of isolating computers from the rest of the deployment is very high. However, the staging site is an unusual case where the topology must have a unique configuration.

The intrasite topology in the staging site is changing constantly, with new domain controllers being promoted into the site and staged domain controllers being moved out of the site when they are shipped. This level of change can create undesirable effects on replication if the KCC is enabled because until every domain controller in the site receives replication of the configuration change, domain controllers will continue to attempt replication with the missing domain controller. The KCC attempts to compensate by creating failover connections. In addition, during the latency period between the site change and the directory being fully synchronized, the possibility exists that replication might be interrupted when a domain controller is removed from the topology.

To avoid these problems, the KCC in the staging site should be disabled to prevent it from creating the intrasite topology. To create the intrasite topology when the KCC is disabled, manual connection objects must be created in both directions between the staging site branch domain controllers, which are used as replication sources for new branch domain controllers, and each new branch domain controller. These manual connection objects are automatically created and managed by the scripts provided with this guide. Manual connection objects will exist on a domain controller only while it is in the staging site.
Disabling the ISTG

Intersite topology generation should also be disabled to prevent the KCC from creating new connection objects between the new branch office domain controllers being built in the staging site and any hub domain controllers.

Preparing Domain Controllers

Preparing domain controllers in a staging site involves three main steps:

· Pre-stage the domain controller.
· Prepare the pre-staged domain controller for shipping.
· Ship and connect the domain controller.
Figure 5.5 shows where domain controller preparation fits into the overall staging site planning process.

Figure 5.5   Preparing Domain Controllers at the Staging Site
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Pre-Staging Domain Controllers

The process of building domain controllers in a centralized location prior to shipping them to their final destinations is referred to as pre-staging the domain controllers. During the pre-staging process, the operating system and as much software as possible is installed on the new domain controller while it is in the staging site. Active Directory is installed and the domain controller is brought online as a fully functioning member of the domain. Because it is still located in the staging site, it will only establish replication links with the other servers in the staging site from its own domain. The new domain controller can remain in this state until it is time to ship the computer to its new location. It is recommended that you leave any pre-staged domain controllers attached to the network and online as long possible, minimizing the time between disconnecting it from the network and shipping it to its branch location.

When the domain controller is being built, the directory database is replicated from another domain controller in the same domain. The reason that you place one domain controller from each branch office domain in the staging site is to allow replication to take place within the staging site, rather than requiring a domain controller in a branch office to act as a replication partner during the installation process.

Once the build process is completed and the domain controller restarted, the domain controller contacts the RID pool operations master and asks that RIDs be allocated that it can use to create new objects in the directory. A RID is a unique identification number that is assigned to every new security principal created in the directory. RIDs are used to uniquely identify corresponding objects in the directory. If a domain controller has no RIDs available, it cannot create any new security principals — such as users, groups, and computer accounts — in the directory. During startup, the new domain controller also attempts to register itself with a DNS server so that it can be located by replication partners and establish its replication topology when it is back online. The new domain controller will use the connection between the staging site and the data center to contact the RID master and to register its DNS records. For this reason, the speed of network traffic over the link is less important than the availability of the link. The link must be available 100 percent of the time during installation.

Preparing a Pre-Staged Domain Controller

Before you ship a new domain controller to its final destination, you must configure it for the new branch office site. You must also configure the branch office environment so that it is ready for the new domain controller when it gets reconnected at its new location. At this point in your deployment process, Active Directory should have all necessary branch site data (IP subnet of the branch, site object, and site link objects), and that data should have been replicated when the domain controllers were first configured.
To configure the new domain controller for occupancy in the branch site, you must make several changes to the existing configuration. 
Tasks to prepare the new domain controller include:

· Change the IP address and subnet mask to the address of the branch office where the domain controller will be shipped.

· Change the DNS configuration so that the domain controller points to itself as its primary DNS server and to a data center site DNS server as its alternate DNS server. This allows the domain controller to register its DNS records correctly. 

· Move the server object in the Configuration container to the new site (the branch office site).

· Delete the inbound connection object that enables replication from the staging site domain controller.

· Create a new inbound connection object from the bridgehead server in the hub site. When the domain controller arrives in the branch office, this connection object will represent its source replication partner in the hub site.

Task to prepare the staging domain controller consists of:
· Delete the incoming connection object from the new domain controllerr.

Task to prepare the bridgehead server consists of:
· Create an incoming connection object from the new domain controller on the bridgehead server or servers that will be used later. 

The scripts included with this guide will perform these steps for you automatically during the staging process if you use the procedures outlined in the Deployment portion of this guide.
The steps in this process should be documented and checked off, including the date and time the domain controller was disconnected. One copy of the documentation should be shipped with the computer so that personnel at the branch office location know how the domain controller was configured and the exact date and time the domain controller was disconnected. This information can be useful later if there are problems bringing the domain controller back online.

It is recommended that you minimize the amount of time a new domain controller is disconnected from the network. When a domain controller is disconnected, any changes made to the directory will need to be replicated to the domain controller after it is reconnected in the branch office. The longer a domain controller is disconnected, the greater the chance that there will be a large number of changes that need to be replicated. The more changes there are, the more time it will take for replication to catch up after the domain controller is reconnected in the branch office. This additional replication traffic will impact traffic over the WAN link.

Another major consideration is that the time the domain controller is disconnected should not exceed the tombstone lifetime for the forest. The default is 60 days; however, this interval can be changed. You need to know the value of the tombstone lifetime in your forest in order to determine the maximum amount of time it is safe to leave the new domain controller disconnected. Bringing a domain controller online that has been disconnected longer than the tombstone lifetime can result in orphaned objects in the directory. To minimize the disconnect time of a domain controller, make sure that it is shipped as soon as possible after being disconnected, and make sure that it gets reconnected as soon as possible after arriving at its destination. Make certain that it does not end up in a storage room for months before anyone remembers to reconnect it. A domain controller that has been offline for longer than a tombstone lifetime should not be reconnected to the production network. 
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Note

To examine the tombstone lifetime for a domain controller, use ADSIEdit.msc and connect to the domain controller that you are interested in examining. Expand the Configuration container, then expand CN=Services, CN=Windows NT, and CN=Directory Service. Right-click the Directory Service container and then click Properties. Scroll down the list of attributes and locate tombstoneLifetime.

For more information about managing long disconnections, see “How the Active Directory Replication Model Works” in the Microsoft® Windows Server™ 2003 Technical Reference on the Web at http://go.microsoft.com/fwlink/?linkID=27636, and search for “Replication Consistency Setting.”

Shipping and Connecting a Domain Controller
Immediately after you have configured a pre-staged domain controller for operation in the branch office, ship it to the branch office. Make sure that the network administrator at the branch office promptly turns it on and runs a quality assurance script that verifies that replication and DNS registration are working properly. Ensure that the script reports its results to a central location. If you do not receive the results within a few days, notify the network administrator. 
Ask the network administrator to document when the domain controller was turned on at the branch office site and when it completed its first successful replication cycle. This documentation supplements the documentation that accompanied the domain controller from the staging site. If for any reason the reconnection of a domain controller is delayed, the documentation will give you all the data necessary to decide whether the domain controller can still be turned on in the branch, must be reinstalled, or whether a replacement must be shipped to the branch.
Additional Information

Resources on the Web

For more information, refer to the following external resources on the Internet at microsoft.com.
· “Microsoft® Windows Server™ 2003 Deployment Kit” at http://go.microsoft.com/fwlink/?linkID=18370.

· “How the Active Directory Replication Model Works” in the Microsoft® Windows Server™ 2003 Technical Reference at http://go.microsoft.com/fwlink/?linkID=27636.

Publications

· Microsoft Corporation. Microsoft® Windows Server™ 2003 Deployment Kit. Redmond, Microsoft Press, 2003.

· Microsoft Corporation. Microsoft® Windows® 2000 Server Resource Kit. Redmond, Microsoft Press, 2000.

