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Chapter 6 

Preparing Automated Deployment Services

New domain controllers for the branch office domain are built using an automated process. The core of this process is a server running Automated Deployment Services (ADS). ADS builds servers based on images that have been created and stored on the ADS server. This simplifies and speeds up the process of deploying servers and helps ensure quality and constancy among all the installations. This chapter describes the setup and configuration of the ADS server for your staging site. When the procedures in this chapter are complete, you will be ready to start building branch office domain controllers. 
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Overview of Automated Deployment Services
The next step in your deployment is the creation of the installation environment for the branch office domain controllers based on Automated Deployment Services (ADS). This involves building and configuring the ADS server and services. In the example scenario, ADS is installed on a server named ADBODSServer. You also need to create the image that will be used to build all the branch office domain controllers.

The branch office domain structure, the data center site, and the staging site for your Active Directory® directory service branch office architecture must be complete and operational prior to beginning the procedures in this chapter.

Figure 6.1   Preparing Automated Deployment Services
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Resource Requirements

Individuals from the following teams will be required to participate during this phase of the installation: 

· Microsoft® Windows Server™ 2003 Active Directory design team
· Operations team
· Installation team
What You Will Need

· Automated Deployment Services installation files.
· Accessible DHCP server.
· Minimum of two servers.

· TCP/IP addresses for the domain controllers and the IP subnets.

· Local administrator account names and passwords for the IMAGE1 and ADBODSServer computers.
· Domain Admins account name and password for the Branches domain.
Software Requirements

Table 6.1   Software Requirements

	Software
	Description

	Windows Server 2003, Enterprise Edition, operating system
	Base operating system for the ADS Server

	Windows Server 2003, Standard Edition, operating system 
	Base operating system for the Branch Office Domain Controllers

	Windows Server 2003 Resource Kit Tools
	Resource Kit Tools, all

	Windows Server 2003 Support Tools
	Updated versions of two Support Tools, Repadmin.exe and Dcdiag.exe, are included with this guide and will need to be copied from their location on a server that has ADBranch03.exe installed to the Support Tools folder on each domain controller that you install.

	Microsoft® SQL Server™ 2000 (at least Desktop Edition)
	Part of the ADS installation files

	Service Packs and QFEs
	For information about obtaining service packs and other updates, see “Base Operating System Installation” in Chapter 1, “Overview of Deploying Active Directory in Branch Office Environments” in the Deployment section of this guide.

	ADS1_0.exe
	Automated Deployment Services (ADS) imaging tools. Download ADS 1.0 on the Web at http://go.microsoft.com/fwlink/?LinkID=27822.

	ADBranch03.exe
	The self-extracting exe file that accompanies this guide. It contains the scripts, updated tools, and template data files needed to complete the procedures in this guide.


What You Should Know

This walk-through assumes that you have knowledge of Windows Server 2003, PXE, and Imaging and Deployment tools and mechanisms. For a list of additional resources, see the "Additional Information" section at the end of this chapter. 
Note that many of the tables in this guide are populated with sample data. In your environment, you will have different names and variables, such as domain names and IP addresses. When completing the procedures described in this chapter, substitute your own data where appropriate.
Topology Overview

Figure 6.2 shows the structure of the topology for the branch office deployment scenario that is used by the procedures in this chapter. The grayed elements are aspects of the deployment that should have been set up and configured in previous chapters of this guide. More information about how to design this topology is provided in the Planning portion of this guide. 

Figure 6.2   Topology Overview -- Automated Deployment Services
[image: image2.png]ROOTDC1 - GC, DNS
10.0.0.1

corp contoso.com
ROOTDCZ
Operations Manager, DNS
10.0.0.2

corp contoso.com

HEDC1
Operations Manager, D!
10.0.0.3
ha.corp.contoso.com

HODC2 - GC, DNS
10.0.04
hgcorp.contoso.com

BHDC1 - GC, DNS
100.0.12
branches.corp.contoso.com
BHDCZ - GC, DNS
10.0.0.13
branches.corp.contoso.com
BHDCR - GC, DNS
10.8.0.%x]
branches.corp.contoso.com

HUBDC1
Operations Manager, DNS
10.0.0.10
branches.corp.contoso.com
HUBDC2 - GC, DNS
10.0.0.11
branches.corp.contoso.com

Data-Center-site]

StagingDC1 - GC
10.0.1.1
branches.corp.contoso.comy

a>» <>

Brann Branchd

Staging-Site

(ADBODG share. Branchz Branch

branches.corp.contoso.com

IMAGEL -DNS
IMAGED Branch3

branches.corp.contoso.com





Deployment Recommendations

In this deployment step, the data center infrastructure must be built and running. Specifically, this means that:

· DNS servers in the Corp.contoso.com domain are available and reachable

· DNS servers in the Branches.corp.contoso.com domain are available and reachable

· Data-Center-Site is implemented 

· Staging-Site are implemented

· A DNS server is installed and running on STAGINGDC1
· A DHCP server is installed and running on the STAGINGDC1
Building the ADS Server

Once the staging site is created and the TCP/IP environment has been configured and tested, you need to set up the server that will be used by ADS to build the branch office domain controllers. First you need to install the operating system and ADS. Then you need to configure the ADS environment and create the image that will be used by the automatic installation process. Building the ADS server is the fist step in the process of deploying ADS, as shown in Figure 6.3

Figure 6.3   Building the ADS Server
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ADS utilizes a database to manage its information. The database gets created during the installation of the ADS files. In order for this to take place, a database engine must be installed and ready to go prior to the installation of the ADS files. For the sample branch office scenario in this guide, SQL Server MSDE Edition is used as the database engine.

This procedure assumes you are starting with a server that has the base operating system installed in accordance with the recommendations presented in “Software Requirements” in Chapter 1, “Overview of Deploying Active Directory in Branch Office Environments” in the Deployment section of this guide.
[image: image4.wmf]
Note

Remember that the server that is hosting ADS requires Windows Server 2003 Enterprise Edition.

Configuring the Network Settings

You must configure the network settings on the ADS server so that the server will use the proper TCP/IP and DNS options. This procedure outlines the steps necessary to do so.
[image: image5.wmf]
Note

Network configuration settings can be made during the initial installation of the base operating system. If you choose to do so, make sure the settings follow the recommendations outlined in this procedure.

You will need:

· Credentials: The user name and password for the local administrator account on the new server

· Information: IP address information for the DNS servers in the staging site and Branches domain

[image: image6.wmf]
To configure the network settings

1. Log on to ADBODSServer as the local administrator.

2. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
3. Right-click the appropriate active network connection, and then click Properties.
4. Click Internet Protocol (TCP/IP), and then click Properties. 

5. In the Internet Protocol (TCP/IP) Properties dialog box, click Use the following IP address. Then, using the information in Table 6.2 as a guide, fill in the network address settings for your organization.

Table 6.2   TCP/IP Properties of ADBODSServer
	Wizard Page or Dialog Box
	Action
	Example

	Obtain an IP address automatically
	None.
	Not selected.

	Use the following IP address:
	Click.
	Selected.

	· IP address
	Type the IP address.
	10.0.1.2

	· Subnet mask
	Type the subnet mask.
	255.0.0.0
Note: This mask is used in the example to eliminate the need for routers in the sample deployment. This assumes that you are using a private network while deploying the sample network.

	· Default Gateway
	If there are routers on the subnet, type the IP address of the default gateway.
	No entry. In the sample environment no routers were used. This setting depends entirely on your environment. A representative of the organization’s networking team should be able to provide the proper default gateway address. 

	Obtain DNS server address automatically
	This option is not available when you have selected Use the following IP address.
	Not selected

	Use the following DNS server addresses:
	This option should be selected.
	Selected

	· Preferred DNS server
	Type the IP address of STAGINGDC1.
	10.0.1.1

	· Alternate DNS server
	Type the IP address of a Branches domain controller in the Data-Center-Site, HUBDC1.
	10.0.0.10


6. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
Verifying Name Resolution on the ADS Server
Before installing SQL Server, make sure that DNS is functioning and that the new server can contact the other domain controllers. If DNS is not functioning properly, solve any DNS problems prior to proceeding with server configuration.

You will need:

· Credentials: The user name and password for the local administrator account on ADBODSServer
[image: image7.wmf]
To verify name resolution

7. Log on to ADBODSServer as the local administrator.
8. Click Start and then click Run.
9. In the Run dialog box, type cmd and then click OK.
10. Verify that you can communicate with the forest root domain. At the command prompt, type:

ping corp.contoso.com
(using the fully qualified domain name of your forest root domain)
Make sure that the IP address of a domain controller in the forest root domain is returned. In the example scenario, ROOTDC1 or ROOTDC2 will be returned.
11. Verify that you can communicate with the Branches domain. At the command prompt, type:

ping branches.corp.contoso.com
(using the fully qualified domain name of the new domain.

Make sure that it returns the IP address of the first domain controller in the Branches domain. In the example scenario, the IP address of HUBDC1, HUBDC2, STAGINGDC1, or one of the bridgehead servers is returned.

12. Verify that DNS can resolve the name of a domain controller in the Branches domain. At the command prompt, type:

ping STAGINGDC1.branches.corp.contoso.com
(using the fully qualified name of the new domain controller)

Make sure that the IP address of the named domain controller is returned. In the example scenario, 10.0.1.1 is returned.

If the correct IP address is not returned at each command, then DNS is not functioning properly. You must diagnose and solve any problems with DNS before proceeding with server configuration.

13. Close the command prompt.

Joining the Branches Domain

The last step before installing SQL Server is to make the ADS server a member of the Branches domain so that it can run in the same security context as the domain controllers it will be used to build.

You will need:

· Credentials: 
· The user name and password for the local administrator account on ADBODSServer

· The user name and password for a Domain Admins account in the Branches domain

· Tools: System Control Panel
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To join the Branches domain
14. Log on to ADBODSServer as the local administrator.

15. Click Start, point to Control Panel, and then click System.
16. Click Computer Name, and then click Change.
17. Under Member of, click Domain, type branches.corp.contoso.com, and then click OK.
18. In the User name box, type branches\DomainAdminsAccountName. 
19. In the Password box, type the password for a domain administrator account in the Branches domain, and then click OK.

20. Click OK in the Welcome to the branches.corp.contoso.com domain message box. 
21. Click OK in the You must restart this computer for the changes to take effect message box.
22. Click OK to close the System Properties dialog box.
23. Click Yes to restart the computer.
Installing SQL Server MSDE Edition
ADS utilizes a database to manage its information. The database is created during the installation of the ADS files. For this reason, a database engine must be installed and ready to go prior to the installation of the ADS files. For the sample branch office scenario, SQL Server MSDE Edition is used as the database engine. SQL Server MSDE Edition ships with ADS.

You will need:

· Credentials: The user name and password for the local administrator account on ADBODSServer
· Files:

· SQL Server installation files

· ADS1_0.exe, the Automated Deployment Services imaging tools, which can be downloaded from “Automated Deployment Services” on the Web at http://go.microsoft.com/fwlink/?LinkID=16715. The executable should expand files to c:\ADS.
[image: image9.wmf]
To install SQL server

24. Log on to ADBODSServer as the local administrator.
25. Right-click Start and then click Explore.

26. Search for the file ADS1_0.exe and then execute the file.

27. Start ADSSetup from c:\ADS.
28. Click Install Microsoft SQL Server Desktop Engine (Windows).
29. Follow the instructions of the SQL Server installation.
After the installation process has completed, the SQL Server installation application will close without displaying any additional messages or prompting you to click any buttons to close.

Checking for Additional PXE Boot Environments

If another PXE environment, such RIS, is in place on the network, you must make sure the ADS environment for the staging site is put on a separate subnet, isolated from the other PXE environment. This guide assumes that only one PXE environment is present on the network and does not take into consideration the ramifications of additional PXE environments. For further information, see the “Microsoft® Windows  Server™ 2003 Deployment Kit” on the Web at http://go.microsoft.com/fwlink/?LinkId=18370 and the “Automated Deployment Services” documentation on the Web at http://go.microsoft.com/fwlink/?LinkId=16715.

Installing Automated Deployment Services

Once SQL Server has been installed it is time to install Automated Deployment Services. During this process the ADS files will be installed and the ADS database will be created.

You will need:

· Credentials: The user name and password for the local administrator account on ADBODSServer

· Files: The ADS installation files
[image: image10.wmf]
To install the ADS Server services

30. Log on to ADBODSServer as the local administrator.
31. Start ADSSetup from C:\ADS.
32. Click Install Automated Deployment Services and then click Next.
33. Click I accept the terms of the license agreement and then click Next.
34. For Setup Type, click Full Installation and then click Next.
35. In PXE installation dialog box, click OK and then click Next.

36. Set parameters in the Configure the ADS Controller dialog box, using the information in Table 6.3 as a guide:
Table 6.3   ADS Controller Settings
	Wizard Page or Dialog Box
	Action
	Example

	SQL Database Engine
	Select a database engine
	Use Microsoft SQL Server Desktop Engine (MSDE)

	ADS Database configuration
	Select the behavior for the database creation
	Create a new ADS Database

	Create a Self-Signed Certificate
	
	Use default Option (checked)


37. Select the installation path to the Windows Server 2003 setup files, and then click Next. 
38. Select a path where the images will be stored, click Next.

39. Click Install and then click Finish.
Verifying the ADS Installation

Before configuring the ADS server you need to verify that ADS installed correctly. This involves checking setup logs to ensure that no errors occurred and then verifying that the proper services are running.
You will need:

· Credentials: The user name and password for a local administrator on the ADBODSServer
[image: image11.wmf]
To verify that the ADS installation has completed successfully
40. Log on to ADBODSServer as the local administrator.
41. Click Start, point to Administrative Tools, and then click Services.
42. Check that the following services are running:

· ADS Administration Agent

· ADS Controller

· ADS Deployment Agent Builder

· ADS Image Distribution Service

· ADS PXE Service

· TFTPd 

Installing the Branch Office Installation Files

This guide uses a variety of scripts and specific versions of some utilities. These files have been included in a self extracting executable file named ADBranch03.exe that is downloaded with this guide. You must extract those files onto the ADS server.

You will need:

· Credentials: The user name and password for the local administrator on the ADBODSServer
· Tools: ADBranch03.exe

[image: image12.wmf]
To install the branch office installation files

43. Log on to ADBODSServer as the local administrator.
44. Right-click the Start menu and then click Explore.

45. Search to locate the ADBranch03.exe file.
46. Run the executable. When prompted for a folder, type C:\adbranch03 and press ENTER. The executable creates the directory structure inside C:\adbranch03 and extracts the files for the branch office installation into this directory tree.

47. Click Close to close the Self Extractor dialog box.
Configuring the ADS Server

The final step in preparing the ADS server is configuring the ADS environment so that it can be used in your branch office environment. You need to create user accounts and shared folders for the ADS services to use while they build domain controllers. You must also configure the ADS services to use the proper credentials while adding new domain controllers to the domain. You also need to configure ADS to use the PXE environment to start the setup process used to build the domain controllers. The process of configuring the ADS server is shown in Figure 6.4.
Figure 6.4   Configuring the ADS Server
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Creating User Accounts

To ensure secure access for known users and services during the build process, you have to create additional user accounts, both in the domain and on the ADS server.

You will need

· Credentials: The user name and password for a Domain Admins account in the Branches domain
· Tools: Active Directory Users and Computers
[image: image14.wmf]
To create user accounts in the Branches domain

48. Log on to STAGINGDC1 as a domain administrator in the Branches domain. 
49. Click Start, point to Administrative Tools, and then click Active Directory Users and Computers.

50. Expand branches.corp.contoso.com.

51. Right-click the Users container, point to New, and then click User.
52. In the New Object - User dialog box, type the following values:

First name: ADS
Last name: Controller
User logon name: ADSController
and then click Next.
53. In the Password box, type a password that meets your requirements, and then confirm the password.

54. Clear the User must change password at the next logon check box, and then select Password never expires. 

55. Click Next and then click Finish.
[image: image15.wmf]
To create user accounts on ADBODSServer

56. Log on to ADBODSServer as a domain administrator in the Branches domain.
57. Click Start, right-click My Computer, and then click Manage.
58. Expand System Tools and Local Users and Groups.
59. Right-click the Users container, and then click New User.
60. In the New User dialog box, type the following values:

User name: AdbodgUser
Full name: AdbodgUser
Password: a password that meets your requirements, and then confirm the password.
61. Clear the User must change password at the next logon check box, and then select Password never expires. 

62. Click Create and then click Close.
Because the ADBODSServer is a member server, you must add a user to specific groups.
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To add the ADSController user account to the Administrators group
63. Click Start, right-click My Computer, and then click Manage.
64. Expand System Tools and Local Users and Groups, and then click Groups.
65. In the details pane, right-click Administrators and then click Add to Group.

66. In the Administrators Properties dialog box, click Add.

67. In the Select Users or Groups box, type ADSController.

68. Click OK twice.

69. Close Active Directory Users and Computers.
Sharing and Securing Image and Script Folders

To prepare the server for setting up the branch office domain controllers, you must share the location where it will store its images and scripts and set permissions that provide proper access to the files. Perform these steps on ADBODSServer.

You will need

· Credentials: 
· User name and password for a Domain Admins account in the Branches domain

· User name and password for a local administrator account on ADBODSServer
[image: image17.wmf]
To share the Adbog folder

70. Log on to ADBODSServer as a domain administrator in the Branches domain.

71. Right-click Start and then click Explore.

72. Expand c:\ADBranch03\adbodg
73. Right-click the c:\adbranch03\adbodg folder and then click Sharing and Security.

74. In the adbodg Properties dialog box, click Share this folder. Use the default name adbodg.
75. Click Permissions.
76. In the Permissions for adbog dialog box, click Everyone and then in the Allow column, click Full Control.
77. Click OK twice.
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To set permissions on ADBODG folders
78. Log on to ADBODSServer as a local administrator.

79. Right-click Start and then click Explore.

80. Expand c:\ADBranch03\adbodg.
81. For the four folders listed in Table 6.4, right-click the folder name, click Properties, click the Security tab, set the permissions listed in the table, and then click OK.
Table 6.4   Permissions on ADBODG folders

	Folder
	User
	Permissions

	Perboot
	ADBODSServer\adbodgUser

Branches\Domain Admins

Corp\Domain Admins
	Allow : Modify+Read & Execute+List folder contents+Read+write

	Logs
	ADBODSServer\adbodgUser

Branches\Domain Admins

Corp\Domain Admins
	Allow : Modify+Read & Execute+List folder contents+Read+write

	Scripts
	ADBODSServer\adbodgUser
	Deny write

	LauncherStarter
	ADBODSServer\adbodgUser

Branches\Domain Admins

Corp\Domain Admins
	Allow : Modify+Read & Execute+List folder contents+Read+write


[image: image19.wmf]
Note

These permissions are in addition to the default settings on the folders listed in Table 6.4.
Changing Service Credentials

It is important that ADS Services have access in the domain. Therefore, the ADS Administration Agent needs to be reconfigured to run with a domain user account.
You will need

· Credentials: The user name and password for a Domain Admins account in the Branches domain

[image: image20.wmf]
To change service credentials

82. Log on to ADBODSServer as a domain administrator in the Branches domain.
83. Click Start, point to Administrative Tools, and then click Services.
84. Double-click ADS Administration Agent.
85. In the ADS Administration Agent Properties (Local Computer) dialog box, click the Log On tab.

86. Under Log on as, click This Account and type the account name ADSController@branches.corp.contoso.com.
87. In the Password box, type the password for that account and then confirm the password.
88. Click OK twice and then close the Services Control Panel.

[image: image21.wmf]
Note

The ADS Administration Agent service must be restarted to begin using the new account credentials.

Configuring the ADS Controller Service

The basic services to provide installation capabilities reside on the ADS Server. You must change the configuration of these services so they will function in your branch office environment. These setting configure device discovery on the ADS server and determine which job template is to be used for the installation process. Enabling device discovery makes it possible for the ADS Controller to discover new devices on the network and add device records for them based on their MAC address (which they broadcast on the network when their power is turned on). 
You will need

· Credentials: The user name and password for a domain administrator account in the Branches domain

[image: image22.wmf]
To configure the ADS Controller service

89. Log on to ADBODSServer as a domain administrator in the Branches domain.
90. Click Start, point to All Programs, Microsoft ADS, and then click ADS Management.
91. Select Console Root, Automated Deployment Services, Services.
92. Click Controller Service, right-click, Properties, and then click Service.
93. Enter values for the parameters shown in Table 6.5 and then click OK:

Table 6.5   Properties of ADS Controller Service

	Wizard Page or Dialog Box
	Action
	Example

	to PXE Action
	Click Add.
	

	to BMDP Action
	Leave the default value.
	

	Default Job Template
	In the Responses area, select a specific template to influence the installation process.
	boot-to-da (on next PXE boot, boot into deployment agent)


Configuring the LauncherStarter

The LauncherStarter script is used to automatically start the installation process once ADS has installed a new image on a new branch office domain controller. The LaucherStarter script gets scheduled to run every thirty minutes. Each time it is run it checks to see if any new servers have been prepared by the ADS server. If it discovers any new servers the LauncherStarter then initiates the final installation process on the new domain controllers to prepare them for shipment to their branch office locations.

You will need

· Credentials: The user name and password for a Domain Admins account in the Branches domain
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To configure the LauncherStarter

94. Log on to ADBODSServer as a domain administrator in the Branches domain.
95. Click Start, point to Control Panel, Scheduled Tasks, and then click Add Scheduled Task.
96. In the Scheduled Task Wizard, click Next.
97. Click Browse, navigate to c:\adbranch03\adbodg\scripts, click launcherStarter.cmd, and then click Open.
98. For the task name, type launcherStarter and then, under Perform this task, click Daily and then click Next.
99. In the Start time box, set a time that is at least 10 minutes in the future.

100. Under Perform this task, click Every Day, leave the current date as a start date, and then click Next.
101. Type a valid domain administrator account name, type the password and confirm it, and then click Next.
102. Check Open advanced properties for this task when I click Finish, and then click Finish.
103. On the Task tab, in the Run box, to the existing path append NOSKIPLOG ADBODSServer branches\Administrator BranchesAdministratorPassword
[image: image24.wmf]
Important

Administrators on ADBODSServer will be able to see this scheduled task and therefore read the Administrator password used in the command line. Treat this computer with the same level of trust that you require of someone with physical access to a domain controller. The process assumes you trust the people running the process, as they will have physical access to a domain controller when the process is completed.
104. Click the Schedule tab and then click Advanced.
105. Select Repeat task and then, in the Every box, set 10 and click minutes.
106. Click Duration and set the duration to 9999 hour(s).
107. Click OK to accept the advanced schedule options.

108. Click OK to accept the schedule for the task. If prompted, provide the domain administrator account credentials.

[image: image25.wmf]
Verify the launcherStarter scheduled task was installed correctly
109. Click Start and then click Run.
110. In the Run dialog box, type cmd and then click OK.
111. At the command prompt, type:

schtasks /RUN /TN launcherStarter
and then press ENTER.
112. Use notepad \\ADBODSServer\admin$\debug\launcherStarter.log to verify that the log does not contain any errors.

Building the Domain Controller Image

When the ADS environment setup and configuration has been completed, you must create the image that will be used to build the branch office domain controllers. This process includes customizing networking settings on a server that represents a model of the servers that are used in the branch offices, and configuring the server for remote administration. In the example deployment scenario, the model server is named IMAGE1. The process for building the domain controller image is shown in Figure 6.5.
Figure 6.5   Building the Domain Controller Image
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After configuring IMAGE1, you have a model of a stand-alone server that is ready to be promoted to a branch office domain controller. The next step is to create an image of the model that ADS can use to build other domain controllers and create a job template for the installation process.

This procedure assumes you are starting with a server that has the base operating system installed in accordance with the recommendations presented in “Software Requirements” in the deployment section of this guide (Chapter 1, “Overview of Deploying Active Directory in Branch Office Environments”).
Configuring the Network Settings

This process configures the server model so that servers going through the staging process get their IP and DNS settings from the DHCP server in the staging site. 
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Note

Network configuration settings can be made during the initial installation of the base operating system. If you choose to do so, make sure the settings follow the recommendations outlined in this procedure.

You will need:

· Credentials: The user name and password for the local administrator account on the model server
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To configure the network settings

113. Log on to IMAGE1 as the local administrator.
114. Click Start, point to All Programs, Accessories, Communications, and then click Network Connections.
115. Right-click the appropriate active network connection and then click Properties.

116. Click Internet Protocol (TCP/IP) Properties and then click Properties. 
117. In the Internet Properties (TCP/IP) Properties dialog box, click Use the following IP address. Then, using the information in Table 6.6 as a guide, type in the network address settings for your organization.

Table 6.6   TCP/IP Properties of IMAGE1

	Wizard Page or Dialog Box
	Action

	Obtain an IP address automatically
	Select this option.

	Use the following IP address
	Leave this unselected.

	IP address
	Use the default settings Obtain an IP address automatically. An address should be obtained by DHCP.

	Subnet mask
	Disabled.

	Default Gateway
	Disabled.

	Obtain DNS server address automatically
	Select this option.

	Use the following DNS server address
	Disabled.


118. Click OK to close the Internet Protocol (TCP/IP) Properties dialog box, click Close to close the active network connection properties window, and then close Network Connections.
Installing the DNS Server Service

In the branch office environment it is recommended that all domain controllers act as DNS servers. This includes the branch office domain controllers. Since this image will be used to build those domain controllers the DNS Server service needs to be installed so that it is included in the image.

You will need:

· Credentials: The user name and password for the local administrator account on the model server
· Tools: DNS snap-in (Administrative Tools)
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To Install the DNS Server service
119. Log on to IMAGE1 as the local administrator.
120. Click Start, point to Control Panel, and then click Add or Remove Programs.
121. Click Add/Remove Windows Components.
122. In the Windows Components Wizard, in the Components box, click Networking Services and then click Details.
123. Click Domain Name System (DNS).
124. A message box is displayed indicating that you are using a dynamic TCP/IP address on a computer that is configured as a DNS server. 

125. Click OK to close the message box. This will open a network adaptor properties dialog box.

126. Click OK to close this dialog box without making any changes. A message is displayed indicating that the DNS server is still configured with a dynamic TCP/IP address.
127. Click OK to close the message box.
128. Click Finish.
Configuring Forwarders

The DNS servers in the Branches domain are configured to use forwarders. This must also be included in the image.

You will need:

· Credentials: The user name and password for the local administrator account on the model server
· Tools: DNS snap-in (Administrative Tools)
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To configure forwarder entries

129. Log on to IMAGE1 as the local administrator.
130. Click Start, click Administrative Tools, and then click DNS. 

131. Right-click IMAGE1, click Properties, and then click the Forwarders tab.
132. On the Forwarders tab, type the following parameters, using Table 6.7 as a guide. 

Table 6.7   DNS Forwarders for IMAGE1
	Wizard Page or Dialog Box
	Action
	Example

	DNS Domain
	Accept the default value.
	All other DNS domains

	Selected domain’s forwarder IP address list
	Type the IP addresses of the DNS servers from the forest root domain corp.contoso.com, clicking Add after each one.
	10.0.0.1
10.0.0.2


133. Click OK.

134. Close the DNS snap-in.
Disabling NS Record Registration

Automatic NS record creation must be disabled on the branch office domain controllers in order to control how NS records are propagated throughout the environment. Therefore, disabling NS record creation also needs to be included in the image.
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.

You will need:

· Credentials: The user name and password for the local administrator account on the model server
· Tools: Regedit.exe
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To configure DNS registry keys

135. Log on to IMAGE1 as the local administrator.
136. Click Start and then click Run. 

137. In the Run dialog box, type regedit and then click OK.
138. In the Registry Editor, navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DNS\Parameters\

139. Right-click Parameters, click New, and then click DWORD Value.
140. Type DisableNSRecordsAutoCreation as the entry name, and then press ENTER.
141. Double-click DisableNSRecordsAutoCreation to open the Edit DWORD Value dialog box.

142. In the Value data box, type 1 and then click OK.
143. Close Regedit.
Extending the DNS Tombstone Lifetime

You must extend the tombstone lifetime for DNS records stored in the directory. This is done to prevent records from being removed from the directory while a new branch office domain controller is off line and being shipped to its new location. 
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.

You will need:

· Credentials: The user name and password for the local administrator account on the model server
· Tools: Regedit.exe
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To extend the DNS tombstone lifetime
144. Log on to IMAGE1 as the local administrator.
145. Click Start and then click Run. 

146. In the Run dialog box, type Regedit and then click OK. 
147. In the Registry Editor dialog box, navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DNS\Parameters\
148. Right-click Parameters, click New, and then click DWORD Value.
149. Type DsTombstoneInterval as the entry name, and then press ENTER.
150. Double-click DsTombstoneInterval to open the Edit DWORD Value dialog box.

151. Set the value to 15 days (in seconds), as follows: 

a. Under Base, click Decimal.
b. In the Value data box, type 1296000 and then click OK.

152. Close Regedit.
Configuring DirectoryPartitionAutoEnlistInterval
Next you must configure DNS to automatically attempt enlisting in the application directory partition once every 30 minutes with the domain naming master. This overrides the default setting of 24 hours to reduce the amount of time that a newly staged domain controller might take to enlist in the application directory partition.
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.
You will need:

· Credentials: The user name and password for the local administrator account on the model server
· Tools: Regedit.exe
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To configure DirectoryPartitionAutoEnlistInterval
153. Log on to IMAGE1 as the local administrator.
154. Click Start and then click Run.
155. In the Run dialog box, type Regedit and then click OK.
156. In the Registry Editor dialog box, navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DNS\Parameters\

157. Right-click Parameters, click New, and then click DWORD Value.
158. Type DirectoryPartitionAutoEnlistInterval as the entry name, and then press ENTER.
159. Double-click DirectoryPartitionAutoEnlistInterval to open the Edit DWORD Value dialog box.

160. Set the value to 30 minutes (in seconds), as follows: 

c. Under Base, click Decimal.
d. In the Value data box, type 1800 and then click OK.

161. Close Regedit.
Installing Additional Tools

You must install the tools onto the image server that will be used to deploy and maintain the branch office domain controllers. Some of these tools are found on the Windows Server 2003 installation CD and some of them are from Windows Server 2003 Resource Kit Tools.
After you install Windows Support Tools, you need to copy the updated versions of Dcdiag.exe and Repadmin.exe, which are included with this guide, from their location on ADBODSServer to the Support Tools folder on IMAGE1.
You will need:

· Credentials: The user name and password for an administrator on the model server
· Tools:

· Windows Server 2003 Support Tools

· Windows Server 2003 Resource Kit Tools

· Files: Updated versions of Repadmin.exe and Dcdiag.exe
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To install additional packages

162. Log on to IMAGE1 as the local administrator.
163. Install Windows Server 2003 Resource Kit Tools from the Microsoft Download Center on the Web at http://go.microsoft.com/fwlink/?LinkID=20334.
164. Create a new directory c:\SYSPREP.

165. From the \SUPPORT\TOOLS folder on the Windows Server 2003 installation CD, extract the Deploy.cab file to c:\SYSPREP.
166. Install the Windows Server 2003 Support Tools from the SUPPORT\TOOLS folder on the Windows Server 2003 installation CD.
167. Connect to ADBODSServer and copy the files Repadmin.exe and Dcdiag.exe from C:\ADBranch03\Bin\Tools\x86 on ADBODSServer to C:\Program Files\Support Tools on IMAGE1. When asked to confirm replacing the existing files, click Yes.
Recording the MAC Address

To capture the server image for use in ADS, you reference the MAC address of the server used make the image. Record the MAC address of this server and keep track of it for later use.

You will need:

· Credentials: The user name and password for the local administrator on the model server
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To record the MAC address

168. Log on to IMAGE1 as the local administrator.
169. Click Start and then click Run.

170. In the Run dialog box, type cmd and then click OK.
171. At the command prompt, type ipconfig /all and then press ENTER.
172. Record the Physical Address, which is a series of six hexadecimal numbers separated by hyphens.
Running SYSPREP

Before you start building a system image, it is necessary to prepare the computer so that the system information is valid for mass deployment. The SYSPREP tool prepares a system before imaging. 

You will need:

· Credentials: The user name and password for the local administrator account on the model server
· Tools: Sysprep.exe
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To run SYSPREP

173. Log on to IMAGE1 as the local administrator.
174. Click Start and then click Run.

175. In the Run dialog box, type cmd and then click OK.
176. Change the directory to c:\sysprep.
177. Type sysprep and then press ENTER.
178. In the Startup dialog box, click OK.
179. Click Reseal Mode and then click OK to enable SID Regeneration.
180. Wait until the computer finishes the shutdown successfully.
Running ADS Imaging

ADS Services are used to capture images. ADS consists of a number of tools that work together to gather and store all the information needed to image a server.

You will need:

· Credentials: The user name and password for the local administrator on the ADBODSServer

· Information: MAC Address of the server IMAGE1
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To run ADS imaging

181. Log on to ADBODSServer as the local administrator.
182. Click Start, point to All Programs, Microsoft ADS, and then click ADS Management.
183. Open Console Root, Automated Deployment Services, Devices.
184. Right-click the Devices folder and then click Add Device.
185. Type image1 and the MAC address of IMAGE1.
186. Click OK to create the device.

187. Click Cancel to finish adding devices.

188. Right-click the Image1 device record and then click Take control.
189. Right-click the IMAGE1 device object, click Properties, and then set the Default Job template to boot-to-da. 
190. Click OK to accept the change.

191. Boot Image1. This should boot Image1 into the Deployment Agent using PXE. 

192. In the ADS Management console, expand the Automated Deployment Services tree, right-click the Devices folder, and then click Refresh. Confirm that Image1 is in the Connected to DA state.

193. Right click the Image1 device object, click Run job, and then click Next.

194. Click Create a one-time job and then click Next.
195. In the Description box, type “Image Capturing” and click Next.

196. Click Task Sequence and then click Next.
197. Type the path to the Task Sequence file, type C:\ADBranch03\ads\bocapture-image.xml, and then click Next. 
198. Click Finish. A message box will appear displaying the job number. Note the job number because you can use it to track the progress of the job later on, and then click OK.
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Note

If you have more than one image to capture you will need to edit Bocapture -image.xml and replace the string Image1 with the names of your images.
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To check the progress of the imaging job
199. In ADS Management console, expand the Automated Deployment Services tree and select the History folder.

200. Right-click the History folder and then click Refresh. 
201. In the Job pane, you will see a list of jobs in progress. Verify that your job is listed. It can be identified by the job number that was displayed when you started the job. 
202. You might need to refresh the view to see the status of the listed jobs change. A white check mark in a green circle indicates successful completion. A white “x” in a red circle indicates failure.
[image: image43.wmf]
Note

In the case of a failure, you can right-click the job in the History pane and select Properties, which will display the detailed steps of the job. Clicking each step will display any errors associated with that step to help diagnose the problem.
203. When the job has completed, using the ADS management console, perform the following steps:

e. Expand the Automated Deployment Services tree and then click Images.
f. Right-click the Images folder and then click Refresh.
g. Verify that your image is listed in the contents of the folder. It will be listed either as Image1 or the value you replaced the string with in Bocapture-image.xml.
Preparing the Staging Data Files

When ADS installs the image on a branch office domain controller, the image must be customized for each particular server. The customizations include the information that ADS needs to build unique servers based on the image that was created earlier. The information includes items such as the computer name for the new server, the administrator password, and the time zone settings. These are items that the setup process will need to finish building the domain controller once the staging process is completed.

ADS gets this information from two files, ADDeployment.xml and BranchSettings.csv. ADDeployent.xml contains global information that applies to all computers such as the domain administrator user name and the preferred DNS settings. BranchSettings.csv contains per-computer settings such as site membership. You must configure these two files so that they are ready for use by the ADS server. 

As a precautionary measure, you should also verify the locations of the data and script files that are used for the staging process. Doing so will help eliminate possible points of failure once the staging process is in progress. These settings should not need to be changed; however, if you choose to extract the files accompanying this guide to a location other than the location specified in the instructions in this guide, some of these values might need to be changed in order for the scripts to function properly.

One last safety check you should perform is to verify that the licensing settings are correct in the Sysprep.inf file. 
Perform all of the following procedures on ADBODSServer.
You will need:

· Credentials: The user name and password for a Domain Admins account in the Branches domain
· Files: 
· C:\ADBranch03\ads\ADDeployment.xml

· C:\ADBranch03\ads\Branchsettings.csv
· C:\ADBranch03\ads\sysprep.inf
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To edit the ADDeployment.xml file

204. Log on to ADBODSServer as a domain administrator in the Branches domain.
205. Using Notepad.exe, open the ADDeployment.xml file in the c:\adbranch03\ads folder.

206. In the comments at the beginning of the file, you will find the instructions for the changes you need to be made and how to make them. Follow those instructions to customize the ADDeployment.xml file.

207. After the changes have been made, save the ADDeployment.xml file back to the same location using the same name.

208. Using Internet Explorer, open the ADDeployment.xml file to ensure that it is error free:

h. Click Start and then click Run. 

i. In the Run dialog box, type C:\ADBranch03\ads\ADDeployment.xml and then click OK. 
The file should be displayed without errors.
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To edit the Branchsettings.csv file

209. Using Notepad.exe, open the Branchsettings.csv file in the c:\adbranch03\ads folder.

210. Using Notepad.exe, open the ADDeployment.xml file in the c:\adbranch03\ads folder.

211. In the comments at the beginning of ADDeployment.xml, you will find the instructions for the changes you need to make to the Branchsettings.csv file and how to make them. Follow those instructions to customize the Branchsettings.csv file.

212. After the changes have been made, save the Branchsettings.csv file back to the same location using the same name. 
213. Close the ADDeployment.xml file.
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To verify the file locations

214. Using Notepad.exe, open the ADDeployment.xml file in the c:\ADBranch03\ads folder.

215. Locate Process specific settings at the end of the file.

216. Verify that the paths in the process settings are correct, as follows:
· SYSTEMROOT should be set to the name of the directory where Windows was installed on the image you are deploying.

· SYSPREPINF should be set to the path for the Sysprep. inf file that gets extracted with the other files accompanying this guide.

· ADBODG_XML should be set to the path for the Adbodg.xml file gets extracted with the other files accompanying this guide.

· FIRSTBOOT should be set to the path for the POSTIMAGEFIRSTBOOT.cmd file that gets extracted with the other files accompanying this guide.
· SETPERBOOTCMD should be set to the path for the Setperbootscript.cmd file that gets extracted with the other files that accompany this guide.
[image: image47.wmf]
To verify the Sysprep.inf settings

217. Using Notepad.exe, open the sysprep.inf file in the c:\ADBranch03\ads folder.

218. Locate the TO DO section and read the instructions for how to configure the licensing options.

219. Based on the instructions in the file, verify that the licensing options in the file have been configured properly.

Configuring the ADS Job Template

Before initializing the ADS deployment you have to configure the installation routine. This is controlled by an instruction file, ADDeployment.xsl and a parameter file, ADDeployment.xml. Both are located in c:\ADBranch03\ads. 

You will need:

· Credentials: The user name and password for the local administrator account on ADBODSServer
· Tools: ADS Management
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To configure the ADS job template

220. Log on to ADBODSSERVER as the local administrator.
221. Click Start, point to All Programs, Microsoft ADS, and then click ADS Management.
222. Open Console Root, Automated Deployment Services, Job Templates.
223. Right click Job Templates, click New Job Template, and then in the Welcome dialog box, click Next.
224. Click An entirely new template and then click Next.
225. In the Name box, type Deploy Branch Office.

226. In the Description box, type Pushes the Image to the new DC and promotes the machine, and then click Next.
227. Click Task sequence and then click Next.
228. In the Task sequencing file \ box, type C:\ADBranch03\ads\ADDeployment.xml .

229. For Task sequence argument file, type C:\ADBranch03\ads\ADDeployment.xsl and then click Next.
230. For Destination device, click None.

231. Click Next and then click Finish.
You should be able to see the new task sequence in the Job Templates frame.

Configuring Branch Office Monitoring

Two monitoring solutions are recommended to keep track of your branch office deployment. To monitor the branch office domain controllers, it is recommended that you use Branch Office Monitor. To monitor the data center site, it is recommended that you use Microsoft Operations Manager (MOM). An additional monitoring option called Ultrasound is available for monitoring the FRS replication environment. Deploying and configuring all three of these solutions is discussed in Chapter 6, “Monitoring Active Directory in a Branch Office Environment,” in the Planning section of this guide. 

Files that are used by Branch Office Monitor are distributed automatically during the automated build process that is implemented by the scripts that are included with this guide. Files that are used by Ultrasound can be distributed automatically by modifying the process to build the branch office domain controllers. Both monitoring solutions have distribution files that need to be deployed along with the server image, or they need to be accessible to the automated build process somewhere on the network. The distribution files and instructions for how to distribute them with the server image are discussed in Chapter 6, “Monitoring Active Directory in a Branch Office Environment” in the Planning section of this guide. Specific instructions for how to modify the scripting files to automatically deploy these files are located in comment lines inside the scripting files.

By default, the scripts that are included with this guide integrate the Branch Office Monitor installation script (InstBROFMON.cmd) into the deployment process. If you do not want to use Branch Office Monitor, you need to modify the file that implements it before proceeding with installation procedures in Chapter 7, “Building a Branch Office Domain Controller” in the Deployment portion of this guide.
Excluding Branch Office Monitor from the Automated Installation

If you have chosen not to install Branch Office Monitor, use the following procedure to modify the ADDeployment.xml file found in the C:\ADBranch03\ads directory.

You will need:

· Credentials: User name and password for an account in the Administrators group on ADBODSServer.
· Files: C:\ADBranch03\ads\ADDeployment.xml
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To modify the ADDeployment.xml file
232. Log on to Log on to ADBODSServer as an Administrator.
233. Open the file C:\ADBranch03\ads\ADDeployment.xml in a text editor.

234. Replace the following text:

<USERCMDLINE1>"%COMSPEC% /C %systemdrive%\adbodg\scripts\BROFMON\InstBROFMON.cmd /target %systemdrive%\brofmon /report \\brofmonsrv\reports /log %systemdrive%\brofmonInstall.log"</USERCMDLINE1>

<USERCMDLINE2>""</USERCMDLINE2>

with this text:
<USERCMDLINE1>""</USERCMDLINE1>

<USERCMDLINE2>""</USERCMDLINE2>

Preparing the Reporting Shared Directory for Branch Office Monitor
If you do plan to use the automated build process to implement Branch Office Monitor, you must set up the shared folder that Branch Office Monitor will use as its centralized reporting location. Therefore, you need to create this shared directory before proceeding with the instructions for installing the branch office domain controllers, provided in Chapter 7, “Building a Branch Office Domain Controller” to ensure that the location is available to the Branch Office Monitor scripts when they begin creating report files. 
Setting up the Central Reporting Shared Folder
The shared folder that Branch Office Monitor uses to store its central reporting files should be created on a server that is running Windows Server 2003, is located in the data center site, and has network connectivity that is similar to the other servers in the data center site. Good network connectivity and location in the data center site are both important considerations because each branch domain controller will contact this server three times a day to transfer result and log files. 
You will need:

· Credentials: 
· User name and password for the local administrator account on BROFMONSRV
· User name and password for a Domain Admins account in the Branches domain
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Note

For the purposes of these procedures, it is assumed that you have chosen to place the central reporting share on a server named BROFMONSRV.
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To set up the Branch Office Monitor central reporting share

235. Log on to BROFMONSRV as the local administrator.

236. Right-click Start and then click Explore.

237. Create the folder that will be used to store the reports (for example, C:\ctrBROFMON\Reports).

238. Right-click C:\ctrBROFMON\Reports and then click Sharing and Security.

239. In the Reports Properties dialog box, click Share this folder. Use the default share name Reports.
240. Click Permissions.
241. In the Permissions for Reports dialog box, click Everyone and then in the Allow column, click Full Control.
242. Click OK and then, in the Reports Properties dialog box, click the Security tab.
243.  Click Add and then, in the Select Users or Groups dialog box, click Object Types.

244. In the Object Types dialog box, click Groups, and then click OK.

245. In the Enter the object names to select box, type the name of the Domain Controllers group for the domain you will be monitoring (for example, BRANCHES\Domain Controllers) and then click OK. If you are prompted for credentials enter the user name and password for a Domain Admins account in the Branches domain.
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Note

If you decide to use an account in the Builtin\Administrators group (other than the Administrator account) to install Branch Office Monitor and the account is not a member of the Domain Admins group in the domain where BROFMONSRV is located then you must grant the account you are using full control to the c:\ctrBROFMON\Reports folder.

246. With the new group selected, in the Permissions for Domain Controllers box, in the Allow column, click Full Control and then click OK. 
247. Repeat steps 9 through 12 for all domains where Branch Office Monitor will be installed. 
Implementing Your Branch Office Monitoring Solution

To deploy Branch Office Monitor, Ultrasound, or MOM, follow the procedures that are provided in Chapter 6, “Monitoring Active Directory in a Branch Office Environment” in the Planning section of this guide before continuing with any additional deployment procedures.
Additional Information

These resources contain additional information that is related to this chapter.
Resources on the Web
· “Microsoft® Windows Server™ 2003 Deployment Kit” at http://go.microsoft.com/fwlink/?linkID=18370.

· “Designing Image-based Installations with Sysprep” in the Windows Server 2003 Deployment Kit at http://go.microsoft.com/fwlink/?LinkId=27956.
· “Automated Deployment Services Technical Overview” at http://go.microsoft.com/fwlink/?LinkId=27953.
· “Windows Server 2003 Resource Kit Tools” from the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkID=20334.

Publications

· Microsoft Corporation. Microsoft® Windows Server™ 2003 Deployment Kit. Redmond, Microsoft Press, 2003.

· Microsoft Corporation. Microsoft® Windows® 2000 Server Resource Kit. Redmond, Microsoft Press, 2000.
