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Chapter 6 

Monitoring Active Directory in a Branch Office Environment
In an environment that is running the Active Directory® directory service, the infrastructure that facilitates communication among the domain controllers is critical to the functionality of the directory service. Problems can occur with server hardware, software, or the network infrastructure. These problems can reduce the performance of the directory to the point where it starts interfering with users’ ability to use the network and can cause the directory to stop functioning entirely.

Many of these problems begin with one or two minor issues that cascade into a more serious event because of repeated failures. If you detect these minor issues early and fix the problems before they turn into something more serious, you can reduce the time and effort required to solve the problems and maintain good directory performance. Implementing a thorough monitoring solution makes it easier to detect problems so they can be dealt with before they become severe enough to start affecting the performance of the directory.

Monitoring is especially important in a branch office environment. Branch office deployments rely heavily on the links connecting the branch office locations to the hub. It is critical to make sure that nothing interferes with the traffic over those links. During the deployment of Active Directory in a branch office environment, you customize the replication topology to ensure that Active Directory runs as efficiently as possible and does not interfere with the daily operations of your network over those links. 

The goal of the customizations is to strike a balance between the bandwidth requirements of the directory service and the bandwidth required to maintain the normal business traffic between the branch and the hub. Implementing a monitoring strategy will help you maintain this balance. It will help you ensure that your branch office deployment is functioning as planned and that the directory service has sufficient bandwidth to function properly. It also makes it possible to quickly detect problems so that you can diagnose and fix them before they start impacting the performance of the network and the directory.

[image: image1.wmf]
Note

This chapter assumes you know how to use System Monitor, the monitoring utility included with the Microsoft® Windows Server™ 2003 operating system. It assumes you are familiar with configuring System Monitor to use various counters, collecting performance data in log files, and configuring alerts. For more information about these topics and general information about System Monitor, see Help in System Monitor.
In This Chapter

Determining What to Monitor
3
Monitoring Domain Controller Performance
3
Monitoring Directory Service Performance
4
Monitoring FRS
9
When to Monitor
12
Monitoring Solutions
13
Using System Monitor
13
Using Ultrasound
18
Using Branch Office Monitor
37
Using Microsoft Operations Manager
53
Monitoring the Example Scenario
53
Health of the Staging Environment
54
Health of the Enterprise
54
Solve Issues Before Deploying More Computers
55
Daily Monitoring Checklist
55
Additional Information
56
Determining What to Monitor

It is recommended that you regularly monitor all domain controllers. Domain controllers are responsible for managing the directory service and ensuring that the information stored in the directory is as up-to-date as possible. They do this by communicating with one another and replicating updates among themselves. If problems exist that prevent replication from occurring, information stored in the directory might become outdated. Outdated directory data can result in problems such as users being unable to access network resources because updated account information is not available. A directory that is not up-to-date is a security risk because a domain controller might not be aware that an account has been deleted or disabled. In this case, a user might be granted access to resources even though the account is no longer valid.

Monitoring the domain controllers gives you the best opportunity to detect problems before they jeopardize your environment and your users' ability to access network resources. Schedule daily automated health checks for your domain controllers and monitor the following aspects of the Active Directory environment on all domain controllers in the deployment:

· General domain controller performance (specifically, CPU utilization and disk space usage)

· Active Directory replication 

· File Replication service (FRS) replication 

Monitoring Domain Controller Performance

To monitor the general performance of domain controllers, observe CPU utilization and disk space availability performance counters. Regularly monitor these performance counters on all bridgehead servers. If you experience problems with a branch office domain controller, monitor these counters on that domain controller.

Monitoring CPU Utilization

Monitor CPU utilization on your domain controllers to determine if the domain controllers are overloaded by logon traffic or if bridgehead servers are overloaded by replication requests. Monitoring CPU utilization also allows you to verify that you are meeting your service level agreements.

To monitor a domain controller’s CPU utilization, use either System Monitor or Performance Logs and Alerts to monitor the Processor\ % Processor Time counter.

Monitoring Available Disk Space

Problems can arise with your domain controllers if the partition storing any of the following runs out of disk space:

· Active Directory database files

· Active Directory log files

· The SYSVOL folder

Consequently, you must monitor the available disk space for these partitions.

By default, these files and the folder are stored in either C:\WINDOWS\NTDS or C:\WINDOWS\SYSVOL. To monitor the free disk space on the partition that contains them, use System Monitor or Performance Logs and Alerts to monitor the LogicalDisk\Free Megabytes counter. 

Monitoring Disk Utilization

Performance problems can occur if the hard disk on the domain controller cannot keep up with all of the disk read-write requests it receives. As requests are received, they are queued and processed when the server has time to service the requests. If the requests are not being processed fast enough, the queue begins to fill up with the backlog of requests. Monitoring the size of the queue provides you with the opportunity to detect this situation before a problem occurs.

Use System Monitor to observe the queue length. Specifically, use the PhysicalDisk object and the Avg. Disk Queue Length counter. It is recommended that the outstanding requests on a domain controller should not average more than 10. If you find the queue length consistently exceeding 10 outstanding requests, you might want to consider using a higher-performance disk configuration or reducing the workload on this domain controller.
Monitoring Memory Utilization

Make sure that the domain controller has sufficient memory available at all times. The Available Mbytes counter in the Memory object in System Monitor can be used to monitor the amount of memory available. It is recommended that domain controllers always have at least 50 MB of available memory. 
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Note

The process that runs Active Directory is LSASS.exe. This process is designed to use as much available memory as possible, up to a maximum of 2.8 GB. LSASS.exe is also designed to release memory to other processes as they request it. The result is that if you examine the memory utilization through Task Manager, it will appear that LSASS.exe is monopolizing the memory. On a domain controller this is expected behavior to help Active Directory run more efficiently.

Monitoring Directory Service Performance

Monitoring directory service performance involves monitoring the amount of information that the directory service is reading and writing to the directory database. It also involves monitoring replication traffic between domain controllers. 

Monitoring Active Directory Replication

Besides monitoring the domain controllers themselves, you should also monitor replication traffic between them. Problems with the network can interfere with replication. Network problems can cause replication to slow down or stop, resulting in backlogs of replication data and inconsistency among domain controllers. Regular, ongoing monitoring allows you to detect problems that might arise in your Active Directory replication environment and gives you the opportunity to correct them before they affect the directory or the users. While System Monitor can be used to monitor directory replication from the perspective of the volume of data traffic, there are additional tools available that make it possible to monitor other aspects of the replication topology. Table 6.1 lists the areas of the replication environment that you should monitor and some tools that you can use to do so. 

Table 6.1   Areas of the Active Directory Environment That Require Monitoring
	Area
	Tool
	Tool Notes

	DNS and network configuration
	Netdiag.exe
	Included in Windows Server 2003

	Replication activity
	Replmon.exe
Dcdiag.exe
Repadmin.exe
	Replmon can be installed from the Support Tools folder included with the Windows Server 2003 installation files.

Although versions of Dcdiag.exe and Repadmin.exe are available in Windows Server 2003 Support Tools, updated versions have been included in the self-extracting executable file that accompanies this guide. For information about installing and using these tools, see the Deployment section of this guide.

	Domain controller performance
	Perfmon.exe
	Included in Windows Server 2003


Monitoring DNS and the Network Configuration
Use the Netdiag.exe command-line diagnostic tool to isolate network and connectivity problems. Netdiag.exe performs a series of tests to determine the state of the network client and whether it is functional. Netdiag.exe also verifies DNS name registrations. These tests and the network status information Netdiag.exe provides can be used to identify and isolate network problems. 

To use Netdiag.exe to monitor your Active Directory environment, open a command prompt and type:

netdiag /v

The /v switch specifies that you want to receive verbose output. 

The Lightweight Directory Access Protocol (LDAP) tests performed by Netdiag.exe generate a lot of network traffic as the tool attempts to contact every domain controller in your environment. For this reason, it is not recommended that you run this command every hour. Rather, to ensure that there are no LDAP problems, run Netdiag.exe once or twice a week as part of a normal monitoring regimen. You can use it more often when trying to isolate a particular problem.

The purpose of Netdiag.exe is to help you locate problems and monitor the status of networking components. After a problem has been identified you must troubleshoot and repair the problem using the appropriate tools based on where the problem is occurring.

Monitoring Active Directory Replication Activity
Repadmin.exe, Dcdiag.exe, and Replmon.exe are tools you can use to monitor replication activity between domain controllers. These tools make it easier to detect problems within the replication topology by showing the current status of the various replication connections between domain controllers. These tools are available in Windows Support Tools. However, updated versions of Repadmin and Dcdiag are included with the download of this guide and should be used in all procedures in this guide.
Repadmin.exe
Repadmin.exe allows administrators to view the replication topology from the perspective of an individual domain controller. Use Repadmin.exe to diagnose replication problems. In addition, you can use Repadmin.exe to force replication events between domain controllers and to view both the replication metadata and up-to-dateness vectors.

On each domain controller, use the /showrepl, /showconn, /replsum, and /showutdvec switches regularly. 

/showrepl
Specifying the /showrepl switch displays both inbound and outbound replication partners for each directory partition (referred to in the tool as “naming context”) hosted by a domain controller. Examining the replication partners allows you to determine if the domain controller has the correct connection objects. 

For each replication partner, /showrepl also displays the last time replication was attempted and whether the attempt was successful.
/showconn

Specifying the /showconn switch displays the connection objects on the domain controller. Examining the connection objects allows you to determine if the domain controller is configured to replicate with the correct bridgehead servers in the hub site. In addition, you can use this switch to verify that the connection is enabled, to identify the transport being used, and to check when the connection object was created and when it was last changed:

/replsum

Specifying the /replsum (/replsummary) switch can be a very useful way to check the replication health of your deployment and determine where potential issues might be. To create this summary, repadmin will contact each domain controller in the forest and collect replication status information.
The information collected is summarized and two views are generated, one from the source perspective and one from the destination perspective. The information is presented in three columns: Source DC, Largest Delta, and fails/total. 

From the source domain controller perspective, the columns can be interpreted as follows:

· Source DC: The domain controller that other domain controllers are attempting to replicate from.

· Largest Delta: The amount of time that has elapsed since all replication partners successfully replicated from this domain controller.

· Fails/total: A number that shows how many of the total number of replica links are failing. A high ratio of fails to total indicates that the Source DC is probably causing a problem.

From the Destination DC perspective, the columns can be interpreted as follows:

· Destination DC: The domain controller on which the replica links that specify inbound replication are located.

· Largest Delta: The amount of time that has elapsed since this computer last successfully replicated with each replication partner. 

· Fails/total: A number that shows how many of the replication links on Destination DC are failing. A high ratio would indicate that the failure is likely due to the Destination DC.

In general, the source perspective is often more useful because a 100% failure rate indicates a computer cannot be reached from any other domain controllers and is offline or experiencing network issues.

/showutdvec

Examining the up-to-dateness vector from time to time on one bridgehead server is another good way to ensure that replication is healthy. The up-to-dateness (UTD) vector shows the last time that a domain controller has received updates from each replication partner for a particular naming context. The UTD vector is transitive in that one domain controller does not have to talk directly to another domain controller to receive an update from it. 
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Note

/showutdvec shows only the health of inbound replication.

The output is a list of dates and times indicating the last time that inbound replication of the Configuration container occurred from each domain controller. If an excessive amount of time has passed since replication last took place, it could indicate a problem and there is reason to be concerned. 

The entries are listed by domain controller. Occasionally a GUID will be displayed instead of a domain controller’s name. It is safe to ignore the GUID entries because they indicate invocation IDs for domain controllers that have been demoted or rebuilt. These entries do not affect the health of the topology. 
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Note

The invocation ID is the server database GUID that domain controllers use to ensure replication consistency following a restore operation.

Dcdiag.exe

Use Dcdiag.exe to analyze the state of a domain controller and its interaction with other domain controllers. Dcdiag.exe performs the following tests and reports both status and problems:

· Connectivity

· Replication

· Topology Integrity 

· Check NC Head Security Descriptors 

· Check Net Logon Rights 

· Locator Get Domain Controller 

· Intersite Health 

· Check Roles 

· Trust Verification 

To monitor Active Directory replication, use the following switches:

· /v Provides verbose results, which makes troubleshooting errors that are detected easier.

· /f:LogFile Redirects output to the specified log file.

· /ferr:ErrLog Redirects fatal error output to a separate log file. 

Dcdiag.exe follows each test with a summary that indicates whether the test passed.
Replmon.exe

Use Replmon.exe to view the low-level status of Active Directory replication, force synchronization between domain controllers, view the topology in a graphical format, and monitor the status and performance of domain controller replication through a graphical interface.

You also can use Replmon.exe to identify the cause of errors reported in the summary file generated using a batch file. To do so, use the following Replmon.exe options:

· Generate Status Report. This option generates a status report for the monitored server that includes:

· A list of the server’s directory partitions

· The status of the replication partners for each of the directory partitions

· The domain controllers that the monitored server notifies when changes have been recorded

· The status of Group Policy objects, if any

· The domain controllers that hold the operations master roles

· A snapshot of the current contents of the performance counters on the computer

· The server’s registry configuration

· Show Replication Topologies. This option displays a graphical view of the intrasite topology. You can use this option to display the server’s properties and any intrasite and intersite connections that exist for that server. 

Monitoring FRS

File Replication service (FRS) is a multimaster replication engine that is used to replicate files between different computers. When you add, remove, or modify the contents of the SYSVOL folder on a domain controller, those changes are replicated by FRS to the SYSVOL folders on all other domain controllers in the domain.
FRS runs independently of Active Directory replication; however, it uses the same replication topology. FRS uses the same connection objects that Active Directory uses and it uses the same schedule that Active Directory uses for intersite replication. For these reasons, any problems with the topology that are impacting Active Directory replication might also be interfering with FRS replication. Also, any time you make change to the Active Directory replication topology, you must be aware of the effect the changes will have on the FRS environment. Conversely, you must also be aware of how much impact FRS replication will have on the available bandwidth between the branch offices and the hub site. Deploying Active Directory in a branch office environment involves customizing the replication topology to optimize Active Directory’s usage of the links between the branch offices and the data center. FRS replication will create traffic on these links in addition to the normal directory service traffic.

During the deployment process, new domain controllers are added to the forest. Each time a new domain controller is added, new connections are created and the new domain controller must start replicating with its partners in the forest. This includes both Active Directory replication and FRS replication. Before FRS replication can perform change-order-based replication with the new server, it must first synchronize by exchanging version vectors on the partners. This process is referred to as version vector join (vvjoin).

FRS performs a vvjoin on a new connection. In terms of impact on a server’s resources, a vvjoin is an expensive process. During the vvjoin process, FRS enumerates the database on both partners and compares file versions. Given that FRS is computationally, disk, and memory intensive during the vvjoin phase, it is not recommended that you have more than 10 vvjoins occurring in parallel on a server at any given time. 

During a branch office deployment you will likely be deploying multiple new domain controllers at the same time. Monitor FRS closely during this process to make sure that the vvjoin process is successful and to ensure that no domain controllers become overloaded while attempting to synchronize with too many new domain controllers at one time.
FRS is dependent on Active Directory replication for replicating connections. FRS polls Active Directory every five minutes to learn about new intrasite configuration changes and every 60 minutes to learn about new intersite configuration changes. After a new domain controller has reached its branch office location and is brought back online, the KCC creates new connections between the branch domain controller and the bridgehead server.
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Note

The inbound connections are formed when the KCC runs on the domain controller. For example, the inbound connection from the branch domain controller to the bridgehead server in the hub site is created on the bridgehead server the first time the KCC runs on the bridgehead server after the branch domain controller is shipped and brought online in the branch site. Similarly, the inbound connection from the bridgehead server to the branch domain controller is created when KCC first runs on the branch domain controller.

The instances of FRS running at both ends of a connection need to see the connection before they can perform a vvjoin on the connection. The only exception to this behavior is during the Active Directory installation process, when FRS creates a volatile inbound connection to the domain controller that is being promoted so that it can source immediately over this connection and not be delayed while Active Directory performs its initial replication. 
The Active Directory Load Balancing tool (ADLB) should be run every night to balance the connections on the bridgehead servers. It is important to monitor the FRS replication interval after ADLB is run to ensure that vvjoins occur successfully on any new connections created by ADLB. For more in formation about the vvjoin process, see Chapter 3, “Planning the Physical Structure of an Active Directory Deployment” in the Planning portion of this guide.
Monitoring FRS replication and ensuring that it is functioning in your environment is essential. If you are using Group Policy settings, and FRS has problems replicating, Group Policy setting changes will not replicate to the domain controllers that are experiencing replication problems. When replicating SYSVOL information, FRS uses the same connection objects that Active Directory use. It also uses the same schedule that Active Directory uses for intersite replication. Problems with FRS replication can be an indication of problems with the replication topology which might also affect Active Directory’s replication.
Few tools are available for monitoring FRS replication. However, you can use one or a combination of the following tactics and tools to provide limited monitoring:

· Use a “Tag File”

· Use event logs

· Use Ultrasound or for a quick pulse monitoring using Sonar

Monitoring FRS By Using a Tag File

Use FRS to replicate a file and watch the file’s progress as it is replicated to each domain controller. To do this, copy a tag file to the SYSVOL share. The tag file is simply a file (the contents of which do not matter) that you place in the SYSVOL share and then monitor its progress as FRS replicates it throughout the topology. After the next replication interval for a domain controller’s replication partners finishes, check the SYSVOL share of the replication partners to see if the tag file replicated successfully.
Monitoring FRS By Using Event Logs

The FRS Event logs are a key source of monitoring information. The following table summarizes the main FRS event log entries that should be monitored on a regular basis. This section describes each event in more detail and the actions required in each case.

Table 6.2   FRS Event Log Entries

	Event ID
	Severity
	Summary
	Actions Required

	13508
	(depends)
	Unable to RPC to a replication partner
	Wait for 13509. Might take up to 4 hours. If no 13509 follows within 4 hours, investigate.

	13509
	(none)
	Able to RPC to a replication partner
	No action – this indicates the 13508 wait is over.

	13511
	P1
	FRS Database is out of disk space
	Make more space available for FRS database.

	13512
	(none)
	Enabled disk cache detected
	Typically no action required.

	13522
	P1
	Staging area full
	An automatic process that trims the size of the staging area and treats it like a cache. Administrators should investigate increase as an optimization if this is repeatedly logged.

	13526
	P1
	SID cannot be determined from the distinguished name
	Restart FRS on that system.

	13548
	P1
	Systems clocks are too far apart
	Correct the clocks on one or more replica members.

	13557
	P1
	Duplicate connections configured
	Delete the unnecessary connection object.

	13567
	P2
	Excessive replication detected and suppressed.
	Investigate what is causing excessive replication. work; in the meantime the FRS server is using CPU and disk resources to damp the replication traffic by comparing files to previously sent copies.

	13568
	P1
	Journal wrap
	Requires a non-authoritative restore to be performed on the server that wrapped because FRS has no means of recovering from the situation.

	13573
	P2
	Sharing violation 
	Determine what is causing FRS to be blocked from installing the file.


Using Ultrasound to Monitor FRS During Deployment
Ultrasound is a tool that allows you to monitor FRS behavior on your domain controllers. It gathers FRS status information, pushes the information into a database, and analyzes the data to look for problems or other issues that require administrator notification or intervention. For more information about using Ultrasound to Monitor FRS, see “Monitoring Solutions” later in this chapter.

When to Monitor

Monitoring should be part of your daily operations checklist. Implementing a regular monitoring solution helps you track the health of your environment on a daily basis. Checking monitoring feedback on a daily basis makes it much easier to spot potential problems early and gives you a better chance to diagnose them before they impact the functionality of the directory.

Monitoring should be integrated into your deployment plan. Building your monitoring solution into your deployment plan provides two key benefits:

Makes it possible to monitor your deployment. If you are able to discover problems during the deployment process, you can address them as they are revealed. If needed, you can pause the deployment operations so that you can solve problems that might not have been discovered during your deployment testing. Monitoring during your deployment helps to ensure that your new environment is operating as expected.

Makes it easier to deploy your monitoring solution. Having your monitoring plan in place during the deployment operations means that you already know where your monitoring components need to be located. Therefore, you might be able to utilize your deployment process to also distribute your monitoring components. In this way, newly deployed computers will already have their monitoring components in place when they are brought online at their new locations. Implementing your monitoring solution during deployment eliminates the need for a second deployment operation to implement monitoring after the initial deployment is complete.

After the deployment is completed, continue to perform daily monitoring operations and keep track of the daily health of your directory environment. The items that you need to monitor are discussed in other sections of this chapter. Over time, you will determine which items you need to track in your particular environment. It is not likely that everyone will need to track every option all the time. Rather, you will learn over time which items are useful to you for your particular circumstances. When your environment has stabilized, continue to monitor on a daily basis. Monitoring is something that you should continue to perform throughout the lifetime of your directory. 

Scheduling

If your branch office domain controllers replicate with the bridgehead servers in the hub site only once a day, schedule the daily quality assurance check to occur after the replication cycle completes. You can then verify that the day’s replication was successful, detect problems that might have occurred, and correct those problems before the next replication cycle begins. If the quality assurance check is performed before the daily replication cycle, you might not detect problems for up to 24 hours, which could allow the problem to have a greater effect on your environment.

Monitoring Solutions

Due to the nature of a branch office environment, with many branch offices directing all their directory requests through designated bridgehead servers, it is very important that any problems related to the communication between the branch offices and the bridgehead servers be detected and diagnosed as early as possible. For this reason, monitoring your branch office deployment is critical. 

There are many different ways for you to monitor your Active Directory environment. Some are built into Windows Server 2003 and others can be added after Windows has been installed. Four monitoring solutions that you can use in your branch office environment are discussed in this chapter:

· System Monitor

· Ultrasound

· Branch Office Monitor 

· Microsoft Operations Manager (MOM)

Using System Monitor

System Monitor is a built-in utility for monitoring various performance counters that are built into Windows Server 2003. System Monitor can be used to monitor CPU utilization, memory utilization, disk utilization, and Active Directory database performance, as discussed in “Monitoring Domain Controller Performance” earlier in this chapter.

To monitor the general performance of domain controllers, use System Monitor or Performance Logs and Alerts to observe CPU utilization and disk space availability performance counters. Regularly monitor these performance counters on all bridgehead servers. If you experience problems with a branch office domain controller, monitor these counters on that domain controller.

Using System Monitor involves collecting monitoring data over a period of time using Performance Logs and Alerts and then viewing the results in System Monitor. For example, to monitor whether a server is regularly receiving and applying directory replication updates, you can select one or more counters from the NTDS performance object, and then view the current activity in System Monitor.

Use the counters of the following performance objects to monitor domain controller performance:

· NTDS object counters

· Database object counters
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Note

Before you can use the Database performance object, you must install it manually. For more information about this installation, see “Installing the Database Performance Object” later in this chapter.

When monitored over time, the NTDS and Database counters should all show some activity. However, the amount of activity depends on your environment. Factors that affect activity include the number of branch office domain controllers and clients in your environment, how often replication is scheduled, the number of directory changes that occur, and so on.

Using NTDS Object Counters

Use NTDS performance object counters to monitor the performance of Active Directory. The NTDS performance object includes counters that provide information about Active Directory replication activity between domain controllers, LDAP, and authentication. Table 6.3 describes the NTDS counters that you can use to monitor Active Directory.
Table 6.3   NTDS Performance Counters for Monitoring Active Directory
	Object\Counter
	Description
	Guidelines

	NTDS\DRA Inbound Bytes Total/sec
	Indicates the total number of bytes received per second through inbound replication. This number is the sum of the bytes of uncompressed and compressed data received during inbound replication.
	This counter should show activity over time. If it does not, the network is probably slowing replication.

	NTDS\DRA Inbound Object Updates Remaining in Packet
	Indicates the number of object updates received in the most recent directory replication update packet that have not yet been applied to the local server. 
	This counter indicates that the monitored server is receiving changes, but is taking a long time to apply them to the database. This counter should be as low as possible. If it is not, it usually indicates that server hardware is slowing replication.

	NTDS\DRA Outbound Bytes Total/sec
	Indicates the total number of bytes sent per second during outbound replication. This number is the sum of bytes of uncompressed and compressed data.
	This counter should show activity over time. If it does not, either server hardware or network problems are slowing replication.

	NTDS\DRA Pending Replication Synchronizations
	Indicates the number of directory synchronizations that are queued for this server. This counter helps identify replication backlogs—the higher the number, the larger the backlog.
	This counter should be as low as possible. If it is not, the server hardware is probably slowing replication.

	NTDS\ATQ Threads LDAP
	Indicates the number of threads that are being used by the directory service.
	If values for this counter and NTDS\ATQ Threads Total counter are equal, a queue is likely building on the LDAP port, which will result in long response times. If the two counters are always equal, use Server Performance Advisor to troubleshoot the problem.

	NTDS\ATQ Threads Total
	Indicates the number of threads that are being used by the directory service.
	If values for this counter and NTDS\ATQ Threads LDAP counter are equal, a queue is likely building on the LDAP port which will result in long response times. If the two counters are always equal, use Server Performance Advisor to troubleshoot the problem.

	NTDS\Kerberos Authentications/sec
	Indicates the number of Kerberos authentications serviced by the domain controller per second.
	This counter should show activity over time. If it does not and the clients use the Microsoft® Windows® Server 2003 operating system, network problems are indicated.

	NTDS\LDAP Bind Time
	Indicates the time in milliseconds that was required to complete the last successful LDAP binding.
	This counter should be as low as possible. If it is not, hardware or network-related problems are indicated.

	NTDS\LDAP Client Sessions
	Indicates the number of sessions of connected LDAP clients.
	This counter should show activity over time. If it does not, it usually indicates that network-related problems are occurring.

	NTDS\LDAP Searches/sec
	Indicates the number of search operations performed by LDAP clients per second.
	This counter should show activity over time. If it does not, network problems are probably hindering the processing of client requests.

	NTDS\NTLM Authentications
	Indicates the number of NTLM authentications serviced by the domain controller per second.
	This counter should show activity over time. If it does not and the clients use the Microsoft® Windows® 98 or Windows NT® operating systems, network-related problems are indicated.

	NTDS\DS Directory Searches/sec
	Indicates how many searches are occurring.
	This counter should show activity over time. If it does not, network problems are probably hindering the processing of client requests.

	NTDS\DS Search Sub-operations/sec
	Indicates how “large” the DS search operations are.
	This counter should show activity over time. If it does not, network problems are probably hindering the processing of client requests. If the ratio of this counter to DS Directory Searches/sec is very high, the server might be getting bogged down by a large number of expensive queries. You can use Service Performance Advisor to analyze the load on the server to see if the load is expected.


You can download Service Performance Advisor V1.0 from the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=31044.
Using Database Object Counters

Use Database performance object counters for advanced monitoring of the Active Directory database. The Database performance object monitors the Extensible Storage Engine (ESENT), which is the transaction-based database system that stores all Active Directory objects. The Database counters provide information about the performance of the database cache, files, and tables. You can use some of these counters to determine whether you need additional hard disks to store Active Directory data. Table 6.4 describes the Database counters that you can use to analyze the Active Directory database.
Table 6.4   Database Performance Counters for Monitoring Active Directory
	Object\ Counter
	Description
	Guideline

	Database\Database Cache % Hit
	Indicates the percentage of page requests for the database file that were fulfilled by the database cache without causing a file operation.
	This counter should show activity over time. If it does not, the server does not have enough free memory. Add more memory.

	Database\Database Page Fault Stalls/sec
	Indicates the number of page faults that occur per second that cannot be serviced because no pages are available in the database cache for allocation.
	This counter should be 0. If it is not, the server probably needs more memory.

	Database\Database Page Evictions/sec
	Indicates memory pressure on the database cache.
	If this counter is too high, the Active Directory host machine needs more memory.

	Database\Database Cache Size
	Indicates the current amount of memory used by Active Directory to cache its database.
	If the amount of memory used by Active Directory is low and the Database Page Eviction rate is high, the host machine might need more memory.

	Database\Log Threads Waiting
	Indicates the number of threads that are waiting for data to be written to the log so that update s to the database can be written.
	This counter should be as low as possible. If it is not, the server probably needs more memory or a faster hard disk.


Installing the Database Performance Object

Because the Database performance object is not installed by default, you must use the performance dynamic-link library (DLL), Esentprf.dll, to install it.
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.
[image: image8.wmf]
To install the Database performance object

1. On the domain controller, copy the performance DLL from systemroot\System32\esentprf.dll to a different directory. For example, create a directory named Performance on the C drive, and then copy the DLL and paste it into the new directory.
2. Start the registry editor Regedit.exe, and then create the following registry subkeys if they do not already exist:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ESENT

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ESENT\Performance

3. Ensure that the registry values under the Performance subkey are set as follows:

Open : REG_SZ : OpenPerformanceData

Collect : REG_SZ : CollectPerformanceData

Close : REG_SZ : ClosePerformanceData

Library : REG_SZ : C:\Performance\esentprf.dll

4. Change the directory to x:\Windows\System32, where x is the drive on which Windows Server 2003 is installed.

5. To load the counter information into the registry, at the command prompt, type:

Lodctr.exe Esentperf.ini

After installing the Database performance object, restart System Monitor to view the counters.
Using Ultrasound

Ultrasound is a monitoring utility that allows you to monitor FRS. Ultrasound can be found at the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=26675. FRS is a Windows Server 2003 component that maintains the contents of SYSVOL. FRS uses the same replication topology as Active Directory to transfer SYSVOL changes to all domain controllers in the domain. During the creation of a new domain controller, FRS synchronizes the contents of SYSVOL on the new domain controller with its replication partners. Ultrasound is specially designed to monitor FRS throughout your network.

In the branch office deployment scenario, Ultrasound is mainly used to monitor bridgehead servers. Bridgehead servers have numerous outbound connections to branch office domain controllers. These connections go though a vvjoin process to initialize the connection. If too many vvjoins happen concurrently, the bridgehead can become overloaded. 
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Note

The number of concurrent vvjoins that can take place depends on the number of files stored in SYSVOL, the size of the files stored in SYSVOL, and how busy the domain controllers involved in the vvjoin process are performing other tasks. It is recommended that you test the vvjoin behavior in a lab using base server hardware and a sample SYSVOL folder representative of those found in your production environment to determine the maximum number of vvjoins that a server can process based on the size of your SYSVOL folder.

Ultrasound can also be used to monitor the overall health of the replica set after a branch office domain controller is online and the vvjoin process is complete,
The following process is recommended if you are going to use Ultrasound for monitoring FRS during the branch office deployment:
6. Choose a server to host the Ultrasound database and controller.
7. Install Microsoft Data Engine (MSDE) and Ultrasound. 

8. Configure Ultrasound to run on the data center domain controllers.
9. Deploy Ultrasound providers to newly staged domain controllers as part of pre-ship process. 

10. Monitor the health of FRS in the datacenter.

11. Monitor new branch office domain controllers during the deployment process to their new locations.
12. Monitor outbound bridgehead connections.
The steps for this process listed here are general. For detailed instructions about installing and using Ultrasound, see the Help file included in the downloadable Ultrasound.exe file found at the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=26675.
Choosing a Server to Host Ultrasound

Ultrasound requires a server to act as the Ultrasound controller. The controller collects the monitoring data and sends it to a database for storage. Ultrasound relies on a SQL 2000 database to store collected data. Based on the amount of data being collected, the controller and the database might be required to exist on separate servers in order to avoid overloading a single server. 

When monitoring branch office deployments, a high-performance server should be used as a dedicated Ultrasound database host. The server hosting the Ultrasound controller can reside on the same server as the database if the server has sufficient resources for both the database and the Ultrasound controller. Otherwise, it is recommended that the Ultrasound controller be placed on a separate computer that is well connected (10 megabit or better) to the Ultrasound database computer. The workload created by Ultrasound data collection is based on the amount of data being collected. The impact on your server will be determined by the number of servers being monitored and the different options you have selected to monitor on each server. Watch the CPU utilization on the Ultrasound Controller and database servers to make sure they are not being overloaded.
The Ultrasound controller can be hosted on a domain controller, a member server, or even a Microsoft® Windows® XP workstation. The one requirement is that the computer used must be either a member of the domain hosting the other servers that are being monitored, or be a member of a domain that is trusted by the domain hosting the other servers that are being monitored. If you decide to use a domain controller to host the Ultrasound controller, the database, or both, make sure that you take into consideration the additional workload that is required of a domain controller. Be sure to evaluate carefully whether or not the server has sufficient resources available to handle all of the required tasks.
In the branch office scenario presented in this guide, a single member server located in the corp.contoso.com domain is used to host the Ultrasound controller and Ultrasound database. The server is based on the following characteristics:
· CPU: 2.4 GHz Xeon quad-proc

· Memory: 2 GB

· Hard Disk: two 18-GB SCSI disks for the operating system and applications, two 36-GB SCSI disks for SQL DB data

· Operating system: Windows Server 2003, Enterprise Edition
· Database: Microsoft SQL Server™ 2000, Enterprise Edition
Installing Ultrasound and the Database

After you have determined the server configuration for the Ultrasound controller and the Ultrasound database, and SQL Server 2000 or MSDE 2000 has been installed and made available, your next step is to install and configure Ultrasound. The process outlined here is used to set up an Ultrasound instance that is suitable for monitoring FRS while the branch office deployment process is underway. 
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Note

Complete instructions for the installation of Ultrasound can be found in the Help file that accompanies the Ultrasound installation files. All of these files are contained in a self extracting exe file, which can be found by clicking the Ultrasound link in “Monitoring and Troubleshooting the File Replication Service” on the Web at http://go.microsoft.com/fwlink/?LinkID=25827.

The rest of this section assumes the following points:

· Database and controller are installed on the same server.
· Database Computer Name = FRSMON.
· Database Instance = Default SQL instance.
· Ultrasound Database Name = Ultrasound.
Configuring Ultrasound for the Branch Office Environment
It is recommended that you monitor your environment during the deployment process. Ultrasound is best used when it starts monitoring FRS from a stable environment that has relatively few topology changes. During the deployment there will be an unusually high number of changes as new domain controllers are built and attached to the network. Because of this, the setup and configuration steps outlined here do not necessarily correspond to general Ultrasound setup and configuration recommendations. The procedures outlined here are customized to accommodate installing Ultrasound into an environment that is not yet stable.

After the branch office deployment is completed and the environment begins to stabilize, you might reconfigure the existing Ultrasound instance to function as a normal Ultrasound instance. Another alternative is to use the customized Ultrasound deployment to monitor your branch office environment during the deployment operations and then deploy a second instance of Ultrasound to be used concurrently for general FRS monitoring of all domain controllers that have already completed the deployment process. 

Setting Ultrasound Collection Options

The first step is to configure the controller so it will not collect unnecessary data. During a branch office deployment there are many configuration changes. You want to optimize the collection process so the Ultrasound controller can collect as much useful information as possible while avoiding the collection of less useful data. 

Ultrasound is designed to monitor a stable environment. It monitors activity levels and looks for spikes that might indicate problems. During the deployment process, some activity levels appear to be abnormally high and might be interpreted as problems. For this reason, you must customize the Ultrasound configuration when it is being used during the deployment phase, and some data can be ignored. Two types of data that are not really useful to track with Ultrasound during a branch office deployment are volatile connections and certain connection schedule information.

Volatile connections are used only for the initial synchronization of SYSVOL during the Active Directory installation process. Volatile connections are not stored in the directory and are highly dynamic. These connections are not critical to the operation of FRS after directory installation is completed, so as long as the directory is successfully installed, these connections can be safely ignored to reduce the number of alerts/events received in Ultrasound.
By default, Ultrasound collects connection schedule data to enable certain topology related analyses. This connection schedule information is stored in the database in such a way that connection schedules with many noncontiguous periods of replication can lead to an excessive number of database operations. This has the effect of reducing database performance when performing Active Directory data collections. While a branch office deployment is underway, it is often desirable to have Active Directory data collection operations complete with minimal latency so the administrator can have a view of the current topology and new connections can be added as soon as possible.
Under the right circumstances, the Knowledge Consistency Checker (KCC) can generate a connection schedule with many noncontiguous time intervals when replication is enabled. This can happen when the connection schedules are always on and redundant connections are enabled. If you have a large number of connection objects in Active Directory with replication schedules that have a large number of transitions (from on to off and off to on), you might need to disable connection schedule data collections in Ultrasound to avoid creating excessive database activity during the deployment process.
To configure these settings, it is best to start with a fresh installation of Ultrasound that has not had replicas added to it for monitoring. To configure Ultrasound so that it will not collect volatile connection information, run the SetUltrasoundCollectionOptions.js script.

To disable collection of volatile connection data, use the following command line:
cscript SetUltrasoundCollectionOptions.js -s FRSMON -CollectVolatileConnections

To configure Ultrasound so that it will not collect connection schedule data, use the following command line: 

cscript SetUltrasoundCollectionOptions.js -s FRSMON -CollectConnectionSchedule

This script will prevent Ultrasound from collecting and analyzing the connection schedules. Run this script during the branch office deployment to speed up collection of Active Directory information in Ultrasound. 
Configuring Ultrasound for BRANCHES SYSVOL
Install the Ultrasound Windows Management Instrumentation (WMI) provider on all of the domain controllers in the hub site (for example, all Corp, HQ, and Branches domain controllers in Data-Center-Site) but not on the domain controllers in the staging site. This step is performed by the scripts used for the staging process that are included with this guide.
After you have configured the Ultrasound data collection options for improved performance in a branch office deployment environment, you can open the Ultrasound console and configure Ultrasound monitoring options. You must choose replicas for monitoring, choose reference servers, initiate provider deployments to data center computers, and configure data collection schedules.

Selecting Replicas for Monitoring

The main replica to monitor during branch office deployment is the Branches domain SYSVOL replica. Monitoring other replicas such as the Corp and HQ SYSVOL replicas might also be done using the same Ultrasound instance. In a normal environment it can be advantageous to monitor multiple replicas in Ultrasound. In a branch office deployment, the Branches domain is where the new branch office deployments will be taking place and is the most critical replica to monitor during the deployment process. Adding too many other replicas to the monitored set can result in too much information being presented to the user.

It is recommended that only the Branches SYSVOL replica be added to the monitored set of replicas.
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Note

Ultrasound will prompt the user to automatically install providers on members of the replica. This option should not be accepted at this point. Do not deploy providers.
Selecting the Reference Domain Controller and Reference Member

Ultrasound uses a domain controller that is designated to act as its reference for Active Directory information. The reference domain controller is the computer that the Ultrasound controller uses to retrieve topology information from the directory. For example, when new information is added to the directory such as the existence of a new domain controller or the creation of a new connection object, Ultrasound will not know that the new information exists until it shows up in the directory partition stored on the reference domain controller. The reference domain controller is the domain controller from which Ultrasound periodically obtains topology information. In the branch office deployment environment, the reference domain controller should be one of the bridgehead servers because the bridgehead servers will be the first domain controllers to replicate new connection information with the branch office domain controllers that are brought online.

In addition to connection information, Ultrasound gathers member information (in this case, the list of servers that are domain controllers) from Active Directory. The staging domain controller creates this information in the directory as new domain controllers are created and it replicates fairly quickly to the bridgehead servers. 

Gathering information from the reference domain controller creates overhead on the reference server. If there is a concern that Ultrasound’s Active Directory data collection might significantly impact performance on the bridgehead server designated as the Ultrasound reference, an alternative is to use one of the hub domain controllers in the data center site as the reference domain controller.

In addition to a reference domain controller, Ultrasound uses a designated file reference member server to gather data about files in the replica set. File reference servers can experience a greater load when data is collected from them as the file information can be large if the replica contains a large number of files or folders. One of the hub members should be chosen as the reference member, as it is assumed that most of the SYSVOL changes originate at the hubs.
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Note

The remainder of this guide assumes that BHDC1 was selected as the file reference member for the Branches SYSVOL replica.

Deploying Ultrasound WMI Providers
Ultrasound uses WMI providers that are installed on each domain controller to gather and summarize FRS-related information. Periodically, this information is gathered by the Ultrasound controller based on a user-defined schedule. If no schedule is defined, it defaults to approximately once every two hours.

The Ultrasound WMI provider is typically installed from the Ultrasound console by means of an administrative request from the Configure Ultrasound drop-down menu. The Ultrasound WMI provider deployment can also be automated and performed after the domain controller has been promoted. 
The provider cannot be installed before the Automated Deployment Services (ADS) image has been made because the provider must access Active Directory to get the Ultrasound controller computer account security identifier. This is not possible unless the computer is joined to a trusted domain. 

While the provider itself cannot be installed prior to making the ADS image, it is possible to include the Ultrasound WMI provider’s Microsoft® Windows® Installer package in the image. For branch office domain controllers, it is recommended that the Ultrasound provider Windows Installer (.msi) package be included in the ADS image generated in Chapter 6, “Preparing Automated Deployment Services” in the Deployment section of this guide, and not installed by using the console. This way the provider’s installation files will already be located on each new branch office domain controller created in the staging site and be ready for installation.
In order for Ultrasound to monitor a server, you must deploy the WMI provider on that server. It is not necessary for you to install the provider on all servers in the replica to have Ultrasound gather useful data. For example, Ultrasound can monitor FRS connections on the bridgehead computers only without having providers deployed on the branch office domain controllers. When a server does not have a provider installed, Ultrasound is able to ignore the server. This behavior is important because newly promoted servers will be offline while they are in transit to their branch offices. For this reason, we recommend that they not be monitored until they are brought online in their branch offices. 
There are two separate cases for provider deployment:
· Computers physically located in the data center

· Branch office computers that will be brought online in branch offices

For computers in the data center, the Ultrasound console should be used to install providers. These computers are highly available and well connected. After the Branches replica has been added to the list of monitored replicas, providers should be deployed to all domain controllers in the data center except for the staging domain controller and branch office domain controllers that are being built in the staging site. Monitoring the staging domain controller introduces a significant amount of data that is not of interest for the Ultrasound monitoring solution. The continual creation of essentially temporary connections created while building the branch office domain controllers generates a lot of extraneous monitoring data that can mask other useful information. 

For servers being promoted to domain controllers that are destined to be located in a branch office, an automated command-line installation is most efficient. Installing the provider in this fashion makes it available to Ultrasound, but the provider cannot be accessed until Ultrasound is configured to collect data from the server. This step is deferred until the branch office computer is online in the branch office, and is described in the next section. The installation involves using the MSI package distributed in the ADS image and running a process to perform the installation. 
Installing Ultrasound Providers on the Branch Office Domain Controllers
Make sure that the Ultrasound installation on the controller and the provider you install on the servers being monitored are both the same version. The Ultrasound installation files that you download include the provider files that are the same version.

Silently Installing the Ultrasound Provider

Assuming you perform a complete installation of the Ultrasound console and use the default settings, the USProvider.msi file gets installed in C:\Program Files\FRS Monitoring. Either copy this file to a share that is accessible to the branch office domain controllers, or you can include it in the ADS image so that it will be available locally on the new branch office domain controllers.

To silently install the provider on a new domain controller, use the following command line: 

msiexec /i <msipath>\USProvider.msi ALLUSERS=1 CONTROLLERACCOUNT= <machineaccontname> /l*v <logpath>\USProvider.log /qn

The parameter <msipath>\USProvider.msi specifies the complete path to the USProvider.msi package. The CONTROLLERACCOUNT parameter specifies the computer account for the computer acting as the Ultrasound controller. <machineaccountname> is the computer account name of the computer that is the Ultrasound controller. Computer accounts are created for every computer that joins a domain. The computer account name consists of the computer name followed by a dollar sign ($) joined to the fully qualified domain name with an at symbol (@) using the form machinename$@domainame. For example, a computer named BHDC1 in the branches.corp.contoso.com domain would have a computer account name of BHDC1$@branches.corp.contoso.com. The Ultrasound controller must be joined to the domain, and the domain does not need to be Branches. The Ultrasound controller can be installed in any domain that is trusted by the domains where the servers being monitored are installed. The <logpath>\USProvider.log parameter should specify the complete path to a location for the installation log. When executed, the command prompt returns immediately and the installation proceeds in the background.
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Note

Some of the parameters are case-sensitive, so it is important to exactly follow the command line syntax shown above earlier.
For example, you create a folder called US on drive C and save the USProvider.msi package in the folder. You also want to use this folder as the location for the installation log file. If the Ultrasound controller is named BROFMONSRV and is located in the branches.corp.contoso.com domain, the command line to install the provider would look like this:
msiexec /i C:\US\USProvider.msi ALLUSERS=1 CONTROLLERACCOUNT= BROFMONSRV$@branches.corp.contoso.com /l*v C:\US\USProvider.log /qn

Ensuring Access Control for the WMI Environment

The installation process uses the controller’s computer account to set the proper security settings to control access to the WMI environment. For this reason, it is important to ensure that the computer acting as the controller does not change. If the controller role is moved to another computer or an additional Ultrasound controller must contact the provider (it is possible to monitor from multiple locations), the provider deployment process must be completed again to update the Access Control Lists (ACLs) on the WMI namespace with the credentials of the new controller.

Adding Multiple Controllers to the WMI Namespace

If there are multiple Ultrasound controllers, they can be added to the WMI namespace ACLs immediately after the initial install. The command line for performing this operation is slightly different from the regular installation: 
msiexec /fvamus <msipath>\USProvider.msi ALLUSERS=1 CONTROLLERACCOUNT= <machineaccountname> /l*v <logpath>\USProvider.log /qn
In this case <machineaccountname> is the computer account name for the Ultrasound controller being added to the ACL. It is also possible to achieve the same result by deploying a provider from the console for the alternate Ultrasound instance. This might be done at any time after the initial installation of the provider.

Validating the Ultrasound Provider Installation

The Ultrasound provider installation is silent and takes place in the background. To validate the installation after it is finished, query the provider to verify that it can be contacted and returns the expected version information. The Windows Management Instrumentation Tester application can be used to perform this check. This application, wbemtest.exe, is installed as a regular utility in all Windows Server 2003 installations and it allows you to connect to a domain controller’s WMI namespace and perform Ultrasound-related queries.
Use the wbemtest.exe user interface to connect to the WMI namespace on the domain controller being monitored. Then use the Query option to submit a query to the provider installed on the domain controller. To connect to the namespace use the following path:
\\<servername>\root\cimv2\applications\MicrosoftUltrasound V1

Where <servername> is the name of the server where the provider being tested is installed. 

Use the Query button to submit the following query:
select * from ProviderVersion

The provider should return with an instance of the ProviderVersion class. Errors indicate the provider did not install successfully. In that case, the USProvider.log file might provide diagnostic information.
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Note

Perform this step (validating the Ultrasound provider installation) on new domain controllers that you plan to monitor with Ultrasound prior to disconnecting and shipping them to their new branch office locations. This verifies successful installation of the provider while the computer is still in the staging area. If any problems are detected they can be diagnosed and addressed before shipping the domain controller to its new location. 

Although this test does not guarantee that the provider will function correctly when contacted by the controller, it will help verify that the installation was successful. If a problem does occur, this test enables further troubleshooting while the computer is still located in the data center. Since the installation is silent, polling periodically for the provider version can also be used to determine when the provider has successfully completed installation. 

Configuring Data Collection Schedules

An aggressive data collection schedule is not necessary. Use a collection period of once per hour for Active Directory data collection. For FRS data collection from each server in the data center, a collection period of once per hour is also recommended. Ultrasound looks for persistent problems that do not resolve themselves over time. When monitoring FRS during branch office deployment, look for persistent problems or problems that grow over time. 
In the event that you need fresh data, it is possible to process manual data collection requests in Ultrasound. To do this, use the Ultrasound console and right-click the member which you want to collect data from. The shortcut menu will give you the option to Collect Data. If you choose this option, Ultrasound will submit a collection request to the member immediately. Manual data collection requests are processed immediately regardless of any established data collection schedule.
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Note

A manual data collection might not happen instantaneously if queued behind a scheduled data collection on the same server. If a real-time response is desired, scheduled data collections should be reduced to a maximum of one per day so that they do not interfere with manual data collections.

It is not possible to configure FRS data collection from a branch office server until the server becomes known to Ultrasound and is enumerated. This happens after the new domain controller is added to the domain and its existence is replicated to the reference domain controller, and after Ultrasound has collected data from the reference domain controller through its Active Directory data collection process.

Monitoring FRS in the Data Center
After providers are deployed on most of the data center computers, you can validate the health of the replica with respect to the members in the data center. Manually start a propagation test and verify that the test completes successfully within a few hours.

Under the Details tab in the Ultrasound console, configure the console to show propagation test details. This option is useful for monitoring the progress of propagation tests. It shows to which servers the propagation test file has been replicated and to which servers it has not. Remember, this data is dictated by the collection schedule and is not real time.
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Note

It is possible to deploy a provider on the staging domain controller to perform a health check verifying replication between the hub site and the staging site. Make sure there are no deployments underway in the staging site and none is started while the provider is deployed. After the initial check of FRS health is complete, the provider can be removed from the staging domain controller. Make sure that the provider is removed before starting any new branch office domain controller installations.

At this point, the data center infrastructure should be set up, tested, and known to be healthy. 
Monitoring FRS on Branch Office Domain Controllers During Their Deployment
During the branch office deployment process, Ultrasound is used to monitor FRS health in the following areas.

· Bridgehead outbound connection progress and health

· Replication to monitored members of the replica from a data center computer
· FRS health on monitored servers

· FRS connection topology (properly load balanced, and FRS in sync with Active Directory)
Whether you manually install the provider on the branch office domain controllers or install it automatically using a script, you must still add the new domain controllers to the monitored set before Ultrasound will start collecting data from them.
Adding New Branch Office Domain Controllers to the Monitored Set

As you bring new branch office domain controllers online in their new locations, add the domain controllers to Ultrasound’s set of monitored computers. Adding these domain controllers will make it possible for Ultrasound to collect data from them (if the provider is installed) and it will allow them to be included in future propagation tests.

Avoiding Excess Replication and Alerts When Adding New Domain Controllers

By timing the addition of the new branch office domain controllers to the monitored set, you can prevent flooding Ultrasound with alerts due to data generated by new domain controllers as they get settled into their new locations. After the new domain controllers are connected and brought online at their new locations, they need to replicate with the hub to update their directory partitions and system volumes. The first replication cycles are used to update the branch office domain controllers with any changes that were made while the domain controllers were offline and in transit to their new branch office locations. This type of replication traffic is normal for domain controllers that have been disconnected from the network.

The extra replication activity might generate extra data for Ultrasound to process and it might cause Ultrasound to generate more alerts. These alerts do not really represent problems and the situation should resolve itself over time as the new domain controllers finish replicating the latest updates. You can avoid these alerts by making sure that you time the addition of new domain controllers to the monitored set in intervals that are long enough to avoid generating too much extra data.

To add new branch office domain controllers to Ultrasound’s monitored set of servers, use the following process:
13. Wait for the new domain controller to appear in the Ultrasound console. After a new domain controller completes the Active Directory installation process and the staging domain controller replicates with the reference domain controller, the new domain controller will be discovered by Ultrasound. This happens the next time Ultrasound performs an Active Directory data collection. The server will appear in the Ultrasound console and with a default provider deployment state of Uninstalled. Leave the server in this state.
14. Bring the new domain controller online in its new branch office location. After reconnecting the domain controller, let it run with normal connectivity for a period equal to at least two replication intervals (two days if it is configured for nightly replication) before attempting to add the domain controller to the monitored set. Allowing this replication ensures that the KCC-generated connection objects are replicated to both the branch office domain controller and its replication partners in the data center. FRS is not able to synchronize and begin replicating the system volume until these connection objects replicate to each of the partners.

15. Use the Ultrasound console to set the FRS data collection schedule for the new domain controller. Schedule data collection to take place at least once a day. Make sure that collection is scheduled to occur after FRS replication is expected to be complete and while the network connection is still operational. Ultrasound uses a trigger-based mechanism when scheduling data collections. Trigger-based means that when the schedule indicates that it is time for data collection to occur, a request is created and added to the queue for that server. If there is no backlog in the queue, meaning that all requests are being processed in the time allotted and the queue is empty, then the data collection request should be processed immediately. If there is a backlog of requests in the queue, meaning that the server might not have enough time to process all outstanding requests within the given scheduled time, the latest request will be added to the queue and all existing requests will be processed in the order received. Therefore, if collection is scheduled during a one-hour period, the collection could start outside that one-hour period. Also, processing on the server from which data is to be collected can take a varying amount of time, depending on server load and the amount of FRS data that is being summarized. If your network architecture has defined schedules that dictate when the network connection is shut down, Ultrasound data collections should be scheduled a minimum of two hours before the time scheduled for the connection to close. This is especially important in a branch office environment where strict control over the link between the branch office and the data center is usually a high priority.
16. Set the provider Deployment State to Installed for the new domain controller. This setting initiates Ultrasound’s automated data collection based on the schedule you set. When set to Uninstalled, you can initiate manual data collection requests by using the console; however, no automated data collection occurs between the controller and that particular domain controller. Note that schedules are ignored when the Ultrasound provider Deployment State is set to Uninstalled. Manual collection requests ignore the schedule and are performed when you request them. Make sure that you submit manual collection requests only when the network connection is operational. Otherwise, a data collection error might be reported.

Monitoring Bridgehead Server Outbound Connections

In a branch office environment, domain controllers acting as bridgehead servers have the most outbound connections of all members in the replica set. When a branch office domain controller reconnects to the network and comes back online in its new location, it replicates the KCC-generated connection objects to the bridgehead servers. After a bridgehead server has this connection data available, FRS is able to establish an outbound connection to the branch office.

Establishing this FRS connection is called a join. The first time a connection joins, FRS performs a vvjoin, which can be expensive in terms of both processor load on the server and network traffic between the two replication partners. The effect of this process is especially significant in replicas that have thousands of files and folders in their system volume as well as replicas that have a large number of changes occurring to files in their system volume. Both situations result in a large amount of data that FRS must process. After FRS has determined which files have changed, those files must then be replicated.
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Note

Vvjoins can be especially expensive if there have been numerous changes to the replica set while the branch office computer was disconnected and in transit to its new destination.

During the time that a connection is not joined, changes queue up on each connection. These changes create a backlog that can grow so large that subsequent joins cannot complete replicating all the data in the time allowed by the schedule. Because replication is generally configured to occur only at certain times of the day (often once a day), it is natural for changes to queue up. If the backlog grows unbounded or becomes old, these are indications that replication is not being processed as it should and might require attention.

In Ultrasound, it is possible to identify connections in three states that you should monitor:
· Connections that have never joined (pending vvjoin)

· Connections that are in a vvjoin
· Connections that are backlogged

The following sections discuss each of these conditions, how to detect them, and how to determine when they are becoming problematic. Further detailed troubleshooting steps can be obtained from the Help file included with the Ultrasound Troubleshooting and Monitoring Tool for FRS. The Ultrasound tool and accompanying help file can be download on the Web at http://go.microsoft.com/fwlink/?LinkId=26675. 
Never Joined Connections

Connections that have never joined will appear as new connection objects in Active Directory. They might be able to join, but first they must replicate to a partner and FRS must discover the connection and then wait for the connection schedule trigger to begin the join process. As branch office connections are typically scheduled to replicate infrequently (once a day), there is a good chance that numerous connections will be waiting to join. The number of connections will depend on the number of branch office computers that are brought online during any given day.

Ultimately, all of these connections that have never joined should eventually join sometime in the next replication period. Assuming that replication is configured for once every day, these connections should join in the next 24 hours. Connections that persist in a “never joined” state for more than a couple of replication periods should be investigated.

To view connections that have never joined, use the Ultrasound Advanced tab.
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To view connections that have never joined
17. Expand the SYSVOL (Branches) replica in the console tree.
18. Locate the Connections view and click it.
19. In the Row filter box, view the row filter Never Joined Connections to see connections that have never joined. The parameters of the filter are specified in Table 6.5.

Table 6.5   Filter Parameters to Display Never Joined Connections

	View
	Name
	Filter

	Connections
	Never Joined Connections
	ChangeOrderTx = 0 and ChangeOrderLx = 0


Selecting this row filter and the Current date filter while showing the Connections view will display all the connections that have not undergone an initial vvjoin.
20. Sort by the Connection or OutboundServerDNS column to find all the connections on the bridgehead servers in this condition.
Assuming that there is a period of time during the night when no new branch office domain controllers are brought online and the connections hit their replication triggers, the number of these connections should be reduced by the next morning.

[image: image19.wmf]
Note

Never joined connections will also be seen from branch offices to the bridgehead servers. These connections are also important because the bridgeheads must perform the work of the inbound partner during the vvjoin process.
Connections in Vvjoin
If any server has several connections undergoing a vvjoin, there is the possibility that the server will become overloaded while FRS processes the multiple joins. When this happens, several connections might appear to be stuck in a vvjoin for an extended period of time.

Connections in a vvjoin state can be displayed by the row filter named Active vvjoins that is defined in the Connections view. Use the information in Table 6.6 to identify the filter.

Table 6.6   Filter Parameter to Display Connection in Vvjoin

	View
	Name
	Filter

	Connections
	Active Joins
	VVJoinActive <> 0


Backlogged Connections

In a branch office environment, replication will most likely be controlled by schedules that allow replication to take place only during off-peak business hours, typically during the night. During the peak hours, when replication is restricted, replication requests are stored in a queue and will be processed in order after the schedule opens and replication is allowed to occur. During peak hours, a small backlog of replication requests might result. These backlogs are normal and are not of concern unless the backlog begins to contain old changes that should have replicated during previous replication intervals or if the backlog continues to increase in size after each replication cycle. Either of these are possible indications that replication cannot keep up with demand and should be investigated.

Ultrasound has numerous views, alerts, and health metrics that are dedicated to detecting and analyzing backlogged files and change orders. The best place to analyze backlog problems is to look at the Connections view and see the number of backlogged files and change orders for all connections. These values are the most interesting for those connections that have already joined and should be replicating changes through regular change orders. It is normal to see backlogs equivalent to all the files and folders in the replica for connections that have never joined.
Configuring a Scheduled Propagation Test

One test that Ultrasound allows you to perform is a propagation test. This test consists of creating a test file on a designated replica member and allowing FRS to replicate the file throughout the system. Ultrasound uses its normal data collection from each server to track the progress of the test file. It monitors the test file’s progress to make sure that it replicates to each member of the replica set within a set time limit.

Ultrasound periodically checks the status of all propagation tests to see if the test files have reached all of the monitored members, or if any of the tests have timed out, and reports the results accordingly. 

Keep the following important things in mind when running propagation tests:
· When a propagation test is started, Ultrasound makes a list of the members that currently have providers installed. Only the servers on that list will be monitored for that particular test. The list of servers monitored for that particular test will not change even if providers are deployed to additional members prior to the completion of the test.

· Ultrasound is notified that a propagation test file has reached a server when it does a data collection from the server. If the data collection does not occur, it is possible for a test file to reach the server without Ultrasound ever being notified. This can happen if the data collection schedule for the server is cleared so that no data collection occurs. This causes the propagation test to eventually fail with a time out.

· The propagation test time out must be sufficiently long to allow for normal replication latencies. If connections are scheduled to replicate only once a day, a two-day time-out or longer is reasonable.

Configure a regularly scheduled propagation test to test FRS replication. Start the propagation test once a day on one of the replica members in the data center. For simplicity, use the reference member as the drop server (the server where the test file will be placed to begin the test), although any of the bridgehead servers are also good candidates. The test file should be small so that it does not consume large amounts of bandwidth during replication. A zero byte file can be used. The time-out should be set so that a file has sufficient time to propagate and be observed in the branch office; the required time depends on the data collection schedule. Be aware that the replication schedule and the data collection schedule might not be the same, and therefore the file might replicate after a given data collection cycle. Even though the file has replicated, Ultrasound will not be notified that the replication has taken place until the next data collection cycle. Table 6.7 lists some suggested parameters for a propagation test. Note that the values are based on the sample deployment used throughout this guide.
Table 6.7   Recommended Propagation Test Settings
	Parameter
	Value

	Replica set
	Sysvol (in your branches domain)

	Server
	Hub domain controller1

	File size
	0 bytes

	Frequency
	Recurring weekly

	Schedule
	Once a day (*)

	Time out
	3 days


The once-a-day schedule can be relaxed to create a period of a few days (such as the weekend) to allow the replica to reach a stable state. Avoid the initiation of any new propagation tests on Friday, Saturday, or Sunday to give all tests already in progress a chance to complete or time out by Monday and to give the replica a chance to reach a steady state, assuming that no other changes are made.

Analyzing Propagation Test Results

Propagation test results and status are viewed in the Details tab of the Ultrasound console. Selecting a row in the Propagation Tests data grid updates the Results data grid and timing statistics with the most recent data pertaining to the row you select. If the propagation test is still running, the Results data grid displays a list of the servers involved in the propagation test. The JobState column lists the status of the servers and indicates whether or not they have reported receipt of the propagation test file. When tasks have timed out, use this server status list to determine which servers have not reported receiving the file.

Timing statistics are useful to determine the replication latency from the server on which the test file was created to each of the replica members. Because a large portion of this time is likely due to connection schedules, the times can be influenced greatly by changing the time the test file is created. Scheduling multiple tests throughout the day can help to determine the average propagation time, but care should be taken to not generate too much replication traffic.

Validating ADLB and Bridgehead Loads

The Details tab showing Topology details provides a view of connections as they are defined in Active Directory on the reference domain controller. The Members data grid can be used to sort the list by the number of inbound and number of outbound connections, allowing you to see how connections are being distributed among the bridgehead servers.

The branch office members should normally have two inbound and two outbound connections after their connection objects have replicated out to the bridgehead servers in KCC redundant mode. Until that replication occurs, it is normal to see two inbound connections from the branch office computer on two bridgehead servers. This condition occurs because the KCC will have run on the bridgehead servers to generate the two redundant connections as soon as it learns of the branch office server object. Likewise, until the branch office computer is brought online and its KCC-generated inbound connections from the bridgehead servers to itself are replicated out to the reference domain controller, there will be zero inbound connections to the computer.

Members in the staging site should have one inbound and one outbound connection to and from the staging domain controller, but no connections to other computers. It is possible for other combinations to exist as transients are observed, but this is the expected view.

Interpreting Alerts

Ultrasound generates alerts for conditions that might be of concern in an operational FRS environment. During the branch office deployment, some alerts might be generated that are actually not of concern. If these alerts fire too frequently and are all false alarms, they can be disabled in their corresponding row filters. Such alerts are discussed in Table 6.8.
Table 6.8   Low Concern Alerts

	Alert
	Notes

	Staging Files Regenerated
	This alert can be ignored. This situation is normal as FRS is undergoing vvjoins.

	Sysvol member with 0 inbound or 0 outbound connections
	Ignore this alert unless it becomes persistent. The most likely cause of this Alert is changing a branch office computer’s provider state to ‘Installed’ before waiting for its inbound connection objects to replicate to the bridgehead server.

	Backlogged files
	This alert might be safe to ignore. This alert might appear when a file that was changed several days ago needs to be replicated as part of a vvjoin process. This might happen, for example, if the branch office domain controller is left offline for an extended period of time and changes become backlogged. Even if the sync happens quickly during the initial vvjoin, if Ultrasound observes the file as pending replication, it will report an old backlogged file.

	Old backlogged files
	Same as backlogged files.

	Very old backlogged files
	Same as backlogged files.


Configuring the FRS Log Files

The characteristics of the log files are determined by the values of several registry entries in HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NtFrs\Parameters.
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Caution

If you must edit the registry, use extreme caution and be sure that you back it up first. Registry information is provided here as a reference for use by only highly skilled directory service administrators. It is recommended that you do not directly edit the registry unless, as in this case, there is no Group Policy or other Windows tools to accomplish the task. Modifications to the registry are not validated by the registry editor or by Windows before they are applied, and as a result, incorrect values can be stored. Storage of incorrect values can result in unrecoverable errors in the system.
To configure how FRS log files are generated, set the values of the following registry entries:

· Debug Log File Location: Specifies the path to the location of the debug logs.
· Debug Log Files. Specifies the number of log files to create. After all log files have been filled, the log file with the lowest version number is deleted, the remaining log file names are decremented by 1, and a new log file is created. 
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Note

If you change this value in the registry, you must edit the QA_Check.cmd file and change the 5 in all references to Ntfrs_0005.log to the number that you specified for this value.

· Debug Log Severity. Specifies the level of detail recorded in the FRS log file. This value can range from 0 to 5, with 5 providing the most detail. If no value is specified, the default value of 2 is used.

· Debug Maximum Log Messages. Specifies the size of the log file, in lines. The default value of 10,000 lines creates files that are approximately 1 MB in size.

Changes to these registry values take effect during the next poll. If you want changes to take effect immediately, use Ntfrsutl.exe from the command line to force it to poll immediately. Open a command prompt and type:

ntfrsutl.exe poll now

Before increasing the size or quantity of log files, ensure that you have sufficient disk space.

Registry Configuration

The FRS log file settings are stored in the registry under HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Ntfrs\Parameters as the entries shown in Table 6.9.

Table 6.9   FRS Debug Log Registry Entries
	Entry Name
	Type
	Description

	Debug Log File
	REG_SZ
	Path to the directory to store the log files.

	Debug Log Severity
	REG_DWORD
	Severity level 0 to 5. 5 is the most verbose.

	Debug Log Files
	REG_DWORD
	Maximum number of debug log files to retain.

	Debug Maximum Log Messages
	REG_DWORD
	Maximum number of lines per log file before writing to the next file.


When the registry entries are not present, FRS uses default settings for the logs. These defaults, along with the ranges for integer values, are shown in Table 6.10.

Table 6.10   FRS Debug Log Default Settings and Ranges
	Name
	Default
	Minimum
	Maximum

	Debug Log File
	%SYSTEMROOT%\Debug
	-
	-

	Debug Log Severity
	2
	0
	5

	Debug Log Files
	5
	0
	300

	Debug Maximum Log Messages
	20000
	0
	2147483647


Recommended Settings

Default log settings provide minimal logging and often do not contain sufficient data to diagnose FRS issues. Complex FRS problems often require a higher logging severity and a longer history of logs. Increasing the logging severity will tend to decrease the amount of retained historical data, and increasing the amount of retained historical data will increase disk usage.

The user should determine how much disk space can be dedicated to FRS logs and configure the FRS debug logging behavior to use approximately that much space. To approximate the size of each log file, divide the Debug Maximum Log Messages value by 10,000; this yields the approximate size in MB. So for 20,000 log messages, the log files will be approximately 2 MB. For 200,000 log messages, each log file will be about 20 MB. Multiply this value by the maximum number of files to approximate the total disk space usage for the FRS logs. Note that for the recommended settings, the user will need 0.5 GB of free space on the drive. If adequate space is not available, reduce the number of lines or the number of files, but do not reduce Debug Log Severity from the recommended level of 4 (see Table 6.11) to level 2.
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Note

FRS debug logs are text files. If they are stored on an NTFS-formatted partition, they might be compressed to reduce physical disk space usage. Compress the log directory so that all files created in the directory are compressed by default.
The following table contains the recommended settings for configuring FRS debug logging behavior. The debug log directory should be configured to write into a separate volume from the replica root (FRS recommended practices suggest putting the replica root on its own volume). These settings will configure FRS to log approximately 500 MB of logs.

Table 6.11   Recommended FRS Debug Log Settings
	Name
	Default

	Debug Log File
	d:\frslogs

	Debug Log Severity
	4

	Debug Log Files
	50

	Debug Maximum Log Messages
	100,000


Customizing Deployment Scripts

The deployment scripts can be customized to apply these registry settings after each domain controller has completed its domain controller promotion and before its first boot.

Infrastructure computers should also have their log levels set. Bridgehead servers, staging domain controllers, and other computers with a large number of connections or activity should use at least double the number of log files and log messages per file. In these cases, setting the number of log files to 300 and the number of log messages to 200,000 is not unreasonable.

Using Branch Office Monitor

Branch Office Monitor is a lightweight solution for monitoring branch office domain controllers. It contains a set of scripts that run on each branch domain controller to gather performance and health data using various monitoring tools. The scripts send the data to a centralized location where the Branch Office Monitor Reporting Tool is used to create enterprise-wide health reports on a regular basis. The Branch Office Monitor scripts are included with this guide and can be found in the ADBranch03\adbodg\scripts\BROFMON directory after extracting the files from the downloadable self-extracting executable file ADBranch03.exe.

Branch Office Monitor is not a monitoring replacement for Microsoft Operations Manager (MOM). Branch Office Monitor is a lower-cost monitoring solution that is not as robust and comprehensive as MOM and is meant for monitoring the less critical branch office domain controllers. It is recommended that you install Branch Office Monitor on all domain controllers that are located in branch offices. The more critical servers in the data center site will require a more advanced monitoring suite such as MOM.

Branch Office Monitor Reporting

Branch Office Monitor offers two methods of staying informed of branch deployment health:

· Report generation tool

· MOM log file aggregator

Report Generation Tool

The Branch Office Monitor report generation tool (RepBROFMON.vbs) can create both XML and HTML views of enterprise health. RepBROFMON.vbs enumerates through the central reporting shared network folder, examining each of the .result files created by the branch domain controllers. The HTML report offers a color-coded method of determining which computers are healthy (green), unhealthy (red), or have not reported (yellow). If a health test for a domain controller has failed (red), a hyperlink is generated in the report that, when clicked, brings up the detailed failure log that is stored on the central reporting shared network folder. It is recommended to schedule RepBROFMON.vbs to run every two hours to maintain an up-to-date report.

MOM Log File Aggregator

The Branch Office Monitor Mom.rollup.log file aggregator (MomBROFMON.cmd) collects and aggregates MOM events when MOM is used in the data center. If tests fail on a branch domain controller, a Mom.rollup.log file is created and sent to the central reporting share. MomBROFMON.cmd searches the central reporting share for Mom.rollup.log files. As these files are located, their error messages are appended into a single BROFMON-MOM.log file. MOM can be set up to raise events it receives through the BROFMON-MOM.log file. Enabling MOM log file aggregation does not require a MOM license for each of the branch domain controllers and is thus very cost effective. It is recommended that any customer using MOM in the data center site use this script to better track issues found by Branch Office Monitor. To maintain an up-to-date view from MOM, schedule MomBROFMON.vbs to run every 30 minutes.

Installing Branch Office Monitor

Installation of the Branch Office Monitor is automated by the InstBROFMON.cmd script. InstBROFMON.cmd can install Branch Office Monitor on the local or a remote computer. InstBROFMON.cmd creates a specified installation directory on the target computer (typically C:\BROFMON or \\TARGETDOMAIN CONTROLLER\C$\BROFMON) and copies all required health test scripts and tools to that directory. It then uses the built-in Windows Task Scheduler to schedule the tests to run every few hours on the target domain controller (the default is every eight hours.) Finally, a folder is created on the centralized reporting shared network folder where the computer sends its periodic health reports. 

InstBROFMON.cmd must be run by a user who has write access to the BrofmonCentralReportingDirectory on the target computer and is allowed to schedule tasks on the target computer. For appropriate security, use an account that is a member of the Builtin Administrators group for the installation.

The scripts that are included in this guide integrate the Branch Office Monitor installation script (InstBROFMON.cmd) into the deployment process. Integration of this script provides an easy method for installing the Branch Office Monitor suite during the branch office deployment process. Branch Office Monitor can also be deployed to an already existing Windows Server 2003 branch office environment. The steps required for this deployment are detailed in the next section.

By default, Branch Office Monitor will be installed on all new domain controllers built in the staging site using the procedures in the Deployment section of this guide. However, if you do not want to use Branch Office Monitor or you do not want it deployed automatically as new domain controllers are built, you must reconfigure the ADDeployment.xml file to prevent the Branch Office Monitor files from being deployed automatically.

Excluding Branch Office Monitor from the Installation

If you have chosen not to install Branch Office Monitor, use the following procedure to modify the ADDeployment.xml file found in the C:\ADBranch03\ads directory on ADBODSServer.
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To modify the ADDeployment.xml file
21. Open the file C:\ADBranch03\ads\ADDeployment.xml in a text editor.
22. Replace the following text:

<USERCMDLINE1>"%COMSPEC% /C %systemdrive%\adbodg\scripts\BROFMON\InstBROFMON.cmd /target %systemdrive%\brofmon /report \\brofmonsrv\reports /log %systemdrive%\brofmonInstall.log"</USERCMDLINE1>

<USERCMDLINE2>""</USERCMDLINE2>

with this text:
<USERCMDLINE1>""</USERCMDLINE1>

<USERCMDLINE2>""</USERCMDLINE2>

Scheduling Branch Office Monitor

After installation, a branch office domain controller will have RunBROFMON.cmd scheduled to run under the credentials of the Local System every few hours (the default is eight). When RunBROFMON.cmd is called, it will enumerate through each of the test command files it finds in the BROFMON\Tests directory. Branch Office Monitor ships with prewritten tests such as checking replication and ensuring that all required services are up and running. As each test executes, it will create a .result file indicating whether the test passed or failed. If the test fails, a detailed .log file is created. Both the .result and .log files from each test are stored in the BROFMON\Reports directory. After RunBROFMON.cmd has completed all the tests, it copies the entire BROFMON\reports directory to the central reporting shared network folder. Windows built-in file sharing transfers the information using server message blocks (SMBs).

Deploying Branch Office Monitor

To deploy the Branch Office Monitor in your environment, you must create the necessary shared folders and copy the Branch Office Monitor files to the appropriate servers. All of the Branch Office Monitor files are included in the ADBranch03.exe self-extracting file included with this guide. After you have extracted the branch office deployment files, the Branch Office Monitor files can be found in the ADBranch03\adbodg\scripts\BROFMON directory.

Follow these procedures to install Branch Office Monitor:

· Set up the central reporting shared folder.

· Configure report generation.

· Set up the Branch Office Monitor MOM aggregator.

· Configure MOM to monitor Branch Office Monitor data.

· Deploy Branch Office Monitor to the branch office domain controllers.

It is recommended that you first set up your central reporting shared folder before installing Branch Office Monitor on any domain controllers.

Setting up the Central Reporting Shared Folder

The shared folder that Branch Office Monitor uses to store its central reporting files should be created on a server that is running Windows Server 2003, is located in the data center site, and has network connectivity that is similar to the other servers in the data center site. Good network connectivity and location in the data center site are both important considerations because each branch domain controller will contact this server three times a day to transfer result and log files.

You will need:

· Credentials: 

· The user name and password for the local administrator account on BROFMONSRV

· The user name and password for a Domain Admins account in the Branches domain
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Note

For the purposes of these procedures, it is assumed that you have chosen to place the central reporting shared folder on a server named BROFMONSRV.
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To set up the Branch Office Monitor central reporting shared folder

23. Log on to BROFMONSRV as the local administrator.
24. Right-click Start and then click Explore.

25. Create the folder that will be used to store the reports (for example, C:\ctrBROFMON\Reports).

26. Right-click C:\ctrBROFMON\Reports and then click Sharing and Security.

27. In the Reports Properties dialog box, click Share this folder. Use the default share name Reports.
28. Click Permissions.
29. In the Permissions for Reports dialog box, click Everyone and then in the Allow column, click Full Control.
30. Click OK and then, in the Reports Properties dialog box, click the Security tab.
31.  Click Add and then, in the Select Users or Groups dialog box, click Object Types.

32. In the Object Types dialog box, click Groups, and then click OK.

33. In the Enter the object names to select box, type the name of the Domain Controllers group for the domain you will be monitoring (for example, BRANCHES\Domain Controllers) and then click OK. If you are prompted for credentials enter the user name and password for a Domain Admins account in the Branches domain.
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Note

If you decide to use an account in the Builtin\Administrators group (other than the Administrator account) to install Branch Office Monitor and the account is not a member of the Domain Admins group in the domain where BROFMONSRV is located, you must grant the account you are using Full Control on the C:\ctrBROFMON\Reports folder.

34. With the new group selected, in the Permissions for Domain Controllers box, in the Allow column, click Full Control and then click OK. 
35. Repeat steps 9 through 12 for all domains where Branch Office Monitor will be installed. 

Configuring Report Generation
The next step is setting up Branch Office Monitor report generation (RepBROFMON.vbs) and the Branch Office Monitor mom aggregator (MomBROFMON.vbs). Branch Office Monitor report generation will create a basic HTML page showing you the health of your deployment based on each test passing or failing. The Branch Office Monitor MOM aggregator can be used to forward errors reported by the Branch Office Monitor scripts directly to MOM. This allows one definitive location for monitoring issues to their resolution. Scheduling RepBROFMON.vbs and MomBROFMON.vbs to run on a regular basis will allow you to always have an up-to-date view of your deployment’s health.
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Note

For the purposes of this guide, we set up RepBROFMON.vbs on the computer that hosts the centralized reporting shared folder. Although you can choose to schedule report generation to run on a different computer, keep in mind that access to the centralized reporting shared folder generates heavy bandwidth traffic.

The RepBROFMON.vbs script can be found in the ADBranch03\hub\ctrBROFMON directory.
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To configure report generation

36. Interactively log on to the BROFMONSRV computer.
37. Create the directory which will be used to hold RepBROFMON.vbs (This example uses C:\ctrBROFMON which was created while setting up the central reporting shared folder)

38. Copy the following files to that directory:

RepBROFMON.vbs

BROFMON.xsl 

39. Click Start, point to Control Panel, Scheduled Tasks, and then click Add Scheduled Task.
40. In the Scheduled Task Wizard, click Next.
41. Click Browse, navigate to systemroot \system32\cscript.exe (Example: C:\windows\system32\cscript.exe) and then click Open.
42. For the task name, type Centralized Report Generation.

43. Under Perform this task, click Daily and then click Next.
44. Leave the scheduling options as they are. Click Next.

45. Set up the task to run with Local System credentials. Because access control on the central reporting directory should be read-only for Everyone, Local System credentials should work. If Local System does not work, you will need to add the computer accounts of the reporting servers to the ACL on the central reporting directory. Click Next.
46. Check Open advanced properties for this task when I click Finish, and then click Finish.
47. On the Task tab, in the Run box, edit the existing path to read:

systemroot\system32\cscript.exe <<Full path to RepBROFMON.vbs>> /REPORTDIR:<<UNC Path to Central Reporting directory>> /O:<<Path and file name of report file to generate>>

For example:

%systemroot%\system32\cscript.exe c:\ctrBROFMON\RepBROFMON.vbs /REPORTDIR:\\BROFMONSRV\Reports /O:\\BROFMONSRV\Reports\report.html

48. Modify the Start In text box so it reads: C:\ctrBROFMON.
49. Click the Schedule tab.

50. Click Advanced.

51. Select Repeat Task.

52. In the Every minutes box, type 120.

53. In the Until Duration box, type 24 hours.

54. Click OK to accept the schedule for the task. If prompted, provide the domain administrator account credentials, and then click OK.

You can verify that the task has been set up correctly by manually running it (right-click and select Run) and checking to ensure that the report.html file is generated. RepBROFMON.vbs can do much more then generate a periodic report.html file. If you require advanced features, such as XML generation, modification of the stale period (default is 24 hours), and so on, see “Using Branch Office Monitor Advanced Features” later in this chapter.

Setting up the Branch Office Monitor MOM Aggregator
The Branch Office Monitor mom.rollup.log aggregator (MomBROFMON.cmd) is used to collect the individual mom.rollup.log files from the central reporting shared folder into a single file named BROFMON-MOM.log. MOM can then be configured to use this file to monitor the Branch Office Monitor environment through the MOM console. MOM monitors the environment by using this file and raising events as new lines are appended to the BROFMON-MOM.log file. If you do not want to use this feature, skip the next procedure.
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Note

For the purposes of the guide, we set up MomBROFMON.vbs on the computer holding the centralized reporting shared folder. Although you might choose to schedule Branch Office Monitor mom.rollup.log aggregation to run on a different computer, keep in mind that there is moderate bandwidth traffic as the centralized reporting shared folder is accessed.

Also, MOM is a very heavy resource user. We strongly recommend that you do not run any of the Branch Office Monitor administrative tools (RepBROFMON.vbs or MomBROFMON.vbs) on the MOM database computer.

[image: image30.wmf]
To set up the Branch Office Monitor MOM aggregator
55. Interactively log onto the BROFMONSRV computer.
56. Create the directory which will be used to hold MomBROFMON.cmd. (This example uses C:\ctrBROFMON which was created while setting up the central reporting shared folder)

57. Copy in the following files:

MomBROFMON.cmd

58. Click Start, point to Control Panel, Scheduled Tasks, and then click Add Scheduled Task.
59. In the Scheduled Task Wizard, click Next.
60. Click Browse, locate MomBROFMON.cmd and then click Open.
61. For the task name, type Branch Office Monitor MOM Aggregator.

62. Under Perform this task, click Daily and then click Next.
63. Leave the scheduling options as they are. Click Next.

64. Set up the task to run with Local System credentials. Click Next.
65. Check Open advanced properties for this task when I click Finish, and then click Finish.
66. On the Task tab, in the Run box, edit the existing path to read as follows:

<<Full path to MomBROFMON.cmd>> <<Path to Central Reporting directory>> <<Path and file name of Branch Office Monitor MOM log file to generate>>
For example:

c:\ctrBROFMON\MomBROFMON.cmd c:\ctrBROFMON\reports c:\ctrBROFMON\reports\BROFMON-MOM.log

67. Select the Schedule tab.

68. Click the Advanced.. button.

69. Check the Repeat Task check box.

70. Enter 30 in the Every minutes text box.

71. Enter 24 hours in the Until Duration text box.

72. Click OK to accept the schedule for the task. 
73. Click OK to close the wizard.

You can verify that the task has been set up correctly by placing text into a test file named \\BROFMONSRV\Reports\mom.test.rollup.log and manually running the task (right-click and select Run.) If the task is set up correctly, the contents of mom.test.rollup.log should show up in \\BROFMONSRV\Reports\BROFMON-MOM.log and mom.test.rollup.log should be deleted. Now that Branch Office Monitor MOM aggregation is working, MOM must be configured to use the BROFMON-MOM.log file. 

Configuring MOM to Monitor Branch Office Monitor Data
Although Microsoft Operations Manager is not required in order to use Branch Office Monitor, if MOM is in use on your network, you can integrate Branch Office Monitor into the MOM environment. Use Branch Office Monitor to gather data from the branch office domain controllers, consolidate it, and send it to MOM. Then you can use the MOM management console to monitor the data being collected. 

Use the following procedures to configure MOM to use the BROFMON-MOM.log file:
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To add the computer group

74. Open the MOM Administrator console.
75. Expand the Rules folder.

76. Right-click Computer Groups and select Create Computer Group.
77. Clear all check boxes and click Next.
78. Click OK when warned that you have not specified any computer types.

79. Do not exclude any computers from the group, simply click Next.
80. In the Included Computers dialog box, click Add.

81. Click Browse and select the computer from which the BROFMON log file is to be monitored, and then click OK.

82. Click Next.
83. Type the name Brofmon Monitoring Group and then click Finished.
84. Click No when asked if you would like to deploy a group of processing rules.
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To add the processing rule group

85. Right-click Processing Rules Groups and then click Create Processing Rule Group.
86. In the Name dialog box, type BROFMON.

87. Click Next.

88. Click Finished.

89. Click Yes when asked if you would like to deploy the processing rules in the new group.

90. The Processing Rule Group Properties dialog box will open on the Computer Groups tab. Click Add.

91. Select Brofmon Monitoring Group and then click OK.

92. Brofmon Monitoring Group will appear in the list of computer groups. Click OK to save these changes.

93. Expand the Processing Rule Groups folder.

94. Expand the Branch Office Monitor folder.

95. Right-click Event Processing Rules and select Alert on or respond to event.
96. Click New.
97. Select Application Log and click OK.

98. Enter BROFMON Provider for Provider Name.

99. Select Generic single-line log file as the Provider log type.

100. Click Next.

101. Click Add.

102. In the Directory box, type the path to the folder where the Branch Office Monitor MOM log file is stored.

103. In the File pattern section, click Add.
104. Type BROFMON-MOM.log as the File Pattern and then click OK.

105. In the Directory Edit dialog box, click OK.

106. In the Application Log Provider Properties dialog box, click Finish.

107. In the Event Processing Rule Properties dialog box, click Next.

108. Click Next twice.

109. Select the Generate alert check box.

110. Select the Alert severity to use for reporting Branch Office Monitor errors. 

111. Click Next four times.

112. Type the name BROFMON Log Monitoring and then click Finished.
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To deploy the new rule

113. Right-click the Rules folder.
114. Select Commit Configuration Change.

115. If you have not disabled the Configuration Change dialog box, one will appear to verify the commit. Click Close.

116. Expand the Configuration folder.

117. Right-click Agent Managers and select Scan All Managed Computers.

118. Click OK when the All agent Managers initiated dialog box appears.
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To add the Branch Office Monitor Alert view

119. Expand the Monitor folder.
120. Right-click Public Views and then click New.

121. Click Alert view.

122. Select Alerts that satisfy specified criteria and then click Next.

123. Select With specified name.

124. Click Specified in the lower window and set its value as BROFMON Log Monitoring.

125. Click Next.
126. Type BROFMON Alert View for the View Name and then click Finish.
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To view Branch Office Monitor Alerts

127. Expand the Monitor folder.
128. Expand the Public Views folder.

129. Click BROFMON Alert View.

Installing Branch Office Monitor on the Branch Office Domain Controllers
The final step is to use the Branch Office Monitor Installer (InstBROFMON.cmd) to deploy Branch Office Monitor on the branch domain controllers. InstBROFMON.cmd will first copy the required files onto the target server and then schedule a task on the target server to run the tests every eight hours. It is important to note that during installation, InstBROFMON.cmd uses the directory in which it is located as the source directory for the files. For this reason, it is important that you keep InstBROFMON.cmd in the same path as RunBROFMON.cmd and that the path contain the subdirectories Tools and Tests. If you separate InstBROFMON.cmd from the files it is dependent on, the installation will fail. By default, all of these files will be extracted to the proper location when ADBranch03.exe, the self-extracting file that accompanies this guide, is started to install all of the scripts and utilities.

After InstBROFMON.cmd copies the files to the target domain controller, it schedules the RunBROFMON task on the targeted domain controller by using the Windows Task Scheduler. To run InstBROFMON.cmd, you will have to be logged on with Domain Admins credentials or other credentials with the rights to write files to the server and create a scheduled task.
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Note

Although InstBROFMON.cmd requires Domain Admins credentials, the RunBROFMON task that will be scheduled to run regularly on the target system runs as Local System.

If you are running InstBROFMON.cmd on a computer other than the target domain controller, these are the basic command-line options:

InstBROFMON.cmd /TARGET <<UNC path to install Branch Office Monitor to>> /REPORT <<UNC path to central reporting shared folder>> /RELPATH <<Local path where Branch Office Monitor is being installed>> 

For example:

InstBROFMON.cmd /TARGET \\BRANCHDC001\C$\BROFMON /REPORT \\BROFMONSRV\Reports /RELPATH c:\BROFMON
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Note

/RELPATH is the path the target domain controller uses to access the Branch Office Monitor files after the installation. It is the local version of the path specified by /TARGET.

If you are running InstBROFMON.cmd on the target computer, these are the basic command-line options:

InstBROFMON.cmd /TARGET <<Local path to install Branch Office Monitor to> /REPORT <<UNC path to central reporting shared folder>>

For example:

InstBROFMON.cmd /TARGET C:\BROFMON /REPORT \\BROFMONSRV\Reports

You can verify that InstBROFMON.cmd completed successfully by the output of the string "InstBROFMON Success" or an error code of 0.

Installing Branch Office Monitor Automatically
The Branch Office Monitor installer (InstBROFMON.cmd) has already been integrated into the provisioning scripts that ship with this guide. If you are using these scripts to build your branch office domain controllers, you need to modify the command-line arguments passed to InstBROFMON.cmd, which are located in the ADDeployment.xml file. 

[image: image38.wmf]
To modify the command line arguments

130. Open the ADDeploymnet.xml file for edit.
131. Find the <USERCMDLINE1> element. 

132. Modify it with the command line you want to use. Keep in mind that this command will execute locally on the branch domain controller. We suggest that you add "/RETRY 20" to the end of your command line, as follows:

InstBROFMON.cmd /TARGET <<Local path to install Branch Office Monitor to> /REPORT <<UNC path to central reporting shared folder>> /RETRY 20

For example:

InstBROFMON.cmd /TARGET C:\BROFMON /REPORT \\BROFMONSRV\Reports /RETRY 20

InstBROFMON.cmd offers the following advanced parameters: 

· Auto retry of failed installations

· Modification of the default eight hour reporting period

· Log file generation

InstBROFMON.cmd can also be modified to deploy additional tests or have some of the default tests removed. For more information about these features, see “Using Branch Office Monitor Advanced Features” later in this chapter.

Using Branch Office Monitor Advanced Features
Branch Office Monitor can easily be extended to conduct additional health checks. To add these checks, place additional test scripts into the \Tests directory. RunBROFMON will automatically execute any of the new scripts as long as they use the extension .cmd. Any new script must meet the following standards:

· The new script file name must use a .cmd extension. For example: NewTest.cmd.

· Any binaries required by the script (such as Dcdiag.exe) must be placed in the \Tools\processor_architexture\ directory.

The general flow of all test scripts is:

133. Execute the test.
134. Determine if the test PASSED or FAILED.

135. If PASSED:

Do this: ECHO.0>%BROFMON_reportsdir%\NewTest.result

136. If FAILED:

Copy a detailed failure log to %BROFMON_reportsdir%\NewTest.log

Append a one-line error message to the file %BROFMON_momlog%

Do this: ECHO.1>%BROFMON_reportsdir%\NewTest.result
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Note

The following environmental variables are available:

%BROFMON_toolsdir% - Path to the \Tools directory

%BROFMON_reportsdir% - Path to the local \Reports directory where reports are dropped

%BROFMON_testsdir% - Path to the \Tests directory

%BROFMON_momlog%  - Path to MOM rollup log where MOM notification should be appended

%BROFMON_tempdir%  - Path to \Temp directory for storage of temporary files

After running all tests, RunBROFMON copies the contents of %BROFMON_reportsdir% to the central reporting shared folder. The contents of <<TESTNAME>>.result is read to see if it passed (contains 0) or failed (contains 1). Upon a failure, a hyperlink will be generated to the <<TESTNAME>>.log on the central reporting shared network folder.

When adding new tests, no modifications need to be made to the reporting engine (RepBROFMON.vbs). The reporting engine will automatically detect that a new test has been added and will display it in future reports.

If you have already deployed Branch Office Monitor on your enterprise systems, you will need to copy the new test script files onto each domain controller that is currently running Branch Office Monitor.

Removing tests from Branch Office Monitor is as simple as removing the corresponding command script from the Tests directory.
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Note

You can add/remove tests before deploying Branch Office Monitor by making the change to the Tests directory from which you will be installing. If Branch Office Monitor has already been deployed, you will have to modify the Tests directory with the changes on each server.

Advanced InstBROFMON.cmd Usage:

Use the script instBROFMON.cmd to install the Branch Office Monitor files onto a branch office domain controller. To start the script, use the following syntax:

InstBROFMON.cmd /TARGET TargetDirectory /REPORT CentralReportDir

[/RELPATH RelativePath] [/LOOP LoopCount] [/LOG LogFile] [/HOURS Interval]

The various parameters allow you to control how instBROFMON.cmd installs the Branch Office Monitor files. Table 6.12 describes the parameters used by the instBROFMON.cmd script:

Table 6.12   Parameters Used By InstBROFMON.cmd

	Parameter
	Description

	/TARGET TargetDirectory
	Required.

Specifies the path where the Branch Office Monitor suite should be installed. Local drive paths C:\BROFMON and UNC paths \\MACHINE\C$\BROFMON are supported.

NOTE: the task RunBROFMON will be scheduled on the computer where TargetDirectory is located.

	/REPORT CentralReportDir
	Required.
Specifies the path where the Branch Office Monitor suite should send reports. This location should be a common shared folder across the enterprise.

	/RELPATH RelativePath
	Optional.

Specifies the path that the TargetDirectory computer would use to access the directory locally. This option should be used if TargetDirectory is a UNC path. See Example Usage below.

	/RETRY RetryCount
	Optional.

Specifies the number of times to retry the installation if an error is encountered.Use -1 for infinite attempts.

	/HOURS Interval
	Optional.

Specifies how many hours the targeted computer will wait between reporting. Valid values are 1-23. Interval defaults to 8.

	/LOG LogFile
	Optional.
Specifies the path and file name of the log file to be written during the install.


Example Usage:

InstBROFMON /TARGET C:\BROFMON /REPORT \\CENTRALSRV\REPORTS

Installs the Branch Office Monitor files in the folder C:\BROFMON and configures Branch Office Monitor to send the report logs to the shared folder named REPORTS on the computer named CENTRALSRV.

InstBROFMON /TARGET \\BRANCHDC001\C$\BROFMON /REPORT \\CENTRALSRV\REPORTS /RELPATH C:\BROFMON

Installs the Branch Office Monitor files in the folder C:\BROFMON on the computer named \\BRANCHDC001. Configures Branch Office Monitor to send the report logs to the shared folder REPORTS on the computer named CENTRALSRV and configures Branch Office to use the local path C:\BROFMON when executing scripts on BRANCHDC001.

Advanced RepBROFMON.vbs Usage:

RepBROFMON.vbs, when used with BROFMON.xsl, will generate a report that is user friendly and quickly compiles the data that the Branch Office Monitor client propagates to the Branch Office Monitor reporting share. This HTML file will display a clear red, orange, blue, and green status color, based on the state of the computer and the tests associated with that computer. For the non-advanced user, knowing the basic usage of /reportdir and /display is all that is needed. However, RepBROFMON.vbs has some very powerful advanced functionality that can allow archiving of XML-based data sets for historical review. It also allows custom XSL translation on the XML data. By default, when RepBrofmon.vbs is used with BROFMON.xsl, it will dynamically update the table headers for the addition of new tests and removal of old tests from the Branch Office Monitor suite. Table 6.13 provides a detailed list of the arguments that are available for RepBROFMON.vbs and how each can be used.

Table 6.13   RepBROFMON.vbs Parameters

	Parameter
	Description

	/REPORTDIR:<path to Central Reporting Directory>
	This argument allows the user to specify that a new report be generated based on an existing central reporting directory where the Branch Office Monitor clients write their data files. This argument is used instead of /XML.

	/XML:<path to Old XML File>
	This argument allows the user to specify an existing Branch Office Monitor XML data file as the source for report generation. This can be used to generate reports based on historical data, using different XSL translations for different views when used in conjunction with /XSL. This argument is used instead of /REPORTDIR.

	/DISPLAY
	This argument instructs RepBROFMON.vbs to display the resulting file at the end of generation so that the user can see the report.

	/O:<path to Output File>
	This argument allows the user to specify an alternative output file. The default file is BROFMON_REPORT_<DATE>_<TIME>.html. This argument can be used to update the same file recursively with each new report when RepBROFMON.vbs is executed from within a scheduled task.

	/SAVEXML:<path to Output XML File>
	This argument allows the user to specify a file name to save the XML data file that RepBROFMON.vbs generates prior to applying the XSL. This argument can be used to archive XML data files to keep a history of state of client computers, and also so that different XSL views can be applied.

	/STALEAFTER:<number of Hours>
	This argument can be used to change how RepBROFMON.vbs determines if a report is stale or not. The default value for /STALEAFTER is 24 hours if not specified. If a test has not updated its result in at least 24 hours, then that test is marked as stale in the end report.

	 /XSL:<path to XSL File>
	This argument allows the user to apply a custom XSL translation onto the XML data. By default RepBROFMON.vbs will apply \brofmon.xsl to the XML data. However, if the BROFMON.xsl is stored on a network share, you can specify it here. Also, any XSL that the user creates, which can be applied to the XML data structure (documented in the header for GenXml function in RepBROFMON.vbs), can be applied with this argument.


For examples of more advanced usage, access the built-in Help by typing:

cscript RepBROFMON.vbs /?
BROFMON.xsl
Brofmon.xsl is a feature-rich XSL translation that is applied to the Branch Office Monitor data XML file, as mentioned earlier in this section. As of Version 1, BROFMON.xsl has the following capabilities:

· Errors are listed at the top of the report if they exist.

· Stale entries are listed second if they exist.

· Computers with no reports are listed third if they exist.

· Passed computers are listed at the end of the report.

· Computers in each of the first three states (pass, stale, no report) are ordered based on the number of tests in each state. Therefore, the computer that has the most problems will appear on top.

· Automatically picks up test additions or subtractions that are made.

· Creates links to log files in error and stale states.

· Generates a summary of computers in each state.

· Creates a hover text that includes the last result of the test, along with the test’s last update time.

· Identifies extra tests if any were found.

· Identifies a lack of any tests.

Stopping BROFMON

To stop the Branch Office Monitor test suite from running on a computer, disable the RunBROFMON scheduled task on that computer. To remove the Branch Office Monitor suite from a computer, remove the scheduled task and delete the directory which Branch Office Monitor was installed to.

Using Microsoft Operations Manager

MOM is Microsoft’s enterprise monitoring software. MOM can be purchased as an additional package that provides a comprehensive, enterprise-wide monitoring solution. After MOM is deployed, you can download management packs from the Web at www.microsoft.com. Management packs are preconfigured, technology-specific monitoring solutions that are loaded into the MOM environment to make it possible for you to monitor specific aspects of your deployment. For example, in a branch office environment, the Active Directory Management Pack can be used to monitor the domain controllers in your organization’s data center. 
MOM services are recommended for monitoring the servers that reside in the data center site. The servers in the branch sites are monitored by Branch Office Monitor, which can be configured to send reporting data to MOM. MOM can also use the Microsoft Windows File Replication Service Management Pack to monitor FRS performance data gathered by Ultrasound. 

For information about installing and using Microsoft Operations Manager, see “Microsoft Operations Manager” on the Web at http://go.microsoft.com/fwlink/?LinkId=26942. The “Active Directory Management Pack” for MOM can be downloaded from the Microsoft Download Center on the Web at http://go.microsoft.com/fwlink/?LinkId=26678. The “Microsoft Windows File Replication Service Management Pack” can be downloaded from the Microsoft Download Center on the Web at http://go.microsoft.com/fwlink/?LinkId=26677.
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Note

Using the Active Directory Management Pack requires MOM.

Monitoring the Example Scenario

This section provides an informal walk-through of the steps you might use to monitor your branch office deployment. This brief overview describes the steps that were used in Microsoft’s test environment during the development of this guide. 

During the creation of this guide, we staged an internal branch office deployment to verify the material. As part of this deployment, we scheduled daily triage meetings to diagnose and discuss any issues that arose in the previous 24 hours. We used these meetings to determine the health of our deployment. At these morning meetings, we decided whether our deployment was healthy enough to continue deploying new domain controllers. We divided our examination into two distinct parts. First we examined our staging and recently deployed domain controllers to determine if the process was going as expected. Second, we determined if the existing infrastructure (data center and shipped domain controllers) was handling the load placed on it by the newly deployed domain controllers.

Health of the Staging Environment
Our first step was to connect to the ADBODSSERVER and look at the BranchDCName.wsf scripts located in the \ADBranch03\adbodg\perboot directory. (Every server in the deployment process has a script file here.) By examining the “Task =” line in every script file, we were able to determine where in the process each server was. In the morning, we would expect that all servers that were staged the previous day would have shipped. If any domain controllers did not ship, we examined their log files to determine where in the deployment process they were and how it would affect the continuation of our deployment. Log files were available in \ADBranch03\adbodg\logs\BranchDCName on the ADBODSServer and \adbodg\logs\BranchDCName on the branch office domain controller. (We often used findstr /i shipped * or findstr /i rundcpromo * or findstr /i postdcpromo * for the perboot .wsf files.)
As a precaution, we verified the staging domain controller’s health as well by examining MOM to see if there were any critical errors. When checking the health of the staging domain controller in your deployment, pay attention to replication queues reported through MOM. If too many domain controllers remain in the staging site, these queques can grow dangerously large. (You should expect your queue to reach zero occasionally.) Monitoring the queues is not enabled by default in MOM and needs to be added by collecting performance data for the DRA Pending Replication Operations and DRA Pending Replication Synchronizations NTDS counters. We also monitored PhysicalDisk - Avg. Disk Queue Length counter to check disk activities on the staging domain controller.

At the start of each week, we verified that the Install From Media file was up-to-date. Using a stale Install From Media file causes extra load on the staging domain controller and can be dangerous when the tombstone lifetime is approached.

Health of the Enterprise

During a deployment, it is important to ensure that the existing infrastructure (domain controllers that have already shipped) is not affected by the newly promoted domain controllers. The biggest area for concern is the overloading of the bridgehead servers, causing replication failures. For this reason, we monitor the bridgehead servers and replication very closely.

Each morning we use Repadmin.exe to dump the up-to-dateness vector of one of the bridgehead servers. We used the following command: 

repadmin /showutdvec BHDC1 CN=Configuration,DC=corp,DC=contoso,DC=com /latency | findstr /v retired

We expect to have heard from all domain controllers within the past 24 hours. Any domain controllers that have an older UTD timestamp should be investigated. (Keep in mind that GUID entries and “(retired)” entries should be ignored, as explained in “Monitoring Active Directory Replication Activity” earlier in this chapter.)

We also verified that the branch office domain controllers had successfully replicated from the branch office sites. We verified this replication by looking at the replication test performed by BROFMON. If you have decided not to deploy BROFMON, you can use Repadmin with the /replsum option, as shown in the following example:
repadmin /replsum /bysrc /bydest /sort:error

Be aware that using /replsum does cause some traffic to your branch office sites and might take time to generate a report across slow connections. Again, all replication failures should be investigated.

The replication queue of each bridgehead server is also monitored by MOM. Every 15 minutes (we have MOM collect queue data every 5 minutes) during the night, the queue length should grow a small amount. It is also expected that the queue length will decrease over time as replication progresses. If your queue lengths go for long periods of time without reaching zero, you need to investigate. As we deploy more domain controllers, we expect queue lengths to start to increase slightly. Any significant changes to the curve should be investigated.

Solve Issues Before Deploying More Computers

If we encountered big problems (queue backlogs, large amounts of replication failure, FRS backlog), we stopped our deployment immediately and resolved the issues. During this time we also stopped the scheduled task running Adlb.exe from executing. (It is important to minimize topology changes during times of instability, and Adlb.exe makes such changes.) Minor issues (a few replication failures) were given 24 hours for investigation. If they were not resolved, we again stopped our deployment.

When our morning meeting determined that everything was fine, we went ahead with deploying more domain controllers. 

Daily Monitoring Checklist

Use the following checklist to check the health of the staging domain controller and deployment domain controllers:
· Examine the ADBODSSERVER per boot directory and verify that servers are moving along in the deployment process.
· Check the overall health of the staging domain controller by using MOM.
· Check the replication queues of the staging domain controller.
· Check the average disk write queue lengths on the staging domain controller.
· Beginning of week: Check that the Install From Media backup is up-to-date.

Use the following checklist to check the health of the existing enterprise:
· Verify the UTD Vector of one bridgehead server.
· Determine the replsum check of BROFMON or Repadmin.
· Check the replication queue of each bridgehead server by using MOM.
· Check the general monitoring done by MOM.
Additional Information

Resources on the Web

For more information, refer to the following external resources on the Internet at microsoft.com.
· “Distributed File System and File Replication Services” at http://go.microsoft.com/fwlink/?LinkId=26631.

· “Ultrasound” monitoring and troubleshooting tool for FRS can be downloaded at http://go.microsoft.com/fwlink/?LinkId=26675.

· “Microsoft Operations Manager” at http://go.microsoft.com/fwlink/?LinkId=26942. 
· “Active Directory Management Pack” for MOM at http://go.microsoft.com/fwlink/?LinkId=26678. 

· “File Replication Service Management Pack” for MOM with Ultrasound at http://go.microsoft.com/fwlink/?LinkId=26677.
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