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Chapter 7 
Building a Branch Office Domain Controller
Adding domain controllers to the branch offices is an automated process that is accomplished by using scripts. Other than starting the system, no user interaction is required.
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Overview of Building a Branch Office Domain Controller
After the installation of the staging environment, the domain controllers are built in the staging site before they are shipped to their respective branch offices. The installation of a domain controller is an automatic process that runs without any user interaction. If the ADS environment is running, which is also the foundation for installation, the domain controller needs only to be booted in a Preboot Execution Environment (PXE). All other steps are covered by ADS instructions and the post-installation scripts that perform the final installation steps. All of these steps must take place prior to shipping a new domain controller to a branch office. 
Figure 7.1   Building a Branch Office Domain Controller
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Resource Requirements

Individuals from the following teams will be required to participate during this phase of the installation: 

· Installation Team

What You Will Need

To complete the procedures in this chapter, you will need:

· Staging site domain controller that is installed and replicating with the hub site.

· ADS environment that is fully functional.

· Branch office installation scripts.

What You Should Know

To complete the procedures in this chapter, you will need:

· An Internet Protocol (IP) address that is valid for the subnet that maps to the destination branch office site.

· Knowledge of ADS, scripting, and automated setup routines.
Topology Overview

Figure 7.2 shows the structure of the topology for the branch office deployment scenario that is used for the procedures covered in this chapter. More information is provided in the Planning portion of this guide. 

Figure 7.2   Topology Overview—Deploying the Branch Office Domain Controllers
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Deployment Considerations

In this deployment step, the data center infrastructure must be built and running. Specifically, infrastructure requirements are:

· The DNS servers in the Corp.contoso.com domain must be available and reachable.
· The DNS servers in the Branches.corp.contoso.com domain must be available and reachable.
· The Data-Center-Site must be implemented. 

· The Staging-Site must be implemented.
· All appropriate site and site link settings to implement replication between Staging-Site and Data-Center-Site must be established.
· A DNS server must be installed and running on STAGINGDC1.
· A DHCP server must be reachable.
· All scripts must be available in a shared location.
· The ADS environment must be fully installed and configured.
Building the Branch Office Domain Controllers

The process of building a domain controller for a branch office is completely automated. It begins by booting a new server into a PXE environment, which then starts the installation of the operating system. 

Following installation of the operating system, scripts are used to customize settings on the domain controller (based on where it will be shipped) and to initiate replication.

Finally, scripts are used to install the monitoring tools so the new domain controller can be integrated into the monitoring environment after it is brought online in its branch office location.

[image: image3.wmf]
Important

When you begin building the branch office domain controllers, make sure that you do not have more than 10 domain controllers per staging domain controller in the staging site. If you exceed this limit, the staging domain controller might become overloaded and the process of building the branch office domain controllers will take much longer.

The installation process is fully automated. It is initiated by booting the server in a PXE environment and letting the boot process launch the installation procedures. Figure 7.3 shows the process for building the branch office domain controllers. 
Figure 7.3   Building the Branch Office Domain Controllers
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ADS services are capable of discovering new computers on the network and adding device records into the ADS Controller database for those computers. ADS discovers new computers when the computers perform a PXE boot and broadcast their MAC addresses during the boot process. This makes it possible to add device records for a batch of computers that are going to be configured as branch office domain controllers by simply starting them. 
After the device records have been recorded, the ADS server is aware of the new computers but does not control them. Before ADS can manage the computers, you must first take control of the computers. After assuming control, you will restart the computers and they will boot into the deployment agent. At this point, the script AssignADSVariables is used to associate the device information from the ADS database with the configuration information you have entered in the Branchsettings.csv file. This information is then written to the ADS database.
When this has been completed, jobs can be created to launch the automated deployment process on computers whose device records were updated with the Branchsettings.csv data.
You will need:

· User name and password for the local administrator on ADBODSServer
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To add ADS installation records

1. Select a batch of computers that you want to prepare for the automated deployment process. Make sure they are attached to the network and then start them.
2. Log on to ADBODSServer as the local Administrator.
3. Open the ADS Management Console.

4. Expand the Automated Deployment Services tree.

5. Click Devices.

6. Click the Control column heading tab until the records are sorted in descending order (the “No”s are at the top of the list).

7. Select all the devices that are not controlled (display No in the Control column). You should only include the computers that you started to prepare for the deployment process. 

8. Right-click the selection and click Take Control. The Applying Changes dialog box opens displays the progress of the operation. Wait until the process is complete. The time that you wait will depend on the number of computers selected.

9. After the Take Control process is complete, restart the computers that are being prepared for the automated deployment. After they have restarted, they will be listed as Connected to DA in the State column of the ADS Management console. You might need to refresh the console to see the updated records.
10. Click Start and then click Run.

11. In the Run dialog box, type cmd and then click OK.
12. Change the directory to c:\ADBranch03\ads.
13. At the command prompt, type: 
cscript /nologo “%PROGRAMFILES%\Microsoft ADS\Tools\ADSDEVICE.wsf” -l * /state connected /csv > macs.csv 
to export the device records for each discovered computer that is connected to the deployment agent.
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Note

Before continuing with the next step, open MACS.csv and remove any MAC addresses representing computers that you do not want promoted to a domain controller.

14. At the command prompt, type:

cscript assignadsvariables.vbs macs.csv branchsettings.csv
This script updates the ADS device records with the configuration information stored in Branchsettings.csv. This process will result in four files in the c:\ADBranch03\ads directory:

· MACS_Success.csv contains the list of MAC addresses from MACS.csv that were successfully assigned settings in the ADS database.
· MACS_Err.csv contains the list of MAC address records that failed to update as well as any excess records from the MACS.csv file that did not have corresponding rows in the Branchsettings.csv file. 
· Branches_Success.csv contains the settings from Branchsettings.csv that were successfully updated in the ADS database.
· Branches_Err.csv contains records from Branchsettings.csv that failed to update as wells as any excess records that did not have corresponding records in the Branchsettings.csv file.
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To launch the branch office domain controller build process

15. At the command prompt, type:
ADSSet /create setname /A @MACS_Success.csv
where setname is the name that you use to reference this set of computers.
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Note

Due to deployment recommendations for FRS, it is important that you do not process more than 10 computers at a time. Therefore, make sure that no more than 10 computers are listed in the MACS_Success.csv file. If necessary, create multiple csv files to create groups of 10 computers to be processed at a time, and execute the ADSSet command for each file.

16. At the command prompt, type:

ADSJob /run /set setname /template “Deploy Branch Office”
where setname is the name of the set specified in the previous step. A message will be displayed indicating the job number. Note the job number because you can use it to track the progress of the job later on.

17. To check the progress of the job, in the ADS management console, perform the following steps:

a. Expand the Automated Deployment Services tree and then click the History folder.

b. Right-click the History folder and then click Refresh.
c. In the Job pane, you will see a list of jobs in progress. Use the job number that was displayed when you started the job to verify that your job appears in the list. 
d. You might need to refresh the view to see changes in the status of the listed jobs. A white check mark in a green circle indicates successful completion. A white “x” in a red circle indicates failure.
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Note

In the case of a failure, you can right-click the job in the History pane and click Properties. It will display the detailed steps of the job. If the job involves multiple computers, some might succeed while others fail. To help diagnose the problem, selecting the computer name in the Devices list and then clicking on each step will display any errors associated with a specific computer, as well as the specific step in the process where the error occurred.

For this example to run successfully, you must set the ADS variables for IMAGE1 in Branchsettings.csv. For more information about Branchsettings.csv, see Chapter 6, “Preparing Automated Deployment Services” in the Deployment portion of this guide.
The following instructions will be executed automatically during the installation

· Partition the hard disk

· Download the operating system image to the disk

· Modify the SYSPREP.INF file
· Reboot

Monitoring the Build Process

After the operating system installation process is finished, the new domain controller is automatically restarted and scripts will take control of completing the staging process. These scripts begin processing during the restart process. The build process is almost completely automated and begins after the new domain controller is restarted.
You can monitor this process by examining a log file that the scripts use as they progress through the final stages of the deployment. The log files are located in \\adbodsserver\adbodg\logs. Each computer being processed will have a log file in this folder. The name of the log file corresponds to the name of the computer that is being processed. The log files are text files and can be viewed by using Notepad.exe.

At this point, the process is completely automated and all you need to do is keep track of the progress in the log files. 
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Note

Tail.exe in Microsoft® Windows Server™ 2003 Resource Kit Tools can be used to easily view the log files.

Figure 7.4 shows the process of monitoring the build process. 

Figure 7.4   Monitoring the Build Process
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Responding to Errors in the Build Process

If an error occurs during the build process, the following scripts will retry automatically to see if they can work past the error:

· Startrundcpromo.wsf
· Rundcpromo.wsf
· Postdcpromo.wsf
· Runusercmdline.wsf
· Pre-ship.wsf
· Shipped.wsf 
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Note

For more information about the functions performed by each script, see the readme.txt file located in the C:\adbranch03\adbodg\scripts folder.

Fixing Rundcpromo Failure

If Rundcpromo fails, the system will continue to log investigate messages and wait for user intervention.

To solve the problem, you must investigate the failure and solve the issue that is preventing Active Directory® directory service installation. After that problem has been solved, exit the Active Directory Installation Wizard and run the following command on the ADBODSServer:
c:\ADBranch03\adbodg\perboot\setperbootscript.cmd <name of the ADBODSServer> <machine name> rundcpromo.wsf 1
You might have to wait up to 10 minutes before the process automatically restarts.
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Important

If a problem is encountered during Active Directory installation, it is recommended that you solve the problem and use this method to restart the Active Directory installation process. Do not attempt to finish the Active Directory installation by running DCPromo.exe. Doing so can interfere with the automated installation process that is managed by the scripts and might prevent the automated process from completing successfully when restarted.
Fixing Task Schedule Failure

During the reboot, the launcherstarter replaces the existing scheduled task, called ADBODGLauncher, in the Windows Task Scheduler with a new version of the same task that contains updated credentials for use on the new domain controller. If the task cannot be scheduled after the domain controller has started the first time, the process will not continue. 

This situation can be observed on the target computer by opening the Task Scheduler and checking the status of the task ADBODGLauncher. If there is a problem, the status will indicate “could not start” or the ADBODGLauncher task will not be present. This check can also be performed from the command line by typing:

schtasks /query /s <machine name> 

To fix the problem of being unable to start due to scheduler errors, run Bootstrap.wsf, specifying the name of the computer that is not starting, as shown in the following example:

cscript bootstrap.wsf <NetBIOS name of the computer> branches\Administrator <branches\Admin password>
This script should be run only if the process has stopped for longer than 90 minutes. It is normal for the launcherstarter to take up to an hour to restart the ADBODGLauncher scheduled task. Although the problem might be fixed, the scheduled task might indicate “could not start” during that one-hour delay before the next restart.

Deploying Additional Applications

Runusercmdline.wsf can start up to two more user-specified processes to deploy additional applications, such as Branch Office Monitor, on the new domain controller. If any of these processes returns a non-zero return code, automated processing of these commands will stop and will not be automatically restarted. Once you have diagnosed and solved the problem, use the following command to restart the automated process:

c:\ADBranch03\adbodg\perboot\setperbootscript.cmd <name of the ADBODSServer> <machine name> runusercmdline.wsf 1
This command will restart the processes specified in Runusercmdline.wsf.
Additional Information

These resources contain additional information that is related to this chapter.

Resources on the Web

· “Automated Deployment Services” at http://go.microsoft.com/fwlink/?LinkId=16715.

· “Automated Deployment Services Technical Overview” at http://go.microsoft.com/FWLink/?LinkID=27953.

Publications

· Microsoft Corporation. Microsoft® Windows Server™ 2003 Deployment Kit. Redmond, Microsoft Press, 2003.

· Microsoft Corporation. Microsoft® Windows® 2000 Server Resource Kit. Redmond, Microsoft Press, 2000.
